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1. INTRODUCTION AND SCOPE
1.1. FORMOBILE overview (abstract)
Mobile devices, especially smartphones represent a unique challenge for law enforcement. Criminal
offenders use phones to communicate, coordinate, organise and execute criminal actions. This is
especially true for organised crime and terrorist organisations. This development provides new
challenges for criminal prosecution and it is vital to empower law enforcement to access the data
stored on mobile devices to use it as court evidence in a trustworthy and reliable manner.

The overarching objective of FORMOBILE is to establish a complete end to end forensic investigation
chain, targeting for mobile devices. To achieve this goal three objectives will be pursued. Novel tools
shall be developed that include the acquisition of previously unavailable mobile data, unlocking
mobile devices, as well as the decoding and analysis of mobile data. Based on the definition of
requirements of law enforcement and legal and ethical issues a new mobile forensics standard shall
be developed. With the developments of the new standard and the new tools, training for police
and criminal prosecution will be established, providing the end users with the latest knowledge in a
novel and an innovative curriculum to ensure a quality standard of investigations.

The European Union has developed as a Security Union, building on the European Agenda on
Security. This aims to ensure that people live in an area of freedom, security, and justice, without
internal frontiers. To strengthen digital forensics in the context of criminal investigations is crucial
to achieve this vision. FORMOBILE contributes to the fight against virtually all forms of crime. This is
because mobile devices are widely used in crimes, especially in the arrangement of conspiracies.
Yet, there are crimes more closely related to mobile devices; this includes child abuse and emerging
forms of cybercrime in particular. To fight crime effectively, law enforcement has to be empowered
to access all evidence stored on mobile devices.
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1.2. WP7 Overview
The FORMOBILE target user groups must be trained to use the tools and the novel mobile forensic
standard. Users should be able to verify results from the tools and have in-depth knowledge of the
standard defined by the project. We aim for a new novel mobile forensics training curriculum that is
developed by academia together with LEAs and commercial players. The curriculum defines a
recommended set of courses for an individual to become a practitioner in mobile forensics. Course
materials for level 1 and 2 of the four levels of the derived FORMOBILE structure will be developed,
and pilot training of LEAs will be performed.
Work Package 7 (WP7) includes NMPS1, FORTH and MSAB. These organisations are outlined in Table
1. NMPS is the Work Package lead and also the task lead for Task 7.1 (deliverable D7.1) and Task 7.3
(deliverables D7.3 and D7.4). FORTH are the lead for Task 7.2 (deliverable D7.2 and D7.5).
Work Package 7 consists of the following three tasks:
1. Task 1: Design of a novel curriculum for LEA training: research and evaluation of existing educational
and training provisions in mobile forensics are conducted to perform gap analysis where the novel
curriculum will be developed based on needs analysis/known challenges (derived from LEAs), and
existing offerings.
2. Task 2: Development of training material for LEA training and joint exercise training: course materials
for three online courses listed in the novel curriculum will be created.
3. Task 3: Proof of concept for the FORMOBILE forensic training including the Train the Trainers concept:
to prove the effectiveness of the novel curriculum and the training materials, proof of concept trainings
with LEAs and a train the trainer concept will be used to help disseminate knowledge and practice.

1.3. FORMOBILE Consortium
The partners collaborating closely to deliver this project consist of a variety of specialists - experts
in their specific fields. The University of Mittweida coordinates the carefully chosen consortium. The
19 project partners FORMOBILE brings together includes: LEAs, commercial companies, civil
organisations, and academic institutes. The Project partners come from thirteen EU countries and
two associated countries.

1

Represented by the Norwegian Police University College (PHS).
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No.

Name of participant organisation

Short name

Type

Country

1

Mittweida University of Applied Sciences
(coordinator)

HSMW

Uni

DE

2

Netherlands Forensic Institute

NFI

Public Body

NL

MSAB
A.S.I.

SME
NSB

SE
AT

ZITiS

Public Body

DE

HO
MIR-PN
KWPP
MPF
PJ
TUD
UPat
FORTH
NMPS
LIF
PPHS
TLX
SI

LEA
LEA
LEA
LEA
LEA
Uni
Uni
Research Org.
Public Body
NGO
NGO
SME
SME

UK
ES
PL
MT
PT
NL
EL
EL
NO
BG
PL
BE
FR

KSTU

Uni

KG

3
4

Micro Systemation AB
Austrian Standards International
Central Office for Information Technology in the
5
Security Sector
6
Home Office
7
Spanish National Police
8
The Polish Police Regional Headquarters in Poznan
9
Malta Police Force
10
Portuguese Judicial Police
11
Delft University of Technology
12
University of Patras
13
Foundation for Research and Technology Hellas
14
Norwegian Ministry of Justice and Public Safety
15
Law and Internet Foundation
16
Polish Platform for Homeland Security
17
time.lex
18
Strane Innovation
Kyrgyz State Technical University named after I.
19
Razzakov
Table 1 FORMOBILE Consortium

1.4. Structure of the deliverable
This document includes the following sections:
•

Section 1 provides an overview of the project, and specifically the work conducted in WP7.

•

Section 2 includes the methodology for evaluating the training.

•

Section 3 presents the evaluation results for the pilot trainings conducted during the lifetime of the
FORMOBILE project and includes feedback from the Training the Trainers process.

•

Section 4 proposes and reflects on the future dissemination and exploitation of the FORMOBILE
training content for consortium members and external stakeholders.

•

Section 5 presents conclusions and validations from the evaluation process of the trainings.

Grant Agreement: 832800
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2. EXECUTIVE SUMMARY
The FORMOBILE training was divided into pathways based on the stakeholder groups. The core
course of the training is M1FBP – Mobile Forensics Fundamentals and Best Practices, where all

✓

✓

✓

✓

✓

✓

✓

✓
✓
✓
✓

✓

✓
✓

✓
✓

Mobile Forensics
Training Campus
Week (CTF)2

✓

Mobile Forensics
for Management

✓

Mobile Forensics
for Prosecution
and Judges

Mobile Forensics
using FORMOBILE
Tools

Personnel
First responders/non-experts working
with mobile devices
Analysts/experts in common laboratories
Analysts/experts in highly specialised
laboratories
Investigators working with mobile devices
Prosecution working with mobile devices
Judges in criminal proceedings
Management3
Table 2 FORMOBILE Routes to Certification

Mobile Forensics
Fundamentals &
Best Practices

further courses are based on completion of this module (see Table 2).

✓

The impression based on the analysis of results4 from each course in the FORMOBILE portfolio
delivered has concluded that the learning outcomes have been met and, overall, the training meets
the law enforcement needs and are therefore validated. Comments from participants have identified
that some stakeholders have already started to apply their learning back in their role and make
changes in their workplace while others found that the course items cemented their current workings
at the time of writing.
Self-paced e-learning courses were not supported by any trainer who can explain difficult topics, but
rather the explanations are included in-depth within the materials, or where reference is made to
external sources for learning (e.g. scientific papers). It requires that the participants are structured
and dedicate the necessary time to complete the course in a timely manner. WP7 experienced that
many participants asked for a postponement due to operational duties.

2

The pilot campus week for M2MCW was held as an online Capture the Flag (CTF) event, a gamification approach, due to COVID19.
Higher level organisational or departmental management with no expertise in mobile forensics but who make decisions which impact the role of
practitioners in mobile forensics, or function of digital laboratories.
4 All evaluations were formulated following the Kirkpatrick’s Evaluation model. For more details, see the methodology described in this report.
3
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Law Enforcement Agencies (LEAs) in the field of mobile forensics, especially, have a large backlog in
case work and devices to be analysed. Practitioners must prioritise cases based on their seriousness
and workflow. In addition, the courses were delivered during a period of lockdown due to COVID19
and coincided with the festive season. WP7 experienced that a handful of the participants expressed
they had contracted COVID19, therefore they required a postponement to their learning.
Practitioners contracting COVID19 may have added to even greater backlog challenges, where
working remotely from home may not be feasibly possible. Consequently, the commitment to
voluntary training opportunities (such as the FORMOBILE pilot trainings) may, unfortunately, not be
prioritised. Meanwhile, the majority expressed that work demands meant they were unable to
dedicate their time fully to the pilot trainings and led to a reduction to enrolments and successful
completion of all courses in the relevant pathways depicted above.
The time between the application and the delivery of the courses was many months. While WP7 did
communicate with the applicants, any future projects delivering training should look to communicate
with applicants more frequently about the status of development of the courses to keep applicants
engaged. However, the initial plan for the training was to deliver the courses earlier in 2021. The time
between application and final delivery may have led to some practitioners being unavailable or
potentially having moved roles with different priorities.
While WP7 expressed early on in the global pandemic that COVID19 could be detrimental to the
physical campus-based approach outlined in the project proposal it was not until later in 2021, near
the expected deadline for the draft training availability that the project PMO agreed the trainings
should move to an online alternative. However, this approach added extra workload to WP7
members to develop and deliver online e-learning content instead of slides and physical workshop
activities. Unfortunately, this led to delays in the availability of the trainings in accordance with the
project proposals. WP7 were also dependent on the availability of the FORMOBILE tools to train law
enforcement on the use of these new developments. Unfortunately, in some cases the availability of
these tools was limited and therefore regulated the training possibilities.
The Capture the Flag (CTF) event was perceived as relevant to the field of mobile forensic
investigations; however, the results arguably may be biased by those who successfully completed
the activities. Based on few responses received for the evaluation and the analysis from less than ten

Grant Agreement: 832800
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who completed the CTF, WP7 conclude that the gamification approach would need to be tested again
but may not be the best approach for beginners in the field of mobile forensics or those with little
time to dedicate. Further pilot courses and experiments should be performed before concluding the
strength of the value of gamification.
Overall, WP7 conclude that the training was a success where the reader can find the analysis,
discussion and testimonials within the main report.
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3. METHODOLOGY
This section describes the methods and instruments used to evaluate the pilot trainings during the
lifetime of the FORMOBILE project.
The aim of this section is to present the following items:
▪

The methods used to conduct the evaluations, namely Kirkpatrick’s Training Evaluation
Model5 and the levels of this model that are considered as part of this validation process.

▪

Instruments (e.g. questionnaires) used to collect and analyse results from pre-learning and
post-learning evaluations of participants in the pilot trainings.

▪

Analysis and review of examination results from the pilot trainings.

▪

Instruments (e.g., review opportunities, questionnaires, and workshops) used to collect input
from and analyse feedback from Trainees involved in the Training of Trainers pathway.

3.1. Methods
This section describes the methods applied to evaluate the FORMOBILE training courses.
To prepare and implement the training successfully in the future and to assess the current pilot
training WP7 used the Kirkpatrick’s Training Evaluation Model.

Figure 1 Kirkpatrick’s Model for Training Evaluation
5

see https://www.kirkpatrickpartners.com/the-kirkpatrick-model/. In addition to the Kirkpatrick’s Model there are further guidance such as ISO
standard ISO 29992:2018: Assessment of outcomes of learning services, which are equivalent to using the Kirkpatrick’s Model.

Grant Agreement: 832800

Dissemination level: PU

Page 12 of 146

D7.3 Training Validation Report
The model has four levels, described below:
•

Reaction (Level 1): the number one goal is often identifying if the training is useful. To assess this
question there are three metrics that are often most useful to measure to help decide if this has been
achieved. These metrics are:
o

participant engagement during the training, contribution from the participant, and overall
reactions to the training/s.

There are many questions that can be used to measure these three metrics.
•

Learning (Level 2): the learning is assessed by emphasising what the participants have or have not
learned as a result of the training. This information is measured with for example, learning objectives
from the training which are measured before and after the learning is conducted. This helps to assess
the knowledge level, along with the level for skills, attitudes, and competences.

•

Behavior (Level 3): this level concentrates on what people make of the training and how it they apply
the training. Further metrics include the resources or assistance participants may require to be able to
apply the learned concepts and acquired skills. This level looks to identify if the training is effective or
ineffective by the change in behavior. It is often recommended to be employ a long process to assess
the behavior change for example, within three months after the training. Often it is not looked
favourably upon to carry out these measures directly after the training as the participants have not
had the opportunity to apply their learning. However, in the case of this project and timing the
measurement has been conducted directly after the training and is discussed below in Section 3.

•

Results (Level 4): this level is concerned with the overall success of the training based on critical
business objectives, often the Return on Investment (ROI) is the metric used along with quality of
products and work, and the efficiency of the employees as a consequence of the training. This level is
usually useful to assist business decisions and develop effective training programs that help the
learning and development of stakeholders. This level is often not measured due to the time extensive
nature of measuring these metrics.

Grant Agreement: 832800
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3.2. Technical Instruments
This section describes the instruments used for collection of evaluations and feedback and the
analysis of evaluation responses.
To prepare and implement this deliverable and evaluate the FORMOBILE training the following
techniques have been used:
•

Questionnaires using Microsoft Forms for pre- and post-learning evaluations for three pilot e-learning
courses (M1FBP – Mobile Forensics Fundamentals and Best Practices; M1FMT – Mobile Forensics
using FORMOBILE Tools; and M1MGT – Mobile Forensics for Management).

•

Post Train the Trainer evaluation using Microsoft forms for M1TOT – FORMOBILE Mobile Forensics
Training of Trainers.

•

Post-learning experience evaluation using Microsoft Forms for M2MCW – Mobile Forensics Training
Campus Week (replaced by a Capture the Flag (CTF) event).

•

Post CTF evaluation for the Trainers who facilitated the Pilot event held in February 2022.

Figure 2 (below) highlights key events which make up activities in Work Package 7 (WP7) and have
led to D7.1, D7.2, D7.3 (this deliverable), D7.4, and D7.5. The activities include the development
and review of course training materials, in addition to the pilot events delivered during the
FORMOBILE project.

Figure 2 WP7 Activities Related to Evaluations
Grant Agreement: 832800
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Questionnaires were chosen as a suitable technique to conduct the pre- and post-learning evaluations due to
their ease of access and the ability to circulate between a varied and widely disparate community (in a physical
sense) participating in the FORMOBILE trainings.
Meaningful input from participants is essential for improving and validating the courses before they are
delivered at the end of the project in their final state. End of course evaluations provide learners with an
opportunity to reflect on their own learning and provide feedback for how the courses can be improved.
Unfortunately, due to COVID-19 and certain restrictive measures, no pilot training was conducted in person.
For this reason, it is possible that the highest response rates to course evaluations may not be achievable.
Based on previous experiences, it is often best to provide learners with a 10–15-minute slot in a workshop or
class-based environment to complete the end of course evaluations to gain as many participants evaluations
as possible. Otherwise, we can see a reduction in the response rate based on participants time available to
complete the end of course evaluation. Providing time at the end of the course also allows the trainers and
educators to discuss the purpose of the evaluation form and its importance. Participants of the online training
developed as part of the FORMOBILE project were encouraged via email and shared links on the Learning
Management System (LMS) platform to complete the pre- and post-learning questionnaire.
Questions comprised of metrics which address the four levels of Kirkpatrick’s Training Evaluation Model,
described above. Questions presented to the learners included open and closed question types which were
believed to be clear and focused on the purpose. To respect the privacy of the learners, each course evaluation
was anonymised, and any demographic questions included would not identify an individual, however, there
were on occasions the need to identify the type of stakeholder responding to the evaluation form. WP7 Lead
ensured that the questionnaires were anonymous as it is often the case that learners can be hesitant to
complete course evaluations if they feel that their responses will identify them. If participants were happy to
provide their name and contact information for future feedback, this was carried out with their informed
consent.

Grant Agreement: 832800

Dissemination level: PU

Page 15 of 146

D7.3 Training Validation Report

3.3. Analysis Techniques
This section describes the techniques used for analysing the evaluations of the FORMOBILE trainings.
To analyse the learner responses the following techniques were applied:
•

Microsoft Forms in-built response analysis.

•

Reports and statistics from the Learning Management System (LMS).

•

Scoring and statistics from the CTF platform (CTFd).

3.3.1.

Why were these Analysis Techniques Utilised?

The above-mentioned analysis techniques were used due to their ease of access and availability to
identify key patterns in the data and for simplified statistics which represent the responses gained
from participants.
Microsoft Forms provide a range of statistics and visualisations that can be used to analyse responses.
Visualisations include pie, bar and ranked charts among others (see Figure 3 for an example). The
form also highlights the number of responses received and the average time to complete the survey.
However, these times should only be considered briefly as these also count the time a respondent is
idle in the form.

Figure 3 Microsoft Forms – Example of Analysis Page for Responses using Microsoft Forms
Grant Agreement: 832800
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The Learning Management System (LMS) provides two types of statistics that are useful for the
evaluation and validation of the training. These include: ‘User statistics’ and ‘Training material
statistics’.
User statistics were used to identify how many participants were given access to the course, how
many users enrolled on the course, and how many users completed the course or those who are still
progressing with the course (i.e., have an extension to complete the course or where we can assume
the course is incomplete).
Training material statistics were used to identify how many users completed each component of each
training course. These statistics also identify if any users are working on the content (i.e., the content
is ‘In progress’). See Figure 4 - right.
In addition to the User statistics and Training material statistics the platform offers a breakdown of
useful information such as, the number of training components and progress of all participants
(Figure 4 - left). The report also indicates the peak points when the course was viewed by
participants.

Figure 4 Learning Management System – Example of Course Report Statistics (Left) and Content Progress
(Right)

The CTF (CTFd) platform also displays informative Statistics per user and challenges (Figure 5). These
can be used to identify submissions (solved and failed) by each user, and the CTF participants overall.
The statistics on the CTF platform can also be used to recognise which questions were for example,
solved by most participants or which challenges may have been incorrectly answered more than
others. Such statistics may also help to identify challenges where the question may need to be
considered in more depth for example, if the question/task is understandable or can it be

Grant Agreement: 832800
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misinterpreted and led to incorrect answers, or if the question type needs to be changed (e.g., there
are three types of questions used in the pilot CTF: Standard Questions, Multiple-Choice Questions,
and Manual Verification Questions.

Figure 5 CTF Platform – Example User Statistics (Left) and Overall Challenge Statistics (Right)

3.3.2.

Possible Analysis Techniques for the Future

What other analysis techniques could be used in future derivatives of the FORMOBILE courses?
Due to time constraints and the small number of respondents to end of course evaluations, WP7 were unable
to apply statistical analytics beyond those outlined above. With more time, the following listed analysis types
may have been applied and may have provided greater context and meaning to the data.
Outlined below are some additional statistical analysis techniques that may be applied to future training
evaluation analysis for the FORMOBILE trainings. Statistical types include for example, but are not limited to:
•

Benchmarking: standardising the data to provide a depth of meaning and context which considers
external factors.
The reasoning behind benchmarking is to adjust the parameters to identify the true nature of what is
happening by weighting to adjust for variables that may be affecting the overall results. Benchmarking
allows one to identify a ‘standard’ for the areas of interest, while also identifying the variances that
highlight the ‘unusual/unexpected’. Benchmarking in this example may include comparison outcomes
in terms of metrics and impacts such as:

Grant Agreement: 832800
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▪

learner satisfaction,

▪

applied learning,

▪

impact on job performance,

▪

organisational performance, and

▪

Return on Investment (ROI).

Benchmarking will no doubt involve key performance indicators (KPIs) against which the impact of the
training can be measured. For internal benchmarking analysis there are several evaluations that must
be performed prior to the training and consequently the evaluation within the organisation and these
include identification of, for example:
▪

training problem areas.

▪

similar training programmes.

▪

‘best practice’ training programmes within the organisation and the differences or
commonalities that should be adopted in future training programmes or pathways.

▪

implementation plans and targets should be communicated.

Review, comparison, evaluation, and recalibration are all important in this procedure. Processes must
be reviewed to see how impactful they have been and whether any targets are met, or how any
shortfalls should be addressed.
•

Regression analysis: a technique applied to work out the relationship between two or more variables.
There are two forms of regression analysis:
▪

linear (i.e., the use of a single independent variable used to predict an outcome of the
dependent variable); and

▪

multiple regression (i.e., the use of at least two independent variables – however, this type of
regression can be linear or non-linear).

Regression analysis involves both independent and dependent variables, as above-mentioned. A
dependent variable is a factor that changes based on the relationship with independent variables.
Whereas an independent variable is an individual context-based phenomena that influences the
dependent variable/s.
A dependent variable- in the context of training evaluation- may, for example, be the training’s overall
effectiveness. The independent variables could include indicators such as the training content, training

Grant Agreement: 832800
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environment, training schedule or other relevant factors. Where the change in the dependent variable
(i.e., the training effectiveness) is dependent on, and associated with, the change of one or more
independent variables (i.e., the relationship between variables).
An example of regression analysis for training evaluation may include using the weighted mean,
Pearson’s r, regression to measure the central tendency on each dimension in the evaluation
questionnaire. Coefficients of factors must be calculated to identify the portion of variance in each of
the factors. For the linear regression analysis, the regression line- which often takes form as a curvecan be used to demonstrate any relationships (i.e., is there sufficient evidence- based on significanceto suggest that each independent variable will affect the dependent variable). A curve will often be
observed in such tests, as it is rare that direct proportionality is found among the results. Such a test
is useful if the precise impact of change in the independent variable/s can be identified.
•

Analysis of Variance (ANOVA): a way to test the differences between groups to identify if they are
statistically significant. ANOVA and regression analysis can often be seen to be conducted in the same
study as both techniques are used in combination to identify what effect the independent variable/s
have on the dependent variable (i.e., the training effectiveness). ANOVA not only looks at the variance
between groups, but also takes into account the sample size. The larger the sample size, the less likely
any outliers are to negatively impact the results. WP7 assessed the sample size from the pilot
responses which is unfortunately too small. The ANOVA test would only be used when there is a wish
to understand how different groups respond, and a particular hypothesis is to be tested. To test any
hypothesis there must be present a null hypothesis which focuses on the different groups being equal.
Yet the main question is whether the sample means are from different populations. To conduct an
ANOVA test, it is assumed that all observations within the sample (i.e., sampled population = learners)
are normally distributed regardless of the data collection technique and there is a specific common
variance. There are several types of ANOVA test which are not detailed in this deliverable, and if such
a statistical technique was conducted in the future, then additional research from the researcher/s or
organisation/s offering the training should be conducted if not already known. While an ANOVA test
can be used to analyse the difference in means between groups, it does not tell us which statistical
groups are different from each other.

•

Factor analysis: reduces the complexity of results by reducing a large number of variables (i.e., the
initial variables) down to a smaller number of what is coined a ‘deeper underlying variables’.
This technique is used to identify the hidden factors that explain the variance in findings. Each factor
will have some form of influence. Though, some can be explained with more variance than others.
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The amount of variance is expressed by the eigenvalue, and the variance is the difference as a
numerical value from the average (i.e., a factor score which measures how strongly variables are
related). When an eigenvalue is found to be less than one, the single variable it is associated with is
removed from the analysis to form fewer factors with a deeper more meaningful sense of which
variances occur. There are two forms of factor analysis:
▪

confirmatory (i.e., sets out to strengthen and falsify hypotheses whereby factor analysis is
used to determine how much variance each latent variable may account for. A test commonly
used in confirmatory factor analysis is Principal Component Analysis (PCA)); and

▪

exploratory (i.e., is conducted without a hypothesis to prove or disprove, and it is used to
explore the data and any associations/relationships between the initial variables and identify
groupings of the data/factors).

Factor analysis can be useful, for example, when analysing and exploring the perceived satisfaction of
products, attitudinal responses, and behavioral change. These examples are all encompassed in the
evaluation of training programmes, and therefore may be explored as statistical means in the future.

3.4. Mapping of Pre- and Post-Learning Questionnaires to Kirkpatrick’s
Evaluation Model
This section describes the mapping of the pre- and post-learning questionnaires / questions with
three levels of the Kirkpatrick’s Training Evaluation Model, and the Learning Objectives of each
course depicted within the FORMOBILE Novel Curriculum.
During the course of the evaluations Levels 1 to 3 of the Kirkpatrick’s Training Evaluation model
were assessed. For example, participants were asked to reflect upon their own engagement and the
relevance of the activities and training content. The appropriateness of the training delivery,
environment, materials, and more were also considered to identify if the online approach- adopted
due to COVID-19- was suitable for the stakeholder groups.
Evaluations also considered the participants’ learning where evaluations looked at the knowledge,
skills, and topics addressed in each course. With the mindset to identify learning gain. Pre-learning
questions looked at the current knowledge level felt on behalf of the participants before they took
part in any pilot training, particularly for the e-learning courses. In post-learning questions
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participants were asked to consider the knowledge and skills (which map to the learning
outcomes/objectives of each course) to identify how they personally felt their knowledge and/or
skills had been reinforced or improved as a result of the pilot training. At the end of the training
programme, during the evaluation, if the participants’ knowledge has increased (in this case based
on their answers to scaled questions on the learning objectives, for example) or learners show a
different attitude and improved skills, it is considered that learning has taken place. We then
consider that the learners have gained from the training.
While level 1 and level 2 may be easier to gather results for, level 3 and 4 are far harder to collect.
Level 3 evaluates how participants transfer their knowledge and skills to the workplace. A positive
behavioural change is expected to see a positive transfer of knowledge and skills to the workplace.
In addition, level 4 measures the effect of the training on the organisation, for example, quality
improvement. Level 4 was unattainable during the lifespan of the training evaluation. However,
evaluations, looked at how suitable the trainings were for their own role within mobile forensics,
and, for example, sought to identify if the learned material would contribute to their future
successes and can be applied back on the job. The assessment at level three is sought using selfevaluation. However, it is recommended that a mix of qualitative and quantitative methods are used
to collect results for this level, and several months after the training is preferable. In the future the
evaluations would benefit from assessing level 3 and level 4 of the Kirkpatrick’s training evaluation
model to greater extent. Assessing whether the course and learning gained has been beneficial,
applied back in the workplace, and has an influence on performance within the organisation are
critical to evaluating the success of the training. Level 3 and Level 4 are the primary goal when
utilising the Kirkpatrick model, but due to time constraints these were not measurable. Collecting
result for level 4 are difficult and time-consuming, but worthwhile. As this was infeasible, WP7 have
relied on the thoughts and self-assessment on behalf of the pilot participants to identify whether
the training and learning can be applied, how confident and committed they are to apply such
knowledge and skills, as well as identifying the positives and improvements required for each course
which can indicate potential failings or highlight positives of the courses in line with their
applicability for the professionals and organisations alike.
In this section WP7 have not exhaustively outlined all the questions and mapping for the
evaluations. Instead, these can be identified in Section 3.
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4. EVALUATION RESULTS AND DISCUSSION
This section describes and analyses the responses gained from instruments used to evaluate the
pilot trainings during the lifetime of the FORMOBILE project.
The aim of this section is to present the following items:
▪

Enrolment statistics.

▪

The evaluation responses gained from surveys/questionnaires, reviews, and workshops.

▪

Additional feedback gained.

4.1. Course Enrolment and Completion Statistics
The Learning Management System, Docebo Learn, was used to identify the number of enrolments,
did not complete, and in progress learners. There were 133 applications in total at the time that the
applications closed. Applications closed in April 2021, after an extension requested by FORMOBILE
project partners.
The list of applications was assessed by WP7 Lead and the Security Officer to remove duplicates
(i.e., trainers who had also applied as a participant) and to adhere to export controls and other
regulations to ensure only those who should have within the European Union (EU) were given access
to the training. The final list consisted of 108 participants. At the time of writing6 the enrolments
for each course are detailed in Table 3.
Enrolled

Course
Code

Course

Invited

Did Not
Enrol

Mobile Forensics Fundamentals and Best
Practices

108

42

12

54

Mobile Forensics Fundamentals and Best
Practices (Extension)

108

43

11

54

M1FMT

Mobile Forensics using the FORMOBILE Tools

44

22

16

8

M1MGT

Mobile Forensics for Management

18

8

4

6

41

8

12

26

M1FBP

Mobile Forensics Training Campus Week
(Capture the Flag Event)
Table 3 FORMOBILE Pilot Training Enrolment Numbers
M2MCW

6

Completed

In
Progress

Tuesday 22nd February 2022

Grant Agreement: 832800

Dissemination level: PU

Page 23 of 146

D7.3 Training Validation Report
This data shows that 50 percent of applicants did not enrol for the first course (M1FBP), where n=54.
An additional 11 percent (approximately) are still working on the course (n=12).
Of those who completed the first course (n=42), and applied for M1FMT, a total of approximately
90 percent (n=38) enrolled on the second course. An additional two participants were included in
M1FMT, both from the FORMOBILE project including one who moved from the train-the-trainer
model to become a participant due to operational obligations, and the other due to a change in staff
at a FORMOBILE partner. 50 percent of participants with access to M1FMT completed the course
(n=22).
There were 18 participants invited to pilot the course for managers, approximately 44 percent (n=8)
completed the course, while approximately 33 percent (n=6) did not enrol.
The pilot for the FORMOBILE Capture the Flag (CTF) event was held in February 2022, where 41
participants were invited. 39 participants were those who completed, or were in the progress of
completing, M1FMT. Due to the small take up by existing participants (n=17)- from the 39 persons
who had previous FORMOBILE training- the CTF event was circulated for additional participation.
Calls were sent among the five LEAs via their main representative in the FORMOBILE project to
identify participants who held previous mobile forensics related experience and could test the CTF
challenges. In addition, a handful of course reviewers for a Mobile Forensic course at PHS7 were
invited to the event. Furthermore, calls were circulated among students of the Scientific Advisor8
and two master’s students at FORTH9. Unfortunately, these calls only led to three addition external
participants taking the total number of CTF participants to 20.

4.1.1.

Retention

While online education has been revolutionised over the years and is becoming an integral part or
business training due to benefits such as financial gain, improved workplace motivation, and value
for on-the-job training such learning still suffers from retention issues. Retention issues are most
commonly linked with personal, job-related, and program-related reasons. The retention figures for
online learning often suffer greater loss than comparative face-to-face courses.

7

Representative for NMPS.
These students had one-week prior completed relevant training in Mobile Forensics and Networking.
9 These Master’s students had completed a module on digital forensics which included a mobile forensic assessment.
8
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It is likely that the number of participants who did not enrol for later courses in the pathway, with
the exception of the CTF event, were fewer due to motivations to start and complete a course due
to the considerable time that the participants have already invested into previous studies in the
FORMOBILE portfolio, as demonstrated for M1FMT and M1MGT in Figure 6.

Figure 6 CTF Platform – Course Progression Statistics

It is worth noting that the high ‘Did Not Enrol’ rates, in particular for M1FBP (see Figure 6), are not
unexpected for a combination of reasons, where examples are detailed below.
▪

All participants of the FORMOBILE training pilots are volunteers who are balancing personal,
operational, and professional development studies. It cannot be expected that participation
in trainings which are part of a project will be prioritised before investigations involving serious
and organized crimes. The known backlog in mobile/digital forensics and the increased
workload due to digital- enhanced or -enabled crimes due to the global COVID-19 pandemic
may have contributed to participant availability.

▪

The power of participation for some individuals may have been out of their control if, for
example, involvement in the pilot training during work hours was not feasible, or if they were
unable to receive permission from their laboratory manager or organisation to take part. This
may have been an issue if there were specific concerns about how such pilot trainings could
be useful in the long run for the individual, team or unit, or the overall organisation.
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▪

Applications for the training closed in April 2021, but it was not until December 2021 that the
first pilot e-learning course was opened for participation. This is a long lead time, and in this
time, individuals may have moved roles or changed organisations- some emailed to inform us.
Meanwhile other individuals who volunteered may have had interests in the training which
may have otherwise been satisfied elsewhere by trainings recognised in the field. For example,
an applicant in April 2021 may have been new to the field and wished to participate in the
training to learn more but due to the timing of the training they may have since completed
other trainings and no longer hold an interest in participating in the pilot training. Participants
were emailed to keep up to date of the FORMOBILE training events, and it was suggested that
applicants keep an eye on the FORMOBILE project stakeholder news. We identify that some
emails leading up to the delivery of the FORMOBILE trainings may have been marked as ‘Junk’
by the participant’s email system.

▪

The timeline for the delivery of the final FORMOBILE training courses was originally set for
October 2021, but this did not consider the move to online learning. The timeline did not, for
example, consider the development of online and interactive content. It instead considered
what was originally described as ‘course material … created for physical classrooms and for
online webinars and tutorials’ set to include “slides, books, webinars, hardware training
material, and forensic images of mobile phones”. The timeline for final delivery was adjusted
to the end of January where much of the pilot material was ready and would be addressed by
the end of the project with any revisions.

▪

The timeline nor efforts assumed accounted for requirements to ensure the training was only
available to Law Enforcement and to ensure that operational details were not made publicly
available to stakeholders who should not have access or that may prevent or hinder Law
Enforcement tackling serious and organised crime. For security and operational reasons an
amendment was required to ensure WP7 met the needs of Law Enforcement Agencies (LEAs)
and all security concerns.

It is also worth noting that the FORMOBILE trainings, as originally planned in the project proposal,
were to be face-to-face trainings, where it may be expected that higher retention rates may often
be expected. However, there may have been fewer number of participants able to attend any pilot
trainings in-person due to capacity of rooms and available technical resources at such events. That
said, in the move to online learning, it may be incorrectly assumed that an online platform may be
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less demanding, that online delivery may require less workload than face-to-face alternatives, and
the online platform and online content may seamlessly work for each learner’s learning style. All are
incorrect assumptions and shall be discussed furthermore throughout this report.
Along with the known online retention issues related to work- and personal-related reasons, some
dropouts (these may be included in our ‘In Progress’ figures) will ultimately be as a consequence of
program- or platform-related reasons. Though, these dropouts are far more difficult to identify
among the data. One big factor that may have contributed is the circumstance that online learning
allows for less learner and trainer interaction. Face-to-face environments lend themselves nicely for
interactions among participants (i.e., peer-to-peer and group interactions) and with the learners
and trainers (i.e., learner-trainer or students-teacher interactions). Face-to-face interaction is an
importance outreach and communication mechanism. The LMS- Docebo Learn- used for the elearning unfortunately did not include a suitable communication channel. However, the team did
not deem this to be an issue. While it is less than convenient, and this feature would be suggested
for any future delivery of the FORMOBILE e-learning training, usage of such option is restricted and
dependent on the learners’ own initiatives and motivations. Such communication channels are also
dependent on the learners’ own sense and ability to communicate with peers (i.e., all participants
are from varying countries with a different mother tongue and different time zones). It is recognised
that participants will often communicate instead with trainers, educators, or instructors- this was
not achievable through the LMS used for the pilot training, but participants did have access to the
WP7 training team via email. In addition, the voluntary nature of the FORMOBILE pilot training also
leads to disparate times when learners require guidance or wish to communicate with peers. For
most, if not all, participants work-related activities and commitments will be the priority and
voluntary hours invested in trainings which do not lead to a form of certification (e.g., in the use of
a forensic tool) may be conducted in personal hours while juggling personal and family life. Thus,
social factors may be contributing factors as well as work-related commitments.
The FORMOBILE curriculum and courses do not aim to certify a practitioner as a mobile forensic
specialist or in the use of a particular tool. Instead, such course participation should certify that an
individual has attended or completed a course. This demonstrates an individual’s willingness to
learn and their dedication to apply their knowledge and skills. The idea that the participants follow
a pathway that does not lead to certification of an individual or use of a tool may not be appealing
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for all. In a recent study similar to the FORMOBILE CTF, NIST found that “Quality control techniques
and attributes normally associated with improved performance did not seem to make a difference
in [their] study. The only attribute that correlated with improved score performance [for the NIST
Black-Box Study for Digital Forensic Examiners] was the completion of a certification program.”
(Guttman et al., 2022)
For the learners, if they reflect and user their experience from well-structured face-to-face
alternatives as a benchmark for satisfaction or evaluation for online alternatives, then the online
environment may be perceived to be ill-structured. For meaningful learning to take place the
learners must adapt to the online platform, and content delivery. Meanwhile, instructional designs
must be used to manage participant expectations and delivery an interactive online learning. It is
widely accepted that the delivery system of online learning may lead to frustrations by the learners
due to disparities existing with recollection of face-to-face learning in comparison to online
environments. Learner barriers as a result of these online delivery methods often lead to higher
dropout rates than alternative face-to-face environments (CIPD, 2021, p.19). It is observed that a
handful of students experienced problems with the learning platform, for example, with the LMS
recording of learner progress within lesson blocks. It is here that the WP7 training team along with
support from MSAB Support were required to update learner progress manually in these instances.
This is less than ideal and in future a different LMS would be suggested.
Though, it is not only the perception of the usefulness and appropriateness of the online platform,
but other motivational factors can also lead to fewer participants remaining in online learning
courses. Online learning requires a participant to be self-motivated and self-directed in their own
learning- something expected of an adult learner- but the lack of either or both can impact whether
the learner remains on a course. In addition to the learners’ attitudes, factors such as course design,
type of course material and its appropriateness for different learning styles, context of the material
including its applicability to real-life problems and scenarios, along with the time required to
complete all learning modules and the availability of required resources may impact any motivations
to participate, or continue participation, in an online learning course/s.
WP7 recognise that the participants were expected to complete several training courses (in pilot
form) in a short space of time. Participants were given from mid-December to early January to
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complete the first course, after which the next course would be released and a third at the end of
January. WP7 observed that multiple participants who took part in the training asked for extensions
to each deadline, due to operational reasons. WP7 accommodated these extensions as much as was
feasibly possible given the project deadlines while accounting for various tasks the participants were
required to complete.

4.1.2. Hours Dedicated to FORMOBILE Pilot Trainings
Each course was designed with learning objectives, technical requirements (see D7.1), and an
allotted number of days/hours for each course. For each course the duration expected for a
participant to complete the training is listed below in Table 4.
Level

1

Course

Course
Code

Mobile Forensics Fundamentals
& Best Practices
Mobile Forensics using
FORMOBILE Tools
Mobile Forensics for Prosecution
and Judges11
Mobile Forensics for
Management

M1FBP

None

M1FMT

M1FBP

M1FPJ

M1FBP

M1MGT

M1FBP

M2MCW

M1FBP + one or
more of M1FMT,
M1MGT, M1FPJ

2

Mobile Forensics Training Campus
Week

3

Mobile Networks12

Pre-requisite
Module(s)

M3NET

M2MCW

Duration

4 days
(~32 hours)10
3 days
(~24 hours)
3 days
(~24 hours)
2 days
(~16 hours)
5 days
(~40 hours)
4—5 days
(~32—40
hours)

Final
Assess
ment
Type
Test
Test
Test
Test
CTF

Practical

Table 4 FORMOBILE Curriculum Courses Delivered in WP7

Data from the learning management system can be used to determine how many hours each
participant spent to complete the various pilot courses. Each course is discussed below in more
detail.

10

Previously this was expected to be 3 days and approximately 24 hours. Though additional content was expected by the project’s external
reviewers. This increased the duration by one day.
11
This course is still under development, at the time of writing, and not available for pilot, access or review.
12 Course not available at the time of writing.
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Mobile Forensics Fundamentals & Best Practices (M1FBP)
This course is split into two components where there is one larger part to the course comprising all
the theory, and a second introductory technical part to the course. Combining both parts of the
course WP7 expected the duration of the course to extend to 4 days (~32 hours). The hours spent
studying this course varied among the participants according to the LMS records.
Average time for the 42 participants who completed the course were as follows:
Course (Part)
M1FBP (main)
M1FBP (tech intro)

Average Time Taken

Shortest Time Taken

Longest Time Taken

HH:MM

HH:MM

HH:MM

20:24
08:07

02:02
00:35

87:37
28:22

Table 5 M1FBP Participants ‘Completed’: Average Duration of Course Parts

The total average time taken13 by the 42 participants who completed both parts of the course
(M1FBP) was observed to be 27 hours 07 minutes.
At the time of writing, the first course was meant to be completed by all participants, however, due
to operational reasons some participants have been unable to complete the course and have asked
for longer extensions. These participants will not be considered in the analysis of evaluation
responses throughout this report. There are 12 learners who for M1FBP are recorded as ‘In
Progress’. Two of these users (n=2) on the LMS who may be recorded as ‘Still Working’ on the course
content where the last access date is within the last 3 weeks (i.e., February 2022). There were 7
users who last accessed the course in January 2022. One individual last accessed the course in lateDecember 2021 and two accessed the course on the date it was made available to all pilot
participants, and they have not since accessed the materials. It is assumed that these 9 persons have
dropped out of the course. One participant- who is assumed to have dropped out- is of particular
interest. They last accessed the course at the end of December and according to the LMS they have
completed 6% of the content in a total of 5 hours and 38 minutes. It may be assumed that the
participant was idle or may have had technical issues as other participants recorded greater
progression in fewer hours where others achieved 20% in shorter times (refer to Table 6).

13

The time taken by each unique participant to complete M1FBP and M1FBP-TS has been combined and averaged to find this result.
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Progression in %
80%
53%
53%
86%
6%
20%
26%
33%
20%
20%
20%
20%

Time Taken (In Progress)
48:37:00
21:43:00
19:37:00
06:02:00
05:28:00
05:23:00
04:02:00
04:00:00
00:28:00
00:25:00
00:04:00
00:04:00

Table 6 M1FBP Participants ‘In Progress’: Duration and Progression

WP7 observed that one participant who is recorded with 20% progression for the main part of
M1FBP accomplished in a duration of 4 minutes who has likely dropped out the course (last accessed
date in January 2022) had however completed the second part of the course in 10 hours and 15
minutes (last access date January 2022).
While guidance was provided to participants to complete M1FBP followed by M1FBP-TS, a handful
of participants potentially misinterpreted this advice as WP7 observed several individuals who had
completed the technical part before the main content during the course run. After requests from
participants flowed in, the course was given the extension date until mid-late January 2022. Most
reasoning provided was due to many participants expressing that they were experiencing increased
workloads, personal commitments, and due to the holidays and festivities which were during this
time. Some participants notified us that they had contracted the COVID-19 virus meaning they were
unable to complete the course in the time defined back in mid-December 2021. In addition, a
handful of participants expressed In January 2022 that they were unable to complete the course
due to operational reasons. WP7 Lead decided that the course would remain open for the
participants to complete these by the end of February 2022.
Welcome emails and reminders were sent to participants to ensure that they knew when the next
course was available, based on their completion of the first course.
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Mobile Forensics using FORMOBILE Tools (M1FMT)
This course was made available in January 2022. This course is divided in to three parts comprising
of 11 lessons, including several demonstrations and simulations of the FORMOBILE tools, and an
exhaustive exercise workbook. The course introduces learners how to use the FORMOBILE and/or
other appropriate tools (software and hardware) to carry out high-quality and efficient
investigations in mobile forensics. For example, the course presents topics such as, data acquisition,
anti-forensics, challenges of cloud extractions, awareness of malware analysis, and additional
analysis and visualisation techniques. Due to operational reasons, at the time of this evaluation not
all participants had completed the Mobile Forensics using FORMOBILE Tools course. While
unfortunate, and as explained earlier, this is not unexpected. Investigating those who had
completed the course, the following times can be observed (Table 7, below).
Course
M1FMT

Average Time Taken

Shortest Time Taken

Longest Time Taken

HH:MM

HH:MM

HH:MM

18:19

01:07

203:01

Table 7 M1FMT Participants ‘Completed’: Average Duration of Course Parts

We can see that the total average time taken by the 22 participants who completed the course
(M1FMT) was observed to be 18 hours 19 minutes. However, this calculation includes one
participant who took the longest time of 203 hours and 1 minute. If we remove this anomaly, we
find that the average time taken by 21 participants is 9 hours and 31 minutes. This average time
excludes the exercise workbook- the time taken to complete these activities is not tracked by the
LMS due to the format which this workbook was provided to the participants- and is based on a
course which is still operating in Beta mode due to its reliance on additional content to be added by
the end of the project related to results from the development of the FORMOBILE tools.
In addition to those who had completed the course content available to participants in February
2022, there were 16 participants working on the course. The time taken by each of these
participants, at the time of writing, and their progression of the course content 14 is shown in Table
8.
Six of the participants who are considered ‘In Progress’ last accessed the course in January 2022.
Two of these six last accessed the course at the beginning of January, the remaining four accessed

14

Excluding the exercise workbook.
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the course toward the end of January. The remaining ten participants last accessed the course at
the tail end of February 2022 with several sending in their apologies and asking for additional time
to complete and access the course with no guarantees they would be able to dedicate the time
required to complete the training before the end of the project.
Progression in %
25%
75%
8%
91%
25%
25%
33%
8%
25%
25%
8%
0%
16%
0%
0%
0%

Time Taken (In Progress)
82:11:00
67:20:00
12:59:00
09:42:00
09:05:00
08:55:00
07:02:00
05:22:00
03:11:00
03:07:00
02:37:00
00:35:00
00:11:00
00:03:00
00:01:00
00:00:15

Table 8 M1FMT Participants ‘In Progress’: Duration and Progression

Mobile Forensics for Management (M1MGT)
This course was made available in January 2022. The course focuses on mobile forensics with
Management in mind. Content is curated to facilitate the role of a manager (lab or higher-level
management in Law Enforcement) for awareness of considerations, challenges, tasks and much
more which are pertinent to the mobile forensic investigation chain. It is also developed to manage
the expectations of managers for the stresses and strains that can be imposed on digital
investigators and consider the competence required of personnel from a wider awareness.
Eight of the 18 participants invited completed the course, and the duration taken to complete the
course varied, but ultimately the time taken was extremely shorter than the proposed 2 days
(approximately 16 hours) proposed in the course curriculum, found in D7.1.
Table 9, below, identifies the shortest, longest, and average time taken to complete the course.
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Course
M1MGT

Average Time Taken

Shortest Time Taken

Longest Time Taken

HH:MM

HH:MM

HH:MM

03:05

00:39

10:38

Table 9 M1MGT Participants ‘Completed’: Average Duration of Course Parts

While the average time is observed to be 3 hours 5 minutes, there was one participant who took
over 10 hours to complete the course. While this is not an issue, we remove this participant to
identify the average time of the remaining 7 participants who completed the course to obtain an
average completion of time of those with durations less than 5 hours. Doing so, we identify that the
average time taken by these 7 participants was 2 hours. While 2 hours is shorter than estimated
(see Table 4) we may ascertain that several participants on this pilot course were highly experienced
in the field and did not require a long time to contextualise the content. Although, a new practitioner
in the field or a professional who is new to the management role may require more learning time
to view all the reading materials, videos, and complete the exercises.
Of the 18 participants, four are recorded as ‘In Progress’, see Table 10 below. It should be noted
that the participant recorded in Table 10 who accessed the course for 7 seconds was unable to
complete the course due to operational reasons and access remains available to the course for this
participant to complete the training.
Progression in %
87%
87%
87%
0%

Time Taken (In Progress)
03:31:00
06:05:00
00:49:00
00:00:07

Table 10 M1MGT Participants ‘In Progress’: Duration and Progression

One participant on this course was able to self-enrol on this course earlier than planned, however,
they have not completed M1FBP and are assumed to have dropped out. At that time, the course
was under review by the trainers. Unfortunately, one setting allowed all participants to see the
course in the learning plan portfolio. This setting was quickly adjusted to ensure that no other
participants could self-enrol. The individual is the person discussed above who completed just 6%
of the first course (M1FBP). However, the feedback from this participant was encouraging for the
management course. In fact, they asked if their manager could be enrolled on the course.
Unfortunately, as the applications had closed for the FORMOBILE training this was not possible.
Though, the participant was reassured that this interest was noted and as this course would be
available freely at the end of the project, the manager could work on this course at this time instead.
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It was important to keep the applications closed as much of the enrolment, informed consent, and
communications had been handled by WP7. It was decided that any applications after the deadline
would not be accepted, instead efforts would be placed on the activities required of WP7 members
for the content development and pilot delivery.
Mobile Forensics Training Campus Week – Capture the Flag Event (M2MCW)
This course was made available in February 2022. The course comprises of 105 challenges where
participants are expected to complete a minimum of 30 challenges correctly to receive a certificate
of attendance. The challenges within the week-long event were completed in full by three
participants, by the official close of the activities. However, since (i.e., at the time of writing) an
additional five participants have completed the challenges. This gamification approach was
introduced based on the feedback from the project’s external reviewers, where they expected one
gamified learning element.
The challenges included a scenario, three forensic images of popular handsets, and various
challenges in the form of multiple-choice questions, full text responses requiring manual
verification, or standard type questions15. WP7 (FORMOBILE trainers and developers) observed that
the time dedicated to the training differed for each individual on the platform. A handful of
participants were able to work on various challenges during the day and accumulate a large
proportion of points. However, others were seen to be working on the tasks in the evenings. Most
likely in their own time outside of the work environment. Unfortunately, the CTFd platform does
not record statistics for the time taken by participants to compete or complete the challenges.
Therefore, an average time cannot be defined for this pilot.

4.1.3. Scores Recorded on the FORMOBILE Pilot Trainings
Each course was designed with a final assessment type, see Table 4 (above). For the pilot e-learning
courses each course concluded with a two-part assessment. The first part comprising of multiplechoice questions, and the second part containing scenario-based questions. These questions were
in addition to any quiz elements, scenarios, exercises, or short knowledge tests included in the main
content for each course.

15

See the CTFd Manual Online for more information on the question types.
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With exception of M1FMT – Mobile Forensics using the FORMOBILE Tools which included an
assessment with only one part. This course, at the time of delivery, was still in beta format due to
the course developer awaiting more information to finalise content related to the FORMOBILE tools.
In addition, the course includes an exhaustive Exercise Workbook, which led the content developers
to decide that any additional scenario-based questioning at the end of the course could be
considered over-assessing the participants. Furthermore, some FORMOBILE tools- as they were still
being developed at the time of the pilot courses- were unavailable to the participants as a live
working copy. The exercise workbook reflected this and focused on the tools which were readily
available and/or, for example, implemented into MSAB’s forensic suite. MSAB tools were made
available to the participants originally listed as participants on the FORMOBILE training.
Below WP7 inspect the scores obtained by participants for each of the e-learning courses before
considering the progress and scores of individuals on the Capture the Flag event.
Mobile Forensics Fundamentals & Best Practices (M1FBP)
For M1FBP there were two parts to the assessment. The first part included 25 multiple-choice
questions. The second part included a total of 16 questions across five scenarios. Participants were
required to achieve 60 percent across both parts of the assessment. These were weighted 70/30
(Part A/Part B) for the participants to move through the FORMOBILE course pathway.
Looking to the results of the assessment there are two participants who have been eliminated from
our statistics presented below. One participant has recorded a very low mark for Part B. Looking at
their submission while it is recorded as being complete some answers seem to be missing from their
test record. A second participant is recorded with a zero mark for Part B which displays the
participants is ‘In progress’. WP7 are aware that the second person, among other participants, had
problems with the system or browser issues which meant that their progress in the lesson blocks
were not recorded correctly. For some participants this had to be changed manually. It is assumed
here that the participant experienced similar issues with the assessment. For this reason, we have
removed these scores from our analysis. As each participant achieved 60 percent or more in Part A,
NMPS decided that the participants should be able to progress through the FORMOBILE Training
pathway for this pilot if they so wished to do so. NMPS felt that the inconvenience of any technical
glitches (system- or browser-related) should not be detrimental to their participation, evaluation
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and feedback, or the overall success of the pilot training. There were 42 participants in total, but
with two removed we analyse the marks from 40 participants who completed the course.
The total maximum scores available for each part of the M1FBP assessment are identified in Table
11, below. Furthermore, we identify the minimum score ‘As a Mark’ obtained among the pilot
participants for each part A and part B, where all figures are rounded to one decimal place. The
average score for each part is also displayed ‘As a Mark’, rounded to one decimal place.
M1FBP Assessment
(Part)
Part A
Part B

Maximum Score
Available

Minimum Score Obtained
by a Participant

As a Mark

As a Mark

49.0
20.5

30.9
9.8

Average Score
As a Mark

44.5
16.6

Table 11 M1FBP Assessment Details: Parts and Average Scores

Overall, the minimum score ‘As a Mark’ obtained by one participant was 41.61; a total of 59.9%
rounded. This score was rounded up to 60 percent. The highest score obtained ‘As a Mark’ was 69.5
(100%). The average percentage score among the 40 participants was 87.9% combining both marks
as a score.
When grouping the total scores (sum of Part A and Part B), as percentages to identify the spread of
results the following were identified, as shown in Figure 7, below. 45 percent of the scores obtained
were between 90 and 100 percent. Followed by 42 percent of total scores as a percent which were
between 80 and 90 percent. In an assessment you would expect a broader spread of results.
However, there is only 1 participant of the 40 who obtained a total score less than 70 percent. The
two participants removed from this analysis are not counted in these figures, but both obtained less
than 70 percent (50.4% and 46.6%) with Part B incomplete.
Tota l Score a s a Percent ( rouped)
1, 3

4, 10

90 100
18, 45

80 89
70 79

50 59
17, 42

Figure 7 M1FBP – Total Scores Grouped
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Mobile Forensics using the FORMOBILE Tools (M1FMT)
As mentioned above, for the FORMOBILE Tools course a set of multiple-choice questions were
presented to the participants to complete. Due to the requirement to complete several exercises in
the course, the developers did not want to over assess the participants. The maximum score
possible was 63 marks with a requirement of 60 percent to pass the assessment (a minimum of 38
marks are required to pass the assessment). Table 12 identifies the minimum score ‘As a Mark’
obtained among the pilot participants, where all figures are rounded to one decimal place. The
average score of the participants is displayed ‘As a Mark’. The highest score obtained was 62.0
(98.4%), while the average score as a percentage among the 22 participants was 84.9%.
M1FMT Assessment

Test

Maximum Score
Available

Minimum Score Obtained
by a Participant

As a Mark

As a Mark

63.0

30.0

Average Score
As a Mark

53.5

Table 12 M1FMT Assessment Details: Parts and Average Scores

50 percent of the 22 participants on the pilot (n=11) achieved 80-89 percent for the assessment.
While 32 percent achieved a score of 90 percent or more. Three participants achieved between 70
and 79 percent. There was one participant who achieved less than 50 percent. While a score of 60
percent or more was expected by the participants this individual was allowed to take part in the
future training event, namely the Capture the Flag Event as they achieved more than 80 percent in
M1FBP, and the developers identified that it was advantageous to have participants to test the
FORMOBILE pathway and courses. Developers also realised that the assessment included several
questions which focused specifically on the MSAB tools used in the course and if the participant was
less familiar with these tools, this may have contributed to their grade.
Total Score as a Percent ( rouped)
1, 4
3, 14
7, 32

90 100
80 89
70 79
40 49

11, 50

Figure 8 M1FMT – Total Scores Grouped
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Mobile Forensics for Management (M1MGT)
For M1MGT there were two parts to the assessment. The first part included 24 multiple-choice
questions. The second part included a total of 5 questions across 5 scenarios. Participants were
expected to achieve 60 percent to pass this course, where the maximum score possible was 38. This
required participants to achieve a score of 23 or above.
Table 13 identifies the minimum score ‘As a Mark’ obtained among the pilot participants, where all
figures are rounded to one decimal place. The average score of the participants who completed the
course is also displayed ‘As a Mark’. The highest score obtained ‘As a Mark’ by two of the eight
participants who completed the course was 38 (100%).
M1MGT Assessment

Test

Maximum Score
Available

Minimum Score Obtained
by a Participant

As a Mark

As a Mark

38.0

24.0

Average Score
As a Mark

32.1

Table 13 M1MGT Assessment Details: Parts and Average Scores

The average score as a percentage among the 8 participants who completed the course was 84.5%.
Three of the participants achieved a score of 90 percent or more, another three achieved a score
percentage between 80 and 89 percent. The remaining two participants achieved a score of
between 60 and 69 percent. As depicted in Figure 9.
Total Score as a Percent ( rouped)

2, 25

3, 37
90 100
80 89

60 69

3, 38

Figure 9 M1MGT – Total Scores Grouped
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Mobile Forensics Training Campus Week (M2MCW)
For the Capture the Flag Event the participants were expected to complete 30 questions correctly
to achieve a certificate of attendance. This requirement is different to what was described in the
original curriculum for D7.1, where a 60 percent pass mark was expected for a practical
examination. However, the original setting of this assessment was not online, instead a physical
campus-based course, and it was not in the form of a Capture the Flag (CTF) event. As mentioned
above, the project’s external reviewers expected a gamified learning element for at least one course
within the FORMOBILE Curriculum (D7.1), based on comments at the Midterm meeting.
In total there were 20 participants registered for the CTF. Table 14 demonstrates the lowest score
obtained by one of the participants who is believed to have been unable to dedicate time to the
project. In addition, the table identifies the total points available in the CTF and the average score
considering all 20 participants.
M2MCW Assessment

Capture the Flag (CTF)

Maximum Score
Available

Minimum Score Obtained
by a Participant

As Points

As Points

20570

600

Average Score
As Points

8435

Table 14 M2MCW Assessment Details: Parts and Average Scores

Looking at the score as a percent for all 20 individuals, WP7 identify that several individuals who
were unable to complete the challenges. For example, when taking a cap of less than 20 percent
(score of 4111 points) there are seven participants who scored below this, four of whom did not
achieve greater than 7 percent.
It is likely that these participants contributed as much as feasibly possible during the week-long
activity but were unable to dedicate their time. Communications from unregistered and registered
participants expressed that many were unable to compete in the event fully due to operational
reasons. Though, WP7 made participants aware that dependent on previous experience in addition
to the training already completed within FORMOBILE it may not take the entire week. Though,
understandably, operation duties take precedence. In addition, the end time for the event was
extended by one week. This enabled those who were unable to compete fully to complete the tasks
in their own time for one additional week. Unfortunately, many were still unable to complete the
challenges.
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Looking at those who achieved 50 percent or more (n=8), the average score as points rounded was
15919. The total scores grouped are depicted in Figure 10.
Total Score as a Percent ( rouped)
2, 10
4, 20

90 100

2, 10

80 89
70 79
1, 5

60 69
50 59

30 39

3, 15
2, 10

20 29
10 19
0 9.99

1, 5

4, 20

1, 5

Figure 10 M2MCW – Total Scores Grouped
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4.2. Analysis of Pre- and Post- E-Learning Courses (M1FBP, M1FMT,
M1MGT)
To prepare and implement this deliverable data collected via Microsoft Forms are analysed. These
evaluation forms were distributed among the participants of three pilot e-learning courses, namely
M1FBP, M1FMT, and M1MGT. The final pilot course (M2MCW) is considered in the next section of
this report. Furthermore, M1TOT activities are also considered in a separate section of this report.
Table 15, below, highlights the number of evaluations received per pilot course hosted during the
project’s lifespan. These evaluations are considered below in detail.
Course Pilot

Number of Responses
Pre Eval

Post Eval

M1FBP – Mobile Forensics Fundamentals & Best Practices
M1FMT – Mobile Forensics using FORMOBILE Tools
M1MGT – Mobile Forensics for Management
M2MCW – Mobile Forensics Training Campus Week (CTF)

54
22
3
N/A

30
6
5
9

M1TOT – Mobile Forensics Training of Trainers

N/A

5

Table 15 Number of Evaluations Received for the FORMOBILE Training Pilot Courses

4.2.1. M1FBP Pre- and Post- Evaluations
In the pre-evaluation participants of M1FBP were asked to select what tools they currently use in
an investigation (from crime scene through to court) where mobile devices are acquired, extracted,
and analysed. Results show the top two tools in those listed for selection were tools from Cellebrite
and MSAB. Following these tools were Magnet Forensics, Oxygen Forensic Suite, GrayKey,
MOBILedit and FTK Imager. Other tools selected by the 54 respondents are shown in Figure 11.
To find out what other tools participants currently use in their investigations they were asked to
document them. Keywords from the 17 responses received are highlighted below, where some
crossovers may be observed.

Grant Agreement: 832800

Dissemination level: PU

Page 42 of 146

D7.3 Training Validation Report

Figure 11 M1FBP – Mobile Forensic Tools used in Investigations Selected by Participants

Participant Information
The survey highlights that only three participants felt they had no previous knowledge related to
mobile forensics. Where approximately 56 percent felt they already knew the fundamentals of
mobile forensics and approximately 39 percent felt they had a wealth of knowledge in the field
(Figure 12).
Furthermore, approximately 61 percent of participants had attended mobile forensics training
before the event (Figure 13).

Figure 12 M1FBP – Participants’ Own Knowledge Evaluation Prior to the FORMOBILE Training
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Figure 13 M1FBP – Participants’ Participation in Other Mobile Forensics Training prior to FORMOBILE
Pilot

Keywords from listings of training taken part in are depicted below. All 33 individuals responded to
this question.

Level 1: Reaction
All 30 respondents to the post-course evaluation were asked to consider the appropriateness of the
training methods, materials, and environment. Positive reactions were received from the
participants. A select few were dissatisfied to some degree or provided a neutral response. The
training environment was the element of the three where the participants reacted with more
dissatisfied responses. Though the numbers are small. WP7 are aware that some participants had
problems with the tracking of their learning in the LMS which were related to browsers and system
timeouts. Such issues may have contributed to these results.

Figure 14 M1FBP – Participants’ Reaction to the Appropriateness of the Training Environment
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Participants were asked to consider their own engagement in the course 27 individuals felt they
agreed they were engaged in during the course. The overall reaction was positive on all accounts
(see Figure 15).

Figure 15 M1FBP – Participants’ Reaction to their own Engagement and Overall Reaction

Additional feedback in free form was provided by 30 respondents. However, keyword insights from
Microsoft forms are depicted below and identify that many individuals were satisfied with the
course.

Level 2: Learning
To identify the learning achievement of the individuals by the end of the M1FBP pilot, it was
necessary to establish their prior knowledge in terms of the topics delivered within the course. In
the pre-evaluation participants were asked to assess on a scale between 1 – ‘No knowledge’ and 5
– ‘Excellent knowledge’ their current level of knowledge about topics that would be presented on
the course. These questions were a requirement, so all 54 individuals provided their response.
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The results identify that 51.9 percent felt they had good knowledge of the fundamentals of
computer science and mobile technologies. 48.1 percent felt they had good knowledge of the
concepts, techniques, principles, and procedures applied in the field of mobile forensics. 42.6
percent of individuals felt they had some knowledge of the best practices applied in the field and
44.4 percent had some knowledge about the standards in mobile forensics. What is particularly
interesting are the results from participants concerning the applicability of the Law Enforcement
Directive (LED)16 and the Data Minimisation Principle. 16.7 percent expressed they had no
knowledge of the LED with an additional 18.5 percent who expressed few knowledge of the LED.
24.2 percent felt they had good knowledge of the LED. Furthermore, 24.1 percent and 31.5 percent,
respectively, felt their knowledge of the Data Minimisation Principle was either no knowledge or
few knowledge. One individual stated they had excellent knowledge of the principle.

Figure 16 M1FBP – Participants’ Assessment of their Prior Knowledge for M1FBP Topics

The participants were asked to consider these topics again on completion of the pilot course. The
post-evaluation received fewer responses (approximately 56 percent of pre-evaluation responses

16

Link to be added.
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were collected). Participants were asked to consider improvement in this knowledge having
participated in M1FBP on scale from ‘Very Dissatisfied’ through to ‘Very Satisfied’. Two individuals
were dissatisfied with the fundamentals of computer science and mobile technologies and the
applicability of the LED to mobile forensics. While one participant was dissatisfied on the
information provided on the standard in mobile forensics. A large proportion of the individuals were
either satisfied or very satisfied that their knowledge of the topics had improved by participant in
the training pilot.

Figure 17 M1FBP – Participants’ Assessment of Knowledge Improvement Post M1FBP

When asked what they learned and what they would be able to apply on the job, participants were
given the opportunity to respond in free form. Below the reader can find a representable sections
of the feedback.
I think we will be able to use it in a more wide use in the organisation. Me as an analyst, I am not
seizing devices or anything, but it has given me a better insight in the process from seizing to court.
Since I already work in the field, most of it was already known. For newcomers, however, the module
would be the perfect start.
All aspects were useful and applicable. I felt the SQL videos were particularly well done – I was
impressed by the inclusion of validation as a subject, as this area is often ignored by DF courses. I
felt this was a very strong offering and extremely important and valuable to the community to have
included.
Data minimisation is a good thing but quite unrealistic when having huge backlogs.
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Level 3: Behavior
As level 3 and 4 of the Kirkpatrick’s evaluation model are hard to assess, NMPS considered it good
practice to identify to what level the participants felt they would be confident to apply what they
learned during the training back on the job. The results show that 40 percent felt fair confidence
their learning from the course could be applied, and an additional 30 percent felt high confidence.
None of the 30 participants expressed little or no confidence of its application (see Figure 18).

Figure 18 M1FBP – Participants’ Evaluation of Confidence to Apply Materials Learned on the job

This course made me see that it was necessary to update some procedures in my workplace and to
the point that I had already started to revie some more immediate issues and to review all procedures
in general in more depth.

The vast majority of good practices cited in the course are applied in my agency, but it is reassuring
to see that our vision of the profession is shared by others.

As stated before, the course is very well prepared, and I can also count on my experience in the field.

The course was easy to understand.

When asked how committed the participants were on applying what they learned on the course to
their work, all participants felt they were moderately to highly committed. These results display the
same results as the previous question (see Figure 19).
Applying best practice should be a core principle of a practitioner, so ensuring this is built into my
role is essential.
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Figure 19 M1FBP – Participants’ Assessment of their own commitment to apply the learned content
This course gave me a fundamental understanding in the DF/MF topics, which I will integrate in my
future work.

I’m always trying to do my job as well as possible. The course widens my view and can help me to
look at things with a new perspective.

I believe the training has increased my general understanding, and it is difficult to point on a single
thing.

NMPS recognised that while the confidence and commitment from the participants may be present
to apply the learned content, it is likely that the participants would require some form of assistance
or resources to do so. This is particularly evident where participants recognised there were
improvements required within their organisation. Prepared for such requirements, the participants
were asked to indicate what assistance or resource they would need to successfully apply what they
learned back on the job. Insights from the Microsoft Form are depicted below.
29 of the 20 respondents provided an answer to this question. Two responses were whitespace. The
remaining highlighted that theory was important, appropriate software and hardware
improvements were necessary, some corrections to procedures were required and continued
education and training were pertinent.
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As the course was designed for all stakeholders in the investigation chain, the respondents were
asked to assess to what degree they felt the course was suitable for stakeholder groups in the mobile
forensic investigation chain. Below a selection of interesting comments are presented.
This is twofold. The first responders can continue with it, for the examiner/analyst it is a start, but for
the investigators, managers, prosecutors, and judges care must be taken not to give a distorted picture
of how easy it is sometimes to exploit, crack, etc. certain data.

I think it is too long for most of the stakeholders. It is very interesting for forensic lab managers. the
content is good though, but would gain in being shorter.

I think the training strikes a nice balance for all stakeholders, with some balance going more towards
the technical side of the house as opposed to the managerial (prosecutors, judges, managers).

I think this is useful to practitioners and managers on all levels, less so to prosecutors or judges. I
think a separate first responders’ course would be beneficial, as many first responders do not carry
out any advanced DF work nor have much of an understanding of it. A separate course could be
aimed at a lower technical level with more content relevant to their area.
I believe first responders will have more use for a more practical/basic course to be able to handle
mobile devices correctly. For all other groups I think it's added value.

My impression is that this training is well suited for all who is in contact with digital evidence obtained
from mobile phones. For those who are more experts it is also highly relevant because it is important
to be aware what is given to investigators who are not digital forensics experts.

I think it is a good course for first responders, investigators, prosecutors, judges, and managers but for
mobile forensic examiners/analysts I think they would need more and deeper training.

Comments for improvement included theme such as:
▪

the requirement for in-person live training

▪

some grammatical or typo errors

▪

the need to reduce repetition in some areas

▪

more time required by a large proportion of the enrolees

▪

reduction in the reading materials

▪

some errors with interaction (Learning Management System or Interactive Components).
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Figure 20 M1FBP – Participants’ View on Recommending M1FBP to Co-workers
Positive responses were also received when the participants were asked to assess if they would recommend
the course to their co-workers. 53.3 percent agreed and another 33.3 percent strongly agreed. One
participant disagreed and six neither agreed nor disagreed providing a neutral response.
Analysis above demonstrates that M1FBP provides a starting point for training in the field of mobile forensics
for the law enforcement community.

4.2.2. M1FMT Pre- and Post- Evaluations
Responses from 22 participants demonstrate each individual’s feeling on their awareness of the
FORMOBILE Tools prior to taking part in the M1FMT e-learning course.

Figure 21 M1FMT – Participants’ View on Prior Awareness of the FORMOBILE Tools

Nine participants felt they knew the fundamentals of the FORMOBILE Tools but lack a detailed
knowledge. Others felt they have a wealth of knowledge in mobile forensics and apply this daily,
and arguably these participants (n=7) are likely to swiftly work through the content. 12 participants
had taken part in tool-tailored training in mobile forensics prior to participating in the course.
It was interesting to see that not all enrolees completed the pre-course evaluation form as asked
and reminded, and even fewer completed the end of course evaluation. However, the results from
both surveys are considered below. This report looks at the reaction to the training, the learning
topics and elements and the applicability of the learned content back on the job, as well as the use
of the FORMOBILE tools for the law enforcement community.
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Level 1: Reaction
Considering the reaction of the participants comprised of identifying satisfaction against three key
dimensions: training methods, materials, and training environment, seeking to determine whether
or not these were appropriate to the learning and that the participants were satisfied.
The course was initially released as a Beta pilot, where some sections were pending due to the
reliance on other results of the FORMOBILE project, with some tools not being in fit state to utilise
within the training by the proposed deadlines. Unfortunately, this unescapable reliance led to
participants not completing the end of course evaluation as they felt they had not finished the
course. Six responses were received for the end of course evaluation.
All six respondents felt either ‘Very satisfied’ (50 percent) or ‘Satisfied’ (50 percent) that the training
methods were appropriate. Two respondents felt that they neither agreed nor disagreed that they
were satisfied with the training materials offered, meanwhile three participants were ‘Satisfied’ and
one was ‘Very satisfied’. In addition, participants were asked about the appropriateness of the
training environment, where there were positive responses (Figure 22).

Figure 22 M1FMT – Participants’ Reaction to the Appropriateness of the Training Environment

Another dimension important to assess was the engagement of the participants. The six
respondents felt they largely agreed that they were engaged in the course.
They also felt that the activities and exercises aided their learning, and the course enhanced their
knowledge of the subject matter.
There were no negative responses to these dimensions, which is positive for the success of the
FORMOBILE Tools training, albeit the course was delivered by means of a Beta stage. Since the pilot
delivery, the pending exercises were further reviewed and one more was able to be updated and
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finalised. Unfortunately, this review identified that some tools are still not ready for WP7 to build
into exercises, as originally planned. The remaining two exercises that are still pending will likely
require implementation after the end of the project by the law enforcement community have been
outlined.

Figure 23 M1FMT – Participants’ Reaction to their own Engagement and Overall Reaction

Level 2: Learning
To identify the learning achievement of the individuals by the end of the M1FMT pilot, it was
necessary to establish their prior knowledge in terms of the topics delivered within the course. The
22 enrolees responded with their view on a scale of ‘No knowledge’ to ‘Excellent knowledge’ for
their own knowledge on the topics that would be included in the training to follow (see Figure 24).

Figure 24 M1FMT – Participants’ Assessment of their Prior Knowledge for M1FMT Topics
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Why did we ask about these topics? M1FMT was the first course in the curriculum pathways that
would include any tools with a practical, hands-on approach. Some introductions to various types
of tools have since been added to M1FBP, but this lesson is just a brief introduction to the tools
available. M1FMT, instead, concentrates more on the use and application of tools that have been
created during the project. The participants would be expected to work with the MSAB tools (MSAB
are the key Mobile Forensic tool provider in the project) and they would also be provided an
introduction to the FORMOBILE Tools via, for example, demonstration media and videos. MSAB
tools and functionality related to the topics set out in the learning outcomes of the course would be
introduced by, for example, interactive simulations and guided exercises using downloadable
versions of some of the software and sample files. The participants were also provided with demo
access to the MSAB tools for the duration of learning, with MSAB offering to provide any students
on the beta course with any necessary licenses to their own products to enable the full functionality
of the tools.
Looking at the results from the post course evaluation survey we can identify the participants’ view
on the learning achieved. For example, as to how their knowledge and skills on the topics previously
depicted in Figure 24 have either developed or have been reinforced by participating in the training.
The results from the six respondents show that the participants were predominantly satisfied or
very satisfied, with some neutral responses. These neutral responses did align with some of the
topics and FORMOBILE tools where, at the time the course was piloted, content for exercises was
pending. For example, cloud, anti-forensic, semantic analysis, malware and clone devices, where
the tools are predominantly in a beta/prototype state, or devices (in with regards to clone devices)
were not supplied to WP7 staff in time for the pilot programme. However, the written content and
learning material for all these topics was included in the e-learning and therefore, the participants
were able to assess these topics and their own knowledge and/or skill improvement or
reinforcement as a result, with only the final exercises for these topics behind absent.
With regards to cloud – this has now been created and all content is now available within the
training. Anti-forensic systems remains in a prototype state and involves physical hardware, so this
was managed through guided video demonstrations using the prototype equipment.
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Semantic analysis is still in beta and at the time of development was not ready to be disseminated
via the training. Demonstration videos were provided by the developer of the tool, in the absence
of a standalone tool being available for use. With regards to malware analysis, this is also still in
development and is not publicly available, so additional developer videos were provided to
demonstrate the proposed functionality of the tool.

Figure 25 M1FMT – Participants’ Assessment of Knowledge Improvement Post M1FMT

Results of the participants’ knowledge improvement or reinforcement are presented in Figure 25,
above. What is interesting to note is that there was one participant of the six who felt disappointed
on the assessment of improvement or reinforcement of knowledge related to the ‘awareness of
context driven intelligence and semantic analysis’. It is possible that this is due to the tool being
unavailable at the point of delivery, and instead some exercises utilised the existing XAMN smart
analysis tool to demonstrate some of the concepts in a simpler format, but in a working fashion.
However, this is not confirmed only one possible explanation for this outlier.
Furthermore, participants were asked to assess their improvement or reinforcement of skills which
were outlined in the learning objectives. The results are demonstrated in Figure 26, below. Largely
the results are positive of the learned content from the six respondents. However, one respondent
felt disappointed on two topics, again they expressed disappointment in relation to the semantic
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analyser tool and the utilisation of content recognition and textual analysis, but they also felt
disappointed with the deployment of the anti-forensic system. There were also neutral responses
received for several topics.
Similar to the above theories, it is possible that this outlier is related to the lack of availability of the
anti-forensic system as a physical component, with the learner being restricted to demonstration
videos of a prototype tool. The Anti-forensic module discusses many Anti-forensic practices, but
the prototype focusses on one particular risk, but does not address the others discusses during the
module, which may have caused this particular feedback score. However, given the high levels of
satisfaction outlined earlier in the feedback with the course it is possible that the material presented
is sufficiently covering relevant material, but ultimately WP7 are limited to presenting practically
what the tool developers have created, which was limited in this instance.

Figure 26 M1FMT – Participants’ Assessment of Skills Improvement Post M1FMT

To identify what learned concepts would be most applicable to their role, or that would potentially
bring the respondents the most benefit in their work, six responses were received. One respondent
noted “The Malware Analysis Platform” while another recognised that the “Acquiring and analysis
data and awareness of clone devices within digital forensics” were particularly useful knowledge,
skills, and topics.
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Everything! My role begins with data extraction and ends with reporting! Meanwhile, I must advise
field investigators how to handle evidence when sized. Furthermore, I assist prosecutors in
understanding the artifacts discovered. So, to go through all of this information, is a big plus for my
future work, especially that I have no prior professional training on mobile forensics, just self-learning.

Level 3: Behavior
Level 3 and 4 of the Kirkpatrick’s evaluation model are hard to assess, especially for this course
where not all FORMOBILE Tools are available for the law enforcement community at the time of the
training. We considered it was, again, good practice (as with other WP7 courses analysed) to
identify to what level the participants felt they would be confident in applying what they learned
during the training. Six responses were received, so the following descriptions and analysis cannot
be considered representative of the entire audience for the M1FMT course, but they may be positive
indicators to the commitment, and possible use, of the tools and learned content in the future.
The results show that two respondents felt ‘Fair confidence’ their learning from the course could be
applied, and an additional three participants felt ‘High confidence’. None of the 30 participants
expressed ‘No confidence’ that the content and learning could be applied (see Figure 27). See a
selection of comments made by respondents relating to these findings.

Figure 27 M1FMT – Participants’ Assessment of their own confidence they can apply the learned content
The way the course is structure, overlaps perfectly all steps I take when performing mobile forensics.

So, to learn about why I am doing it, opens up a path to improve current procedures.

Easy to use, some things already known.

The six respondents were then asked to consider what level of commitment they felt they had in
applying what they have learned on the course to their work back on the job. Figure 28 depicts the
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results which show that no individual was not committed to this. Four of the six participants in total
were either fairly or highly committed.

Figure 28 M1FMT – Participants’ Assessment of their own commitment to apply the learned content

All information presented is a must follow in order to provide solid arguments for my findings.

Respondents were asked to consider, based on their learning, what additional assistance and
resources they feel they would need to successfully apply what they learned to future work. A few
responses are highlighted below.
Above all, I would like to give access to my colleagues – especially beginners. Accordingly, I would like
to be able to assign access.

More time, better bosses, better equipment.

Above all, I would like to give access to my colleagues – especially beginners. Accordingly, I would like
to be able to assign access.

I think it could use some practice with other common forensics software and information about their
tools.

Unfortunately, the tools presented are linked to MSAB software. While the principles apply to all
similar computer applications, the course is mainly about XRY and XAMN. Because my organization

finances the purchase of other software (Cellebrite, Oxygen), the only way to further apply what I've
learned is to find financial resources to buy MSAB products. This being said, I hope you have in your
goodie bag at least a one-year license so I could continue improving the skills gained by participating
in this course.
Tests and practical classes.
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Some comments are not relevant to M1FMT (such as mentioning “Better bosses”) and some relate
directly to the access to the Learning Management System to be able to assign staff to the course
content, which could be taken as a positive reflection on the course as a whole.
Comments also highlight the need for a wider interoperability of the FORMOBILE tools with more
commonly used forensic software, and the need for practice using the tools. Many of the
FORMOBILE Tools or their functionality are included in the MSAB Tools as part of the project results.
One participant recognises that the training focuses on the use of the MSAB tools with the
FORMOBILE Tool functionality. They go on to highlight that, for future participants, they should be
made aware of this before applying to the course, and before the law enforcement community apply
the training in their own institutions.
From all information gathered before starting the course, I was positive it was about MSAB products.
Future students should be informed about this so that, if they don’t have these applications or are
already training in using them, they apply wittingly.

When asked to share comments on how suitable the course is in teaching digital forensic
professionals the fundamentals of the FORMOBILE Tools and their intended purpose/use, just few
comments were provided. Though, one respondent felt that the course was suitable, and they
expressed the following:
My managers should know about this, they seem to have no clue what Digital Forensics is all about.

This comment highlights the need for a course for professionals who are managers in law
enforcement and supports the design of the D7.1 Novel Curriculum where a course for Management
has been created.
The six respondents were asked to consider the suitability of the course for various stakeholders in
the investigation chain. The results show that the respondents felt that the FORMOBILE Tools course
was suitable, in the main, for first responders, investigators. Other responses included ‘no’ (without
an explanation) and ‘Bosses’.
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Figure 29 M1FMT – Participants’ Assessment of the Course suitability for Stakeholder Groups

When looking at the results from respondents on the perception of immediate applicability of the
training on the job and the contribution of the course to their future success, data shows very
positive results. There was however, the one participant who disagreed- and disagreed on several
topics abovementioned- that the course material would contribute to their future success, but this
individual is likely someone with a wealth of experience. It is not surprising that two respondents
neither agreed nor disagreed that they would be able to immediately use what they had learned
where there is currently a lack of access to some of the FORMOBILE Tools and their functionality.

Figure 30 M1FMT – Participants’ Assessment of the Course Applicability and Recommendation

Overall, all participants felt that they either ‘Agree’ or ‘Strongly agree’ that they would recommend
the training to their co-workers. This is a great result for WP7 and for the law enforcement
community.
Some limitations and improvements were suggested by the participants. These include:
▪

a single data set instead of multiple files

▪

classroom with the possibility of exchanging experiences with other participants

▪

some tasks are pending, but were noted
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▪

a handful of bugs on interactions (these have since been resolved).

Finally, WP7 assess that while there were few responses to the course that these six participants
felt the training was appropriate and applicable to the field of mobile forensics and would be of
benefit for the law enforcement community. We highlight a particularly positive piece of feedback,
to reflect this view:

Congratulations for your hard work and for the way you structure and present the information. It was
easy and fun to read and to understand. I have never worked with the MSAB products before, but
after this course, they gained a new fan.

I can only repeat myself how great this format is for learning. Especially because I’s so interactive.

4.2.3. M1MGT Pre- and Post- Evaluations
Unfortunately, for this course there were very few surveys collected, where little analysis can be
concluded. Three participants completed the pre-course evaluation, and five participants
completed the post-course evaluation form. The responses are considered below. Though, WP7
recognise that research conducted in T7.1, observations of the state of mobile forensic awareness
for Management and responses to courses such as M1FBP and M1FMT identify the importance of a
course for managers.
Participant Information
The three participants were asked to describe their overall awareness of managing investigations or
departments/sections that handle investigations involving mobile forensics. Two stated that they
‘have a wealth of knowledgeable in managing investigations or departments/sections that handle
or involve mobile forensics and apply this daily’.
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Figure 31 M1MGT – Participants’ Prior Awareness of Managing Investigations and/or Departments or
Sections Handling Investigations involving Mobile Forensics

While two participants identified that they had been involved in previous training. When asked to
specify the title/s of the training or institution of delivery, the participant responded “no”.

Figure 32 M1MGT – Participants’ Participation in Previous Training

Level 1: Reaction
Respondents (n=5) felt satisfied with the training methods, training materials, and training
environment, as depicted in Figure 33, below. 80 percent felt they were satisfied, and 20 percent
felt very satisfied with the training methods and training environment, and 100 percent were
satisfied with the training materials.

Figure 33 M1MGT – Participants’ Reaction to the Appropriateness of the Training Environment

The five post-course respondents articulated that they felt they were largely engaged in the course.
However, one disagreed that the activities and exercises aided their learning. Though, all
respondents agreed to some level that the course enhanced their knowledge of the subject matter
(see
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Figure 34 M1FGT – Participants’ Reaction to their own Engagement and Overall Reaction
I felt this course fills a critical gap on the market. Very few training providers provide training course
for DF managers. I can only think of one in the UK, and it is relatively hard to access the course as it
rarely runs. The online delivery of Mobile Forensics for Management makes it easily accessible and
should assist to address this training gap.
I though the course content perfect. I’d recommend compiling all the resources in a single
downloadable document for the participants use at a later date to aid in their work.

The course is well structured, and the modality allows a theoretical and practical learning. It suggested
that the level of demand and difficulty in the exercises be higher, at least at the end of it.

Level 2: Learning
Similarly to M1FBP and M1FMT, the participants were asked to assess their current knowledge
levels and skills on topics related to the learning objectives outline for M1MGT. These dimensions
were sought to assess the learning achievement of the individuals by the end of the M1MGT pilot.
The respondents were asked to express their views on a scale of ‘No knowledge’ to ‘Excellent
knowledge’. The three respondents felt they had good prior knowledge about mobile forensics and
the principles, best practices, procedures, and techniques in mobile forensic investigations. Mixed
responses were provided for all other topics related to the learning objectives.

Figure 35 M1MGT – Participants’ Assessment of their Prior Knowledge for M1MGT Topics
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Each respondent gave the same response for these topics e.g., Respondent A – Excellent knowledge;
Respondent B – Good knowledge; and Respondent C – Some knowledge. See Figure 35. Participants
were also asked to assess further knowledge and skills via three dimensions, as depicted in Figure
36, where good knowledge and skills were articulated by two of the respondents.

Figure 36 M1MGT – Participants’ Assessment of their Prior Knowledge and Skills for M1MGT Topics

When the five respondents were asked to consider their learning post-completion on for example,
how the knowledge about the topics had improved through participation, there were mixed
responses. One participant responded with dissatisfaction and neutral responses for many topics
and dimensions. This respondent was only satisfied with the ‘challenges and pressures in mobile
forensics’. The four remaining respondents articulated satisfaction, see Figure 37.

Figure 37 M1MGT – Participants’ Assessment of Knowledge Improvement Post M1MGT
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Level 3: Behavior
Similar to M1FBP and M1FMT, the training participants were asked to identify to what level they
felt they would be confident they would be able to apply what they learned during the training back
on the job. As five responses were received the following descriptions and analysis cannot be
considered representative of the entire audience for a course for managers, but they may be
indicators to the commitment and possible use of the learned content in the future.
Respondents noted that they would be able to apply all that was learned. In particular, content
focused on staff training and competence and standards which apply and laboratory requirements.
All five respondents felt a level of moderate confidence or higher that they will apply what they
learned on the course to the job (see Figure 38).

Figure 38 M1MGT – Participants’ Assessment of their own confidence they can apply the learned content

The five respondents also articulated that they were fairly or highly committed to applying what
they have learned on the course to their work. One participant felt they were ‘Slightly committed’.
Though, this is not unexpected as it is the same individual who expressed they were dissatisfied or
did not agree nor disagree related to the topics above.

Figure 39 M1MGT – Participants’ Assessment of their own commitment to apply the learned content
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When assessing resources or assistance required to successfully apply what was learned to back on
the job, one of the five respondents mentioned continued access to the online materials, and
another mentioned the need for more summary of key points.
I would like to see more develop laboratory setup, usage of safety, perhaps with a practical example
in structure an example lab, with reference to resources, equipment, costs, model forms according to
standards.

The comment made by another respondent above voices interesting practical ideas that should be
addressed in future iterations of the Mobile Forensics for Management course (M1MGT).
Individuals also responded well to the appropriateness of the training for the managers in the
mobile investigation chain. All five results were positive (see Figure 40). When asked if the course
was also suitable for other stakeholders in the investigation chain the respondents provided the
following comments below.

Figure 40 M1MGT – Participants’ Reaction to the Appropriateness for Managers in the Mobile Forensic
Investigation Chain
I think this would be informative for mobile forensic examiners/analysts and may assist develop their
own skills for progress to management positions.

Managers, Prosecutors, Judges, Forensic Examiners/Analysts; BUT NOT SO APPLICABLE to First
Responders.

Improvements of the course were sought from the respondents, one expressed they had no
suggestions, while another referred to comments previously made above. Other comments
suggested the requirement for “more practical exercises with simulations, for example, simulated
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management of a laboratory, like a game” and another expressed the need for “additional content
around case strategy and scene triage would be beneficial. This respondent also felt that “a section
on outsourcing work (which is done commonly in [one country])” was also of benefit.
Good work, congratulations, and I hope to see the end of pilot project and all the improvements made
and its result disseminated to be applied.

While there are possible limitations and improvement required of future iterations with the support
of the law enforcement community, there was an overall sense of satisfaction from four of the five
participants.
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4.3. Analysis of Capture the Flag Event (M2MCW)
To prepare and implement this deliverable the data from the CTF has been used to identify how the
participants progressed and what was achieved. While additional participants completed the course
after the official week of activities, this section considers statistics as of the official end date and
time for the course.
In addition, evaluations following the Kirkpatrick’s Evaluation model completed by participants of
the M2MCW Pilot in February 2022 are analysed below.
Data that has been used includes:
•

Challenges and solves to identify the progression of the participants and the challenges and/or phases
that were addressed in the week-long event.

•

Evaluations from participants of the CTF using Microsoft Forms, where all responses have been
anonymised.

Analysis of Data from the CTF Platform
The CTFd platform performs some statistical analysis producing useful charts (pie, bar, and line
charts) which are convenient and advantageous during the event to observe the progression, see
Figure 41 below.
Figure 41 demonstrates the solves as a percentage per each unique challenge at the end of the
activities on the final day of the official course duration. Though, this data is not easy to read, and
instead this report will breakdown the challenges into their respective phases and identify how
many solves were achieved for each unique challenge. See descriptions below.
Furthermore, Figure 41 demonstrates the total number of submissions from all participants on the
platform and recognising if they have been solved correctly ‘Solves’ or incorrectly ‘Fails’. In this
report WP7 will look at the challenges and solves in more detail to identify which activities the
participants commonly answered incorrectly17 and which may need to be addressed before final
release.

17

This analysis excludes any manual verification questions and concentrates on the questions which are graded automatically by the CTF platform.
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Figure 41 CTFd Platform Example Charts

In this section of the report, WP7 looks at the phases of the investigation chain which were included
in the CTF. See Figure 42 below for more information on the phases included and excluded. Table
16 Identifies the total score possible for each phase before we consider the number of solves for
each challenge in this phase.
Phase
Crime Scene Readiness
Crime Scene
Acquisition
Analysis
Inquiry/Investigation
Evaluation
Decision/Court
Total

Score Possible
2050
1500
900
13520
N/A
1400
1200
20570

Number of Challenges
7
10
8
73
N/A
3
4
105

Table 16 CTF (M2MCW) Challenge Score Breakdown
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Figure 42 Mobile Forensic Investigation Phases included in the CTF Event

One disadvantage of the CTF platform in this instance is the ordering of challenges which is
imperfect and caused several concerns for the development team for whether the challenges would
be completed successfully if each challenge was dependent on a or multiple pre-requisite challenges
having been answered correctly and graded, if necessary. Therefore, the WP7 development team
decided to leave all questions open for all to answer.
Participants were instructed to answer the challenges as per the number presented (see x-axis of
the charts below) rather than the order that the CTF platform had initiated, which is based on the
development challenge ID number. For example, if you create challenge 4.3 (id_15) after 4.6 (id_10)
the system orders per the challenge_id and then alphanumerical in each category (Figure 43).

Figure 43 Challenge Ordering Issues in the CTFd Platform
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Looking at the raw data18, we can identify that in the Crime Scene Phase there were questions which
remained unanswered or ungraded at the end of the event from several participants. WP7
developers and the FORMOBILE trainers who were available at the event did notice that the way in
which participants completed the challenges was interesting. Many participants did not follow the
recommended order, and many left the questions which required lengthy reflections or evaluations
until the end of the event. This is likely to have been strategic on behalf of the participants to ensure
they completed the required number of challenges to receive their certificate of attendance. For
future events it may be beneficial to include specific clauses pin-pointing challenges that are
pertinent to one’s knowledge and training and therefore must be inclusive of the 30 questions to
obtain a certificate of attendance.
Solves Per Ques on (Phase: Crime Scene)
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Readiness)
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Figure 44 CTF Solves: Crime Scene Phase

While the Crime Scene phases would be simpler to replicate in an in-person setting, such as a house
search or mock-up of a search and seizure in a room, NMPS19 devised a straightforward virtual crime
scene using the software 3D Vista Virtual Tour Pro20 and appropriate camera equipment to setup
the virtual scene. The idea behind the inclusion of this element allowed the team to be able to
replicate in part the crime scene as per the scenario and its context. WP7 were hopeful that the CTF
would allow the participants to interact with the concept, understand the scenario, context and
scope, and reflect upon procedures in such situations.
Moving to the acquisition phase, this was a little trickier to replicate in an online setting. Due to the
online nature of the event, the CTF did not include tasks for acquiring the data using well-known
industry tools. The acquisitions were previously carried out by FORTH21 and the participants were
18

A reminder that the following statistics are based on raw data at the end of the CTF event, and do not include statistics related to items that were
completed or graded after 1600 CET on the final day of the event.
19 Conducted by The Norwegian Police University College (Politihøgskolen) on behalf of the Norwegian Ministry of Justice and Public Safety (NMPS).
20
https://www.3dvista.com/en/
21 Foundation for Research and Technology Hellas (FORTH) who are recorded as T7.2 lead for this project.
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supplied with the files associated to MSAB XRY/XAMN and as a BIN format for those who chose to
utilise a different tool (e.g., an Open Source tool or one more familiar to the learner).
While the participants were not expected to conduct any acquisitions of physical devices there were
several challenges set in the context of the scenario and with access to the pre-acquired forensic
images. Figure 45 shows the number of solves for each challenge/question from the 20 participants
at the official close of the activities.
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Figure 45 CTF Solves: Acquisition Phase

The project was not able or prepared as part of the proposal or Grant Agreement to make a
shipment to each participant of one device or a set of mobile devices to acquire, as would often be
the case at an in-person workshop event. Such a task would be expensive and unreliable for several
reasons. Instead, participants are provided with forensic images of the devices, and therefore most
plausible tasks were likely to be in the phases post acquisition.
Due to the change from a physical to online format for this activity along with the requests from the
project’s external reviewers for a game-based or gamified approach to learning for at least one
element of the training this activity sees the inclusion of the most challenges in the analysis phase.
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Figure 46 CTF Solves: Analysis Phase
Grant Agreement: 832800

Dissemination level: PU

Page 72 of 146

D7.3 Training Validation Report
Looking at the data no more than 14 participants reached the analysis phase. With most participants
having delved into these activities sporadically and having reached a quarter of the way through
(i.e., observed is a drop-off at challenge 4.26). Solve rates pick up again in the middle and toward
the end of the challenges. Though, there were- by the end of the event- a few dips in the solve rates.
WP7 recognise that category 4 (Analysis) is the most disorganised listing of questions in the CTF for
reasons abovementioned. This may have contributed to the solve rates shown above. There are
some interesting observations for challenges in category 4 and several anomalies when we consider
challenges prior to the drop-off observed. For example, challenges 4.16 and 4.17 are related to 4.15
and can be answered methodically together. Though, 14 participants solved 4.15 in comparison to
4 and 6 solves for challenges 4.16 and 4.17, respectively.
Looking to the end of activities solve rate for category 5, the phase of evaluation, WP7 identify that
many participants answered challenge 5.1, however, fewer participants had solved challenges 5.2
and 5.3. Solve rates are shown in Figure 47. Both challenges required reflection and well-thoughtout responses to obtain the higher points available. Again, this may have been a strategic play on
behalf of the participants.
Solves Per Ques on (Phase: Evalua on)
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Figure 47 CTF Solves: Evaluation Phase

Category 6 (Decision/Court), similarly to category 5 received fewer submissions. Challenges 6.1
through to 6.4 were answered by the handful of participants by the final day. It is likely these
consisted of those who had completed or nearly completed all the challenges within the CTF. Solve
rates for the end of the week’s long activities for the final phases of the investigation chain are
presented in Figure 48.
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Solves Per Ques on (Phase: Decision/Court)
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Figure 48 CTF Solves: Decision/Court Phase

In addition to the solve rates, WP7 identified that there were several challenges that were marked
incorrectly. The data for incorrect submissions are presented in Figure 49 through to Figure 51.
Using this data challenges which may have been misunderstood or before final release as part of
D7.2 may require amendments. These challenges should be investigated in more detail and include
the following list of challenges due to their high percentage of incorrect submissions, demonstrated
in Table 17 below22.
CTF Category / Phase
Crime Scene Readiness
Crime Scene
Acquisition
Analysis
Evaluation
Decision/Court

Challenge IDs
1.1
2.1, 2.2, 2.4, 2.9
3.1, 3.2
4.1, 4.16, 4.26, 4.37, 4.45, 4.48, 4.49,
4.52, 4.65, 4.70, 4.72
N/A
6.4

Table 17 CTF (M2MCW) Incorrect Challenges for Review

As the table considers all challenges where incorrect submissions were made and does not
differentiate between users WP7 identify that some challenges may not require any amendments
when these occurrences are removed from the data23.
For example, challenge 3.2 shows that there were 15 incorrect submissions. However, when looking
at the individual users there are three individuals who made three submissions to this challenge (2

22

These figures include multiple incorrect submissions by unique users. For example, if one user submits a challenge incorrectly twice before they
answer with the correct information, then these incorrect figures are also collated. Most challenge settings were set so that the participants were
unable to submit multiple answers, but there seemed to be a bug in the system with specific types of challenges meaning this was an issue.
23 Further analysis is required to identify the challenges which that require amendments before final release within D7.2.
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incorrect and 1 correct), another two individuals who made two submissions to this challenge (1
incorrect and 1 correct), and another participant who made five submissions to this challenge (4
incorrect and 1 correct). This challenge may therefore require some amendments e.g., clarification,
additional hints, or other tweaks. However, many of the issues experienced were related to bugs in
the CTFd system. As mentioned, further analysis is required to identify the challenges which do
require amendments before the final release of D7.2.
Incorrect Submissions per Challenge (Phases: Crime Scene and Acquisi on)
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Figure 49 CTF Incorrect Submissions: Crime Scene and Acquisition Phases

Incorrect Submissions per Challenge (Phase: Analysis)
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Figure 50 CTF Incorrect Submissions: Analysis Phase
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Incorrect Submissions per Challenge (Phases: Evalua on and
Decision/Court)
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Figure 51 CTF Incorrect Submissions: Decision/Court Phase

In addition to the correct and incorrect submission, the CTFd platform records data for the
submissions that have been awarded. For example, these are where trainers were required to grade
manual verification questions and award marks to the participants. By the final day of the event,
there were several challenges where users had been awarded marks, see Figure 52.
Awarding marks was not only carried out for the manual verification question type, but also for
submissions where the FORMOBILE trainers felt the individual should be merited with a grade even
in the answer was not fully correct.
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Figure 52 CTF Awarded Submissions: All Phases
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Analysis of Pilot Evaluation for the CTF (M2MCW)
This section looks at the anonymised results from the end of course evaluation from the Capture
the Flag Event. The evaluations were collected from 9 participants out of the 20 individuals who
signed up to the event. The Microsoft forms questionnaire followed the Kirkpatrick’s Evaluation
model and was contextualised to the event. Please refer to Figure 1 for depiction of this pyramid
model.
It was estimated and suggested to the participants that the evaluation form would take
approximately 15 minutes to complete. The average time taken to complete the evaluation form
was recorded by the electronic tracking as 22:43 minutes. All responses were anonymised.
Participant Information
Participants were asked to identify their own level of experience, we felt this would help us to
establish how the participants performed during the activities and their own perception of their
current experience in mobile forensics. For the purposes of this description, all options that received
no responses are not recorded24. Seven participants classified their level of experience as ‘Moderate
knowledge and skills in mobile forensics’ and two with ‘Few knowledge and skills in mobile
forensics’.

Figure 53 CTF End of Pilot Evaluation: Participant Own Classification of their Level of Experience

24

Options included: ‘New to the field’; ‘Few knowledge and skills in digital forensics (computer only)’; ‘Few knowledge and skills in mobile forensics’;
‘Moderate knowledge and skills in mobile forensics’; ‘Highly knowledgeable and skilful in mobile forensics’; ‘Other’.
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Participants were also asked to give us an indication of how many professional years’ experience
they have in mobile forensics. Two participants stated 0-1 year of experience, which the majority
noted 2-5 years’ experience. The final respondent noted between 11 and 15 years.

Figure 54 CTF End of Pilot Evaluation: Participant Years’ Experience in Mobile Forensics

All nine respondents to the evaluation were affiliated with and representing on behalf of a Law
Enforcement Agency.
Level 1: Reaction
During the questionnaire participants were asked several questions which were used to evaluate
Level 1 (Reaction) of the Kirkpatrick’s model. It is worth identifying for example, if the participants
enjoyed the training, consider the training relevant to the needs of the stakeholder groups and the
practicalities of the training (i.e., potential for application, content delivery and styles, motivations,
etc.).
For this level we asked the participants the following questions to evaluate reactions for the value
of the training. See Figure 55.

Figure 55 CTF End of Pilot Evaluation: Level 1 Reaction – Engagement and Value
Grant Agreement: 832800

Dissemination level: PU

Page 78 of 146

D7.3 Training Validation Report
For the most part the responses were very positive with 89 percent (rounded) of participants who
strongly agreed or agreed that the activities and exercises aided their learning, the event enhanced
their knowledge of the subject matter, they would be able to immediately use what they have
learned, the challenges were relevant to activities that might be expected on-the-job, and the
material would contribute to their future success.
Though, approximately a third of participants neither agreed nor disagreed that the event provided
content that was relevant to their current daily job. This is interesting and can be contrasted with
the question prior where the activities were felt by most to have relevance to what they may be
expected to do. So, it may just be that they are not doing these tasks at this time.
Furthermore, when asked if they were engaged during the event approximately 78 percent
(rounded) noted that they were engaged, 56 percent of which, again rounded, agreed with the
statement. One person disagreed with this statement noting they were not engaged.
Looking at the responses one participant accounts for most responses where individuals have
disagreed with the statements. This participant is the same participant who noted that they were
not engaged with the training. They provide no positive responses. This individual chose ‘Neither
agree nor disagree’ on two occasions and ‘Disagree’ on five occasions. No other participants
disagreed with any statements depicted above in Figure 55.
Participants were also asked to consider the duration they spent on the CTF challenges by the
number of days, where the responses show the number of days to be between 2 and 3 days for
approximately 67% percent of the respondents combined.

Figure 56 CTF End of Pilot Evaluation: Level 1 Reaction – Duration of Learning
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As well as identifying the number of days participation in the CTF event, the respondents were asked
to inform us how they participated. For example, full-time or in their spare time, or in combination
with their work. Five respondents expressed that they ‘combined operational work and the CTF’.
The remaining four respondents indicate that they took mixed approaches, and it was not easy to
combine both work and the CTF event.
Unsurprisingly this is not a surprise to WP7 as the participants are volunteering their efforts to the
pilot training while also it is likely that they are encountering high workloads on-the-job. This
assumption was reinforced by one participant who stated: “Due to intense operational work during
the week of the CTF, I could not participate as I would like, but I had the opportunity to check the
challenges posed the following week.”
When asked to rank from ‘0’ - ‘Not active at all’ to 10 – ‘Extremely active’ the learners expressed
that they felt they were quite active. One participant expressed that were not very active (a ranking
of 1). Meanwhile, six of the nine respondents rated their activity with a rating of 7 or higher. This is
approximately 67% percent of the respondents.
How ac ve have you been in the CTF
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Figure 57 CTF End of Pilot Evaluation: Level 1 Reaction – Reflecting on Participant’s own Activity
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Level 2: Learning
When asked to indicate the degree of relevance for each phase of the investigation chain and its
utilisation in the CTF respondents noted the following results. As shown in Figure 58, we can see
that there are only two phases where one respondent identified that they felt the Analysis and
Evaluation phases were ‘Very irrelevant’25. For the most part, of the remaining respondents there
was a near equal split between the strength of relevance for each phase. Phases were displayed as
categories on the CTF platform (1 through to 6 categories).

Figure 58 CTF End of Pilot Evaluation: Level 2 Learning – Phases of the Investigation Chain in CTF

What can also be observed is that the Analysis phases, for six of the nine respondents, they felt the
phase and utilisation in the CTF was Extremely relevant. This is, as previously mentioned, the largest
block of challenges in the CTF and where most of the respondent’s time would have been dedicated
to exploring the three forensic images in the context of the given scenario and challenges.
Furthermore, participants found that the virtual crime scene work within the Crime Scene phase
was highly relevant.
To find out a little more about the respondents learning the evaluation sought to identify how the
responding participants of the CTF would assess the topics and skills which the CTF is believed to
focus on and how their knowledge or skills related to these topics had either developed or been
reinforced by the participating in the training event.

25

The respondent is a different individual from the previous Level 1 Reaction responses which disagreed with the previous statements.
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The results from the evaluation show that overall, the respondents were satisfied with the training
topics, see Figure 59.

Figure 59 CTF End of Pilot Evaluation: Level 2 Learning – Topics and Satisfaction

Figure 59 also demonstrates that there were some participants who neither felt satisfied nor
dissatisfied when responding to these topics. One individual expressed they felt neutral on all topics
listed. Furthermore, one participant noted that they were dissatisfied on six topics that are listed.
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These topics were focused on the analysis phase. For example, using SQLite techniques, analysis
communications, and identifying and interpreting evidence of value in an investigation.
WP7 identify that the forensic images provided were developed by FORTH in a short period of time,
far shorter than previously envisaged. This led to data of a few weeks of data to analyse on each
device. In the future, devices populated with more data, including greater quantities of noise to
replicate the regular usage of a mobile device, and for a longer period of time should be created by
Law Enforcement Agencies who continue to deliver the training.
Respondents were asked to consider the level of difficulty of the CTF challenges. Many of the
participants ranked as first choice the idea that the challenges were ‘Very easy’. In fact, seven of the
nine respondents felt the activities were very easy, meanwhile one participant responded with a
neutral answer, and one felt the challenges to be ‘Very difficult’. This is particularly interesting but
considering the previous results concerning the participant’s own views of their experience it may
be assumed that the participants are more experienced in the discipline in their daily roles, and the
tasks would need to be more challenging for specialists in the field. Making the tasks more
challenging would be possible with larger sets of data, and more complex data, that would for
example, include other topics in the FORMOBILE project such as Malware, Cloud, or other complex
data acquisition and analysis requirements26. Assuming participants are new to the field or early in
their mobile forensic career would mean that the current challenges are stimulating.
Those completing were also expected to indicate to which degree they felt the e-learning (M1FBP,
M1FMT, and M1MGT27) prepared them for the CTF including the knowledge and skills required
and/or presented in the CTF challenges28. All participants agreed or strongly agreed (approximately
78% strongly agreed with the statement).
In the final evaluation questionnaire respondents were asked to consider the learning environment,
namely the CTFd platform. Respondents were asked to indicate to what degree they agreed with a
select number of statements that were presented in an alternating form (e.g., positive and negative

26

Though, for this exercise and the purposes of sharing the data more widely these tasks are not feasible when not contained properly and may not
be feasible within some Law Enforcement Agencies, or may defy national laws e.g., cloud acquisitions are not feasible in all member states.
27 Of the courses they had completed. All participants should have completed M1FBP, however, when asking respondents to indicate which training
they had participated in there is a disparity where only eight record they completed M1FBP. Eight participants complete M1FBP and M1FMT, and two
respondents had participated in the M1MGT pilot.
28
Respondents were asked the following question: please indicate the degree to which you agree with the following statement … The e-learning
(M1FBP, M1FMT, M1MGT – one or more courses) prepared me well for the CTF (e.g., knowledge and skills).
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light) to ensure that they were reading and considering each question carefully. The results
demonstrate that the nine participants felt that, for the majority, the feedback to challenges was
provided in a timely manner. Though, the feedback they received for the most part was felt that it
would not aid their learning. This report considers this point further, below. Most respondents
expressed that the CTF platform was user friendly or provided a neutral response. Just one person
agreed that they did not enjoy the gamification experience, but two provided a neutral response
neither agreeing nor disagreeing. While there were some hiccups at the start with registration of
participants for example, due to web browser related experiences, the nine respondents felt the
registration of an account on the CTF platform to be easy. Please see Figure 60 for these results.

Figure 60 CTF End of Pilot Evaluation: The CTF and the CTFd Platform Usability

For most the scoreboard was also motivating. Though, WP7 question if the CTF platform is the best
gamification for this audience. WP7 reflect that many submissions were lacking detail or incomplete,
something which could have been addressed in a physical workshop with practical activities and inperson facilitation from trainers.
Level 3: Behaviour and Level 4: Results
Unfortunately, WP7 were unable to gather responses on these two levels for the Capture the Flag
event. Reasons for this were the lack of completion by all participants of the CTF and also the lack
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of dedication to the training week which was observed by all participants as a result of demands onthe-job. Therefore, WP7 felt it was more important to validate the training by means of
understanding what were positives and negatives, or improvements required of the training to
facilitate education and training of Law Enforcement personnel in mobile forensics.
Therefore, respondents were asked to consider topics that should be added to the training, as well
as positives of, and suggestions for, the CTF event. Below these responses are themed for all
questions, see Table 18.
A few respondents felt that the topics provided in the event were tackled well (i.e., the phases of
the investigation chain and the actions carried out on-the-job), while others mentioned just a few
topics that arguably were not included to such greater extent for their absence in the forensic
images. As previously mentioned, such topics could be focused on in the challenges and training if
new forensic images were relied upon which included this data. All nine respondents answered the
question on topics that may be included, two who provided more than one topic in response.

Topics to
consider
adding

Positives of
the CTF

Overall event
suggestions

More of or Inclusion of (Number of Responses)
Web browsers/Browser History (2)
Malware (1)
Data recovery (1)
Forensic team management (1)
None (2)
No opinion or suggestions made (3)
Other response (2)29
New knowledge (1)
Ability to verify knowledge (1)
Applying and checking skills (2)
Theoretical form to validate practical procedures (1)
Communication and Contacts (1)
Competitive format (1)
Self-awareness of own improvements (1)
Live meeting (1)30
Ordering of challenges on CTF platform (1)
Recap the exercises and solutions (2)
Issues with manual verification questions (2)

Table 18 CTF (M2MCW) Views on Topics, Positives of the Event and Event Suggestions
29

Responses included ‘more time to do the work and time to dedicate’ and ‘for my daily work, the focus was a bit too much on the evaluation/analysis.
The respondent is likely referring to the physical campus week. During the CTF event an online Teams rooms was available for the participants to
interact with the FORMOBILE trainers from 10-14 CET, but just one participant utilised this room.
30
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Eight of the respondents fed back their thoughts on the positives of the Capture the Flag Event. One
respondent did not feedback positives and rather suggestions for improvement. Therefore, this
response has been excluded in the themes above.
I very much enjoyed putting my skills to work and this event really motivated me to give my best. It
is very well structured; the test images are full of information and the assignments are exactly what
would be expected from us on a daily basis. It felt a lot like solving a real case and I thank you for
your efforts.

Unfortunately, I didn’t have the time to deal with it 100% but for someone who could deal exclusively
with it, e.g., a newcomer to digital forensics, this format with the slightly competitive character would
be perfect. I would be very happy if it were possible to use all previous modules for our newcomers
in the future and I can only thank you for your work.

Six of the nine respondents provided some suggestions for how the CTF event could be improved in
the future. These are themed in Table 18, however, we consider two responses in detail. Both
responses consider manual verification questions. These required the FORMOBILE trainers who
were facilitating the event as part of M1TOT trainings to grade submission from the participants.
The WP7 development team were there to observe and support the FORMOBILE trainers where
necessary, and they were instructed to award marks for answers which were partly correct. They
were also advised to provide feedback to the participants in the comments section when grading an
answer incorrect. The second response quoted below may indicate that a greater sense of meaning
was required from these comments and that the trainers may, in some instances, have been
required to provide more support to the participants through feedback. Participants were sent
notifications on the CTF platform where the organisers (NMPS) did highlight that the trainers had
been feeding back comments, and users could find these in their profile area. However, maybe these
were not identified clearly.
Though, a Microsoft Teams room where all FORMOBILE trainers and developers were available
between 10-14 CET daily was open for all participants to join. Here the participants may have
requested support, guidance, and feedback. Just one participant utilised this room. The online
environment and meeting room was clearly advertised in the Participant Factsheet provided to all
participants prior to the event start.
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I would have one suggestion regarding the free text answers: if the evaluator considers that my
answer wasn't good enough, I receive 0pt for that assignment and I reach the maximum no. of
attempts. This means that I will never come back to that problem, and I won't try to find a solution
for it. Maybe you can take into consideration that, if not successful the first time, one can post
another answer, but the points allocated for a correct answer will be cut in half. I mean like this: 1st
correct attempt - 400pt, 2nd correct attempt - 200pt, 3rd correct attempt - 100pt.

I don’t want to completely rule out that it was my fault, but I didn’t get any feedback on apparently
wrong answers. By that I mean, of course, primarily the manual, not multiple-choice tasks.
Furthermore, it was not clear from the manual answers whether an answer had actually been given.

One recurring theme of these suggestions for improvements is the need to have a session where
the trainers go through the CTF challenges and identify the answers, particularly where the most
incorrect submissions were made, or incomplete answers were provided.
In usual circumstances and particularly in a physical setting recap of the working week and activities
and/or solutions would be far easier. With the CTF this was not as easy to setup, without taking yet
more time from the volunteers who were already struggling to juggle their operational demands
and the FORMOBILE trainings this was impossible. It is therefore suggested that for future
presentation and delivery of the CTF challenges that such a session is organised, or the answers with
working method are provided in a documented format. The former is suggested to enable the CTF
to be reutilised more than once. The concern with documented answers for the learners is that the
life expectancy of the CTF activities is reduced to only one course run as all answers may be shared
between future and past participants without the FORMOBILE trainers’ awareness. In addition, the
FORMOBILE trainer handbook should only be shared with trainers alike.
Finally, respondents were asked using the Net Promotor Score (NPS)31 to identify how likely they
are to recommend the training to a colleague. Participants were asked to consider their response
on a scale of 0 – ‘Not at all likely’ to 10 – ‘Extremely likely’. This metric provides for many brands
and programs a measurement for customer satisfaction. The promoters are individuals who score 9
or 10 on the scale, whereas passives are those who score with 7 or 8, and detractors are unhappy
individuals who score 0-6 on the scale and can imped the growth of a brand or product.

31

https://www.netpromoter.com/know/
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The results demonstrate that seven of the nine respondents are ‘Promoters’ and would highly
recommend the training to colleagues. See Figure 61. This is a great result; however, it is not
representable with such a small sample size. Furthermore, there is one respondent who suggests
they are unhappy with the training provided.
The NPS value is calculated by subtracting the percentage of detractors from the percentage of
promoters. There is a wide scale for this potential value: -100 (very low and everyone is a detractor)
to 100 (every individual is a promoter).

Figure 61 CTF End of Pilot Evaluation: Recommending the Training to Colleagues

There are some criticisms of the NPS metric questioning its reliability as a predictor of business and
company growth. Though when creating the evaluation form, we felt that the metric was easy for
respondents to answer, and it did not add or becoming too time consuming with the previous
questions. Though, one limitation of the NPS metric is the skew which is possible as a result of just
one poor experience. To ensure that this was not an issue, we consider the NPS score in combination
with the results and comments abovementioned. Though, the NPS value above is skewed from the
one respondent who scored 6 on the scale.
This person records 11-15 years’ experience in the field of mobile forensics and therefore their
wealth of experience and on-the-job insight may contribute towards responses where they
disagreed or felt neutrality in their response to the training being useful for them. However, the
same individual also expressed more time was required and in their own words, “I checked I have a
lot to improve”, and it was necessary for them to combined operational working hours with the
training activities.
Therefore, WP7 consider that the individual was dissatisfied more because they were unable to
dedicate the time to concentrate on the training activities and provide good results.
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For the evaluation of training, it is often recommended that an NPS in excess of +75 is great. Though,
there are several factors such as subject area, cost of the training, size of the organisation, etc., to
consider as what makes a good promoter score varies across different industries32.
WP7 consider the score of +67 in this instance to be good when combined with the feedback and
metrics from all evaluation results and the feedback received by participants via electronic
communications.

4.4. Analysis of Trainer Online Workshop (M1TOT)
To prepare and implement this section the following evaluation forms are considered from the
FORMOBILE trainers, i.e., the individuals participating in M1TOT – Training of Trainers. There are a
total of eight participants and three FORMOBILE trainers/developers. The later were asked not to
complete the evaluation form mentioned below, as they were some of the key drivers for the
development of course content. The remaining eight individuals were asked to complete two
evaluation forms:
•

Post M1TOT workshop evaluation | Considers the work conducted in the week-long online workshop
to prepare the individuals to facilitate the CTF and constructively align the previous e-learning training
with the activities for the CTF while reflecting on their own abilities to design and develop such tasks.

•

Post M2MCW (CTF) facilitation evaluation | Considers their own facilitation of the CTF activities and
success of the CTF. Furthermore, the evaluation seeks answers on the practicality and use of the CTF
platform from the perspective of a trainer.

Course
M1TOT – Training of Trainers Online Workshop
M2MCW – Mobile Forensics CTF Event

Total Number
of Attendees
8
633

Table 19 M1TOT Number of Attendees

The evaluations ask participants several questions used to evaluate three levels of the Kirkpatrick’s
model.

32

https://www.coursecheck.com/training-providers/whats-a-good-net-promoter-score
Two trainees were unable to attend due to work commitments. Having completed M1TOT these individuals can take the opportunity when another
CTF event is hosted to complete the FORMOBILE trainer track and be listed as a FORMOBILE trainer.
33
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Post M1TOT Training Evaluation
Looking at the evaluations from M1TOT, WP7 identify the following results, discussed below. Firstly,
the trainees were asked to consider alternating responses on several items. Alternating responses
were used to ensure the reader considered the statement carefully.
Responses demonstrate that the trainees felt the objectives of the Train the Trainer event were
clearly defined. Participation and interaction were encouraged by the trainers, namely the WP7
development team. They also felt that the content and activities, for the most part, were organised
and easy to follow, expect for one trainee who disagreed and two who neither agreed nor disagreed.
One trainee felt that the topics covered were not related to mobile forensics. This is interesting, but
not unsurprising as content on the course focused on ensuring the individuals were prepared to
facilitate a training event. Therefore, the Training of Trainers workshop included elements related
to learning and teaching methods as well as the design and development of activities in the field of
mobile forensics, and not solely topics directly related to mobile forensics. This design and necessity
may have contributed to this negative response. The respondents were asked to assess these topics
on a scale of Strongly disagree to Strongly agree.

Figure 62 M1TOT Post Learning Metrics for Reaction
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There were some mixed feelings on the time available for the workshop event, which ran from
10:00-14:00 daily for one week. WP7 were aware the practitioners would be required to balance
their operational duties as professionals from Law Enforcement with their contributions to the
FORMOBILE project, so the training was confined to a 20-hour event. 50 percent of the participants
felt that there was not enough time provided. WP7 would be inclined to agree. Going forward,
where possible, additional hours should be dedicated to this event, and it should extend to a weeklong 09:00-16:00 event where there is more than enough material to do so. For a physical Training
of Trainers session, the duration should be approximately 40 hours.
The trainees felt that the training environment was appropriate, except one who strongly felt the
environment was not suitable. The trainees felt they were engaged during the course. Though, what
is interesting are two participants who neither agreed nor disagreed that they were engaged with
the course.
Trainees were asked to consider the event in more detail and reflect on what they liked most about
the workshop and what they felt needed improving. There were some interesting responses which
have been broadly themed in Table 20.

What the
trainees liked
most about
the TOT event

What the
trainees felt
could be
improved

Themed Item (Number of Responses)
Meeting and engaging with colleagues (3)
Sharing in detail experiences (3)
Expertise presented (1)
FORMOBILE Tool demonstrations (1)
Collaborative effort to assist development of CTF
challenges (1)
Information on the effects of FORMOBILE (1)
Group work compromised the event (1)
Streamlining of task templates (1)
Pre-event information (1)
In-person training requirements (1)
Expectations were different (1)

Table 20 M1TOT Trainee views on Likes and Dislikes of the Online Workshop Event

The positives, i.e., what the trainees liked most were highly centred on the collaboration and
communication between law enforcement practitioners, legal and ethical advisors, and academics
from different nations. Though, the improvements varied.
For example, one trainee expressed how they had different expectations to what took place.
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I expected that during the training I would gain knowledge on how to answer the questions asked
before the training in the correct way (with the FORMOBILE tools).

Prior to week-long training event the trainees had access to all e-learning courses at the end of their
development34, access to the scenario, and access to the forensic images. In addition, WP7’s lead
and task lead provided the trainees with several questions they could consider before the week
ahead (i.e., they should find the answers to these in the forensic images and consider how they
found them).
The trainees were expected to complete their review of the e-learning content to ensure they were
aware of the knowledge the learners would have gained before attending the final campus week
CTF activities. Furthermore, they were expected to look at the scenario and explore the forensic
images, so they were mindful of what data had been populated on the devices, and what potential
CTF challenges may consist of. This is where the sample questions should have been a useful starting
point. WP7 made the trainees aware they needed to complete these tasks prior to the training, as
they would be expected to work with the data for several tasks going forward, following a flipped
learning approach. However, the participant above felt that these answers would be covered more
so in the training.
It was in the training week (M1TOT) that the trainees would be expected to work with the scenario
and the forensic images and their starting point to collaboratively assist in the design and
development of the CTF challenges as part of their trainer development. WP7 devised tasks and
templates based on the Didactic Relationship Model (DRM) (Skagen et al., 2009) where the trainees
would have to consider all learning elements when designing the CTF challenges.
Though, the WP7 development team observe that during the event there were many issues and
difficulties in understanding and implementing the model in the context of the design and
development of challenges based on the scenario and forensics images. All trainees were actively
engaged (from the perspective of WP7 lead observers) but they only became more engaged when
the smaller groups were combined. Previously breakout rooms were used and WP7 developers
facilitated the group discussions and development of activities, where one group flourished more in
the first two days than the remaining groups who were hindered by intermittent absences due to
immediate and ongoing operational duties. However, observations result in the fact that many
34

At the time this included: M1FBP, M1FMT, and M1MGT.
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participants may not have been able to explore the forensic images as much as WP7 had hoped, and
this may have been detrimental to their ability to apply the DRM when creating activities 35. WP7
facilitated these activities further, and in the end most of the CTF challenges were devised solely by
NMPS, and a trainer handbook was provided for the trainers to work with during the CTF.
Overall, reactions suggest that management of expectations was required to give the participants
of M1TOT a better understanding of what would be expected, and the preparation required.
In addition to information provided to the participants prior to M1TOT, WP7 addressed and
managed expectations further after the event. Where, for example, WP7 provided the trainers with
email correspondence and facts sheets to ensure they had all the necessary information to facilities
M2MCW and understood what was expected of them as a facilitator.
How the FORMOBILE trainers hoped to utilise their practice as a result of the training are themed in
Table 20.

Hope to utilise
practice as a
result of the
training in
M1TOT

Themed Item (Number of Responses)
Support students and colleagues (1)
Learning models for future work (1)
Become a trainer of future courses (1)
During the upcoming training - M2MCW (2)
Classroom learning in university and sector-specific
industry training (1)
Not applicable to my practice (1)

Table 21 M1TOT Trainee views for utilisation of practice as a result of the training

From the six responses provided, five felt that the training could be used in the upcoming training
or for future training external to the FORMOBILE project. One respondent, however, felt that the
training was not applicable to their practice.

I don’t see the results of this training as applicable to my practice (although building a CTF is an

interesting topic).

Physical campuses may prepare students better while you have an opportunity to have a hands-on
training.

35

When asked about the DRM in the end of course evaluation the participants of M1TOT recognised what the DRM was. There were mixed opinions
on whether the group exercises helped them to understand the model better (3 = Yes, 2 = No, 1 = Other). Yet, five of the six respondents felt that the
use of the DRM helped them to consider previous knowledge and requirement that the learner would need to complete for the tasks outlined.
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WP7 know that the trainers were disappointed that a live physical workshop/campus was not
provided. Where the participants of M1TOT openly voiced in-person they felt such an environment
would be better to achieve the necessary activities during training in the field of mobile forensics.
Though, the participants recognised the competitive element of a Capture the Flag Event.
Of the six responses, five expressed they felt prepared to facilities the upcoming CTF event. With
comments that the CTF platform was simple and presented well; the structure and completion of
the FORMOBILE e-learning modules and M1TOT provided the skills to perform as a FORMOBILE
trainer. Though, the person who could not see how the training was applicable to their practice was
also concerned that they did not themselves know how the traces should have been correctly
searched to answer the questions posed as a starting point. As the evaluation form is anonymous,
it is hard to say why this response was provided. However, there were some legal and ethical
advisors involved in M1TOT who were not expected to replicate the technical activities, and this
may have led to these feelings. WP7 specifically divided the training the trainers into two
components, technical and legal.
While the M1TOT participants were expected to continue to provide contributions to activities for
M2MCW (i.e., CTF challenges). WP7 asked the ten trainees to do so to ensure that they were actively
involved in design, development, and delivery of the CTF, as part of the train-the-trainer approach.
Such contribution would also allow these individuals to feel some ownership to the FORMOBILE
project as law enforcement stakeholders. However, the WP7 development team identify that this
task was not realised. Very few to no participants (collectively or otherwise) provided additional
task outlines for the CTF other than those created during the workshop in January. Furthermore, a
handful of individuals involved in the facilitation of the CTF continued to present a lack of
preparation between M1TOT and M2MCW36.
As part of the review of the e-learning materials (by the participants of M1TOT) and prior to the
main e-learning pilot courses, the FORMOBILE CWA was provided to the individuals. Some
individuals were involved in the main reviews of the CWA within Work Package 3; however, the
respondents were asked to think about the CWA and indicate how confident they were that the

36

This led to NMPS creating all tasks in the CTF and providing the trainers with a handbook by means of a manual to facilitate the event and grading
tasks.
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dimensions included in the CWA could be applied on-the-job. The results are presented below from
the six participants who responded.

Figure 63 FORMOBILE CWA Dimensions and Confidence

The M1TOT participants were also asked to consider to what level they felt the CWA was
appropriate for the law enforcement community. These results are presented below form the six
participants who responded.

Figure 64 FORMOBILE CWA Appropriateness

It is good to have a common document for law enforcement use.

Very good that it is, and that it is one document.

In addition, M1TOT participants were expected to consider and assess the degree to which they felt
two key statements related to the aims of the CWA had been achieved by the efforts in Work
Package 3 deliverable, namely the FORMOBILE CWA. These statements and results from the six
respondents are highlighted overpage.
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"[] the primary purpose of [the FORMOBILE CWA] is to provide recommendations for a complete
forensic investigation chain targeting mobile devices that covers good practices for the mobile phone
forensic chain, tools for the acquisition, recovery, analysis and visualisation of data, as well as the
necessary training required to effectively use the new tools and successfully follow the good practices."

Figure 65 FORMOBILE CWA Aim and Possible Achievement (1)
"The CWA seeks to document good practice guidance for the correct and necessary processes,
competencies and methods required to ensure the admissibility of the evidence. It provides a set of
guidelines that fit within the wider context of digital forensic investigations for law enforcement
in general at the level of specificity, necessary to keep these guidelines meaningful, whilst
simultaneously avoiding such detail that make them quickly obsolete."

Figure 66 FORMOBILE Aim and Possible Achievement (2)

The participants of M1TOT felt these statements were achieved having seem the draft content of
the

CWA.

The

final

FORMOBILE

CWA

(CWA

17865:2022)

is

available

here:

https://www.cencenelec.eu/get-involved/research-and-innovation/cen-and-cenelecactivities/cwa-download-area/.
Considering the e-learning Materials
Participants of M1TOT were asked to consider the e-learning content they reviewed in the months
leading up to the event, and which were later to be piloted by the law enforcement community for
comments. The results of these pilots have already been considered in previous sections of this
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report, however, below we consider what the FORMOBILE trainers communicated about these
courses at Level 1 (see D7.1 for the Novel Curriculum).
All the six respondents were satisfied or very satisfied that the training methods, materials, and
training environment were appropriate (Figure 67).

Figure 67 M1TOT Post Evaluation: Considering the e-Learning Setting

I’d love to do this in real life, but the online environment is very good.

The trainers were also asked if they would recommend the FORMOBILE programme/courses to the
various stakeholders the courses are intended for. Each stakeholder group was outlined, and the six
individuals responded in the following way, as depicted in Figure 68. One participant expressed
‘Other’ and identified the training would also be good for “Students (cyber security, digital
forensics)”.

Figure 68 M1TOT Post Evaluation: Considering the e-Learning Courses & Stakeholder Groups

Most of the students will get a lot of useful information and get a better understanding of mobile
forensics.
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Very relevant for all, nothing that for Mobile Forensics Examiners/Analysts this is a solid introduction
which to build more specialist knowledge and experience.

The training is relevant to all areas in the investigation chain and as such I believe it is suitable to all
stakeholder groups.

One individual did comment, however, that some of the information provided is “way too technical
and may need some revision”. This comment was considered by the content developers, assessed,
and no changes were made as this may only be the case for those who have no technical experience.
Though, with the acceleration in the use of for example, Kiosks and the need for mobile devices to
be acquired as soon as feasibly possible, then more personnel should be educated and trained to
be able to carry out the necessary tasks and actions.
Furthermore, comments below are provided from the six respondents on each of the previously
reviewed courses, see Table 22. All respondents felt that the learning outcomes for M1FBP –
Fundamentals and Best Practices were met (M1FBP; M1FBP-TS). Five indicated the learning
outcomes for M1FMT – Mobile Forensics using the FORMOBILE Tools were met, one individual had
not yet completed the course and could not comment. For M1MGT – Mobile Forensics for
Management the respondents had mixed feelings. Three felt the learning outcomes for the course
were met, two were unsure if the learning outcomes were met, and one had yet to complete the
course due to timings and operational duties.

M1FBP

M1FBP-TS

Responses
“ ood module, provides a correct understanding of the themes of mobile
forensics”
“Very useful and well-made course of before mentioned topics”
“Well structured course, very informative. I enjoyed it.”
“Solid foundation and appropriate pedagogical narrative”
“Topics well-chosen and developed”
“Also a good module, simple to understand and gives us the tools and
learning objectives.”
“This course is diving a little bit deeper, and it is also very useful and well
made. Tasks and exercises keep your motivation high!”
“Well structured exercises”
“Solid foundation”
“Topics well chose and developed, especially the second part”
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M1FMT

M1MGT

“Also a good module, simple to understand and gives us the tools and
learning objectives.”
“It was very useful and well made. Best part of the course was well made
case and exercises!”
“Enjoyed the course and getting familiar with the tools”
“Still working through this one”
“Topics well developed.”
“I don’t have any interests on this module.”
“I am not the target group, so I found the course a little bit out of focus for
me. Still, I think the formation is very useful for management.”37
“ ood course reinforced awareness of the lab processes and procedures.”
“Still working through this one”
“Topics well developed”

Table 22 M1TOT Trainee views on the e-Learning Courses

Unfortunately, at the time responses were provided by the trainers (January 2022), and at the time
of writing, the development of M1FPJ – Mobile Forensics for Prosecution and Judges was
incomplete. Furthermore, the delivery of M1FPJ as a pilot course was infeasible due to time
restrictions. FORTH (task lead for T7.2) continue to develop the course and anticipate a review of
the content by FORMOBILE partners.
Additional feedback from M1TOT participants saw one respondent feedback and evaluate that they
felt the e-learning courses may need to be some more exercises and tasks. This is something that
should be considered for M1FBP, M1MGT, and M1FPJ38.
One respondent also recognised that the training requires continual effort to keep up to date with
the field and law enforcement needs. This is a task that should be achieved by the community (e.g.,
the FORMOBILE consortium and other law enforcement agencies within the community).
We will need to support it, teach it, keep it updated and exploit the resource as an active ecosystem.

Post M2MCW (CTF) Evaluation
Part of M1TOT was the trainer involvement to facilitate a CTF pilot, as indicated above. Using a
Microsoft evaluation form, the trainers were asked to consider several aspects of the training and
their contributions.

37

It is good to remember that the individuals participating in M1TOT are digital/mobile forensic practitioners and legal and ethical advisors, or
educators in the field.
38
WP7 developers assessed that M1FMT does not require additional exercises to those provided or outlined. Outline exercises are awaiting future
development due to the requirements of components and dependencies from other work packages.
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The evaluation form took an average of approximately 17 minutes. Five of the eight individuals
present responded to the evaluation. Activities required that trainers were active between the
hours of 10:00 and 14:00 CET daily for the CTF.
Trainers were expected to collaborate with each other to discuss how to grade challenges based on
the submissions and with the use of the handbook. They were expected to facilitate the event and
student learning, and primarily award grades to the participants. All individuals were actively
involved. However, there was little interaction from the participants in the window where the
Trainers were present on Microsoft Teams.
The results of the post evaluation are discussed below. Firstly, four of the respondents felt that they
solicited and responded to questions from the participants of the CTF. The following comments
were also provided concerning contributions and observations of the difficult of some challenges.
We have tried to provide participants with detailed comments regarding their answers regardless of
the fact if it was a correct or incorrect response.

In my opinion there was some questions that was difficult to some participants.

All five respondents felt that they periodically checked the participants’ comprehension of the
content, and this is reflected in the response above which identifies a collaborative effort by the
FORMOBILE team to provide comments regardless of the correct or incorrect nature of the
submissions. This was also observed by WP7 who oversaw the facilitation by the FORMOBILE
trainers.
The trainers were expected to consider the learning and CTF activities reflecting on what occurred
and what they observed, for example, in the submissions by the learners. All responses received
were positive for the items outlined below, except two neutral responses concerned with the marks
outlined for each challenge, as devised by NMPS (see Figure 69).
While trainers felt that they periodically checked the submissions and the responded to, graded,
and commented on the submissions, one respondent felt that all participants’ question were not
answered in a timely fashion during the training. This response is not wholly unexpected as many
participants of the CTF completed activities outside of the availability of the trainers, and therefore
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the manual submissions requiring grading were left by WP7 for the FORMOBILE trainers to assess
the next working day.

Figure 69 M1TOT Post CTF Facilitation Setup and Learning Observations

When asked to consider the technical level of the material covered in the CTF and to what level it
was appropriate, all but one trainer felt that the level of the material was ‘Just right’. One
respondent felt the level of the content to be ‘Too difficult/too technical’. However, all five
respondents felt that the FORMOBILE e-learning prepares the CTF participants well to complete the
CTF challenges (‘Strongly agree’ = 1; ‘Agree’ = 4).
The trainers were also asked to assess their own engagement and contributions and the results were
positive as presented in Figure 70.

Figure 70 M1TOT Post CTF Facilitation Trainers own Engagement and Contributions

Further learning and skills were investigated where all five FORMOBILE trainers who responded
expressed agreement with the statements in Figure 71, where they were asked to assess their own
skills and how they had either developed or been reinforced by participating as a trainer.
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Figure 71 M1TOT Post CTF Facilitation Trainers own Learning and Skills

WP7 also asked if the FORMOBILE trainers felt they would be able to immediately use the
FORMOBILE training to train others in the field of mobile forensics within their own organisation.
The responses were good and show that four of the five trainers would be able to, and one provided
a neutral response (Figure 72).

Figure 72 M1TOT Post CTF: Immediate use of the FORMOBILE Training to Train Colleagues

The event was very useful for me. I now have a good understanding how the CTF is tied to the
FORMOBILE courses.

All trainers either strongly agreed (n=3) or agreed (n=2) that the CTF platform (CTFd) was easy to
use. Though, limitations of the CTF platform observed by the trainers include the control of
submissions and the inability to see the question on the platform when grading and the requirement
to use the handbook in a separate window.
From the statistics you can see interesting information from the various parts of the CTF event. It is
useful to find out for example, questions that can be understood wrongly.

Overall, the responses from the FORMOBILE trainer route were positive for both the review of the
e-learning courses and the train-the-trainer model.
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5. CONCLUSIONS
5.1. Summary
In section 1 we have described the scope of the project, the training, and this deliverable. The focus
of the training was level 1 and 2 courses developed and piloted as part of the FORMOBILE project,
and this deliverable assesses the validation of the training.
In section 2 we have described the methodology used to evaluate the training, which uses the
Kirkpatrick’s Training Evaluation Model. Data gathering was performed by using questionnaires
distributed before a course and after a course using Microsoft Forms. Other methods for analysis
included data from the learning platforms used to pilot the training materials to extract relevant
metrics to validate the training courses.
In section 3 we have shown the results of the evaluation for the online courses (M1FBP, M1MGT,
M1FMT), the training of the trainers (M1TOT), and the Capture the flag gamification approach
(M2MCW). The evaluation consists of using Kirkpatrick’s Training Evaluation Model level 1
(reaction), 2 (learning) and 3 (behaviour). Participants agree that the courses were relevant for their
work, they felt they have reached the learning outcomes, and they are changing behaviour and
improving their current work process were needed.
We conclude that the training pathways and its content meet the law enforcement needs and are
therefore validated for the target stakeholder groups.
Based on the experiences with the Capture the Flag (CTF) gamification, WP7 conclude that such
activities were suited to specialised practitioners in mobile forensics, though it cannot be concluded
that such activities are suited to all practitioners. WP7 observed that the CTF may have been too
long for the individuals to participate in the event due to operational obligations. For example, some
questions were unanswered by several participants, while other answers to questions arguably
seemed rushed or incomplete.
WP7 conclude that the online self-paced courses (M1FBP, M1FMT, and M1MGT) required more
dedication than physical workshop alternatives for the learners to reach the learning outcomes. On
the other hand, the online approach makes the training more available and exploitable for law
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enforcement agencies allowing practitioners to participate in the trainings alongside their daily
work. Arguably, the pilot courses demonstrated that the costs for law enforcement agencies may
be decreased, meanwhile the number of participants to attend the courses can be increased. Such
offerings would be ideal as more practitioners are expected to handle digital evidence and devices
throughout the mobile investigation chain. The benefits of these online trainings are only valid when
assuming the training is kept up to date in future years, and that the law enforcement agencies
(restricted to the listing provided for exploitation) can host the courses internally using their own
dedicated learning management system (LMS) or attending future FORMOBILE courses delivered by
partners or FORMOBILE trainers. The FORMOBILE trainings are not seen as means to replace other
tool dependent training in the field.
Finally, it is worth highlighting that the FORMOBILE curriculum also includes training courses on
levels 3 and 4, and these courses also represent the needs of the Law Enforcement in Europe.
However, the content of these courses were not developed by WP7 during the project and are
therefore not a part of this validation report.
In respect of organisation and delivery, WP7 identify that COVID19 had a great impact on the original
plans set for the trainings in WP7. The global pandemic affected the timeline of the courses due to
the shift from physical workshops to online approaches using e-learning and gamification. The
process may have also had an impact on participants and their enrolment or completion of courses
due to high workloads and the timeline between application and attendance.
Overall, WP7 conclude that the training was a success.
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5.2. Future work
Currently the virtual crime scene is setup as a 360-degree element with notes, questions, and some
basic interactivity from the learner. Future works in this area may include more embedded content
and e-learning elements such as integrated scoring, interactive questions, and quizzes within the
virtual setting.
At the time of writing M1FPJ – Mobile Forensics for Prosecution and Judges, has not been piloted
or seen any form of review as planned due to its slower than expected development pace. The
content is expected to be developed in full by the end of the project and shall be reviewed by the
legal and ethical partners in the FORMOBILE project.
For M1TOT the trainer handbook and student handbook are still to be written, but due to time and
the additional workload taken on by NMPS for T7.2 these have yet to be delivered.
It was also hoped that the M3NET – Mobile Networks course would be developed as part of T7.2,
however, this has up to the time of writing been infeasible. Content has been delivered on paper
from the Scientific Advisor (University of Adelaide). NMPS are working with the Scientific Advisor to
deliver the e-learning course after the end of the project.
It is highly recommended to develop content for all FORMOBILE curriculum courses on level 3 and
4 (see curriculum diagram in D7.1), and to keep the level 1 and level 2 courses continuously managed
and updated.
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Glossary/Definitions and Acronyms/Abbreviations
Term/acronym

Definition / Description

CTF

Capture the Flag Event

LEA

Law Enforcement Agency

LMS

Learning Management System

M1FBP

M1FBP – Mobile Forensics Fundamentals and Best Practices

M1FMT

M1FMT – Mobile Forensics using the FORMOBILE Tools

M1M T

M1M T – Mobile Forensics for Management

M1FPJ

M1FPJ – Mobile Forensics for Prosecutors and Judges

M1TOT

M1TOT – Mobile Forensics Training of Trainers

M2MCW

M2MCW – Mobile Forensics Training Campus Week

Table 23 Terms and definitions, acronyms and abbreviations
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Table 12 M1FMT Assessment Details: Parts and Average Scores
Table 13 M1MGT Assessment Details: Parts and Average Scores
Table 14 M2MCW Assessment Details: Parts and Average Scores
Table 15 Number of Evaluations Received for the FORMOBILE Training Pilot Courses
Table 16 CTF (M2MCW) Challenge Score Breakdown
Table 17 CTF (M2MCW) Incorrect Challenges for Review
Table 18 CTF (M2MCW) Views on Topics, Positives of the Event and Event Suggestions
Table 19 M1TOT Number of Attendees
Table 20 M1TOT Trainee views on Likes and Dislikes of the Online Workshop Event
Table 21 M1TOT Trainee views for utilisation of practice as a result of the training
Table 22 M1TOT Trainee views on the e-Learning Courses
Table 23 Terms and definitions, acronyms and abbreviations
Table 24 FORMOBILE Training List of Pre- and Post-Learning Evaluations Circulated
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Annexes
ANNEX I. Pre- and Post-Learning Questionnaire Templates
This Annex provides both pre- and post-learning questionnaires, where necessary or available) for
each course piloted during the lifetime of the project. See Table 24 for more information.
Course
Code
M1FBP
M1FMT
M1MGT
M1TOT
M2MCW

Evaluation Template
Pre-Learning
Course Name
Mobile Forensics Fundamentals and
✔
Best Practices
Mobile Forensics using the FORMOBILE
✔
Tools
Mobile Forensics for Management
✔
Mobile Forensics Training of Trainers
Mobile Forensics Training Campus
Week (CTF)

Post-Learning

✔

Audience
Pilot Participants

✔

Pilot Participants

✔
✔
✔

Pilot Participants
Pilot Trainers
Pilot Participants
and Pilot
Trainers
(Two evaluations
conducted)

Table 24 FORMOBILE Training List of Pre- and Post-Learning Evaluations Circulated
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Pre-Learning Questionnaire for M1FBP
1. Can you describe your overall knowledge in mobile forensics:*
•
•
•

I have no knowledge in mobile forensics.
I know the fundamentals of mobile forensics, but I lack a detailed knowledge.
I have a wealth of knowledge in mobile forensics and apply this daily.

2. Have you taken part in training in mobile forensics before today?*
•
•

Yes
No

3. If yes, could you please specify the title/s of the training and delivery institutions (if
known/may be documented):
4. Can you identify the mobile forensic tools currently used in an investigation (from crime
scene through to court) where mobile devices are acquired, extracted, and analysed?*
•
•
•
•
•
•
•
•
•
•
•
•
•
•
•
•
•

Cellebrite
MSAB
MOBILedit
AFLogical OSE
FTK Imageer
Encase
Oxygen Forensic Suite
Belkasoft
Elcomsoft iOS Forensic Toolkit
GrayKey
Autopsy
Magnet Forensics
ALEAPP
iLEAPP
M.E.A.T
Andriller
Other: _____________

5. Please list any other tools you currently use in an investigation (from crime scene through
to court) where mobile devices are acquired, extracted, and analysed?*
This does not have to be a mobile forensic tool, and can be other tools used to aid your
investigations.
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6. On a scale between 1 and 5 what is your current level of knowledge about: *
No
Few
knowledge knowledge

Some
knowledge

Good
knowledge

Excellent
knowledge

the fundamentals
of computer
science and mobile
technologies
the concepts,
techniques,
principles, and
procedures applied
in the field of
mobile forensic
investigation
the best practices
currently applied in
the field of mobile
forensic
investigation
the standards in
mobile forensics
the laws related to
mobile forensic
investigations
the applicability of
the Law
Enforcement
Directive (LED)
the Data
Minimisation
Principle
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Post-Learning Questionnaire for M1FBP
1. Thinking about the course you just completed, please indicate the level of your satisfaction
against the following dimensions.*
Very
Dissatisfied
dissatisfied

Neither
dissatisfied
nor
satisfied

Satisfied

Very
satisfied

Appropriateness of the
training methods
(e.g., use of mixed
teaching methods to
portray information
such as videos, practical
exercises, written texts,
diagrams, interactive
elements, additional
reading tasks, text-tospeech elements, etc.)
Appropriateness of the
training materials
(e.g., paper and/or
electronic materials
offered in support of the
learning process)
Appropriateness of the
training environment
(e.g., the usability of the
training platform/
Learning Management
System (for online
training), whether the
technology is conducive
to learning, if the
learning environment
was enjoyable, etc.)

2. Thinking about the course you just completed, please indicate to what degree you agree
with each statement below using the following rating scale:*
Strongly Disagree
disagree

Neither
agree nor
disagree

Agree

Strongly
agree

I was engaged during the
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course
The activities and exercises
aided my learning
This course enhanced my
knowledge of the subject
matter
I will be able to
immediately use what I
learned
The course was relevant to
what I might be expected
to do on the job
This course provided
content that is relevant to
my daily job
The course material will
contribute to my future
success
I would recommend this
program to my co-workers
3. Please provide comments along with your rating to help us improve this course in the
future.*
4. Can you assess how your knowledge about the following topics below has improved by
participating in this training program?*
Very
dissatisfied

Dissatisfied

Neither
dissatisfied
nor satisfied

Satisfied

Very
satisfied

the fundamentals of
computer science and
mobile technologies
the concepts,
techniques,
principles, and
procedures applied in
the field of mobile
forensic investigation
the best practices
currently applied in
the field of mobile
forensic investigation
the standards in
mobile forensics
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the laws related to
mobile forensic
investigations
the applicability of
the Law Enforcement
Directive (LED) to
mobile forensic
investigations
the Data Minimisation
Principle in mobile
forensic
investigations
5. From what you learned, what will you be able to apply on your job?*
You may also include any reasoning.

6. Can you assess how confident you are that you will be able to apply what you have learned
on the course on the job?*
•
•
•
•
•

No confidence
Slight confidence
Moderate confidence
Fair confidence
High confidence

7. Please make any comments here for the question above.
8. Can you assess how committed you are to applying what you have learned on the course
to your work?*
•
•
•
•
•

Not committed
Slightly committed
Moderately committed
Fairly committed
Highly committed

9. Please make any comments here for the question above.
10. Please assess and indicate what assistance or resource you will need to successfully apply
what you learned on the job?*
11. Can you assess to what degree you think this course is suitable for all stakeholder groups in
the mobile forensic investigation chain?*
(e.g., first responders, mobile forensic examiners/analysts, investigators, prosecutors, judges, and
managers)

Grant Agreement: 832800

Dissemination level: PU

Page 115 of 146

D7.3 Training Validation Report

12. Do you have any suggestions on how this training can be improved?
Your input will be considered and integrated into the design of the final training modules.
13. Any other comments.
Please use this section to provide us with any additional information or comments you would like to
inform us about.
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Pre-Learning Questionnaire for M1FMT
1. Can you describe your overall awareness of managing investigations or
departments/sections that handle investigations involving mobile forensics:*
•
•
•

I have no previous awareness of the FORMOBILE Tools
I know the fundamentals of the FORMOBILE Tools, but I lack a detailed knowledge
I have a wealth of knowledge in mobile forensics and apply this daily.

2. Have you taken part in training in mobile forensics before today?*
•
•

Yes
No

3. If yes, could you please specify the title/s of the training and delivery institutions (if
known/may be documented):
4. On a scale between 1 and 5 what is your current level of knowledge regarding: *
No
Few
knowledge knowledge

Some
knowledge

Good
knowledge

Excellent
knowledge

MSAB tools and their
use
performing data
acquisitions from
mobile devices
anti-forensic
techniques and how
to deal with these
during a digital
investigation
performing cloud
extractions
the challenges and
considerations
needed when
dealing with clone
handsets
malware and how it
may impact an
investigation
5. On a scale between 1 and 5 what is your current level of knowledge and skills to: *
No
Few
Some
Good
Excellent
knowledge knowledge knowledge knowledge knowledge
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and skills

and skills

and skills

and skills

and skills

Perform data link
analysis to generate
visual connections for
a variety of data
sources

Post-Learning Questionnaire for M1FMT
1. Thinking about the course you just completed, please indicate the level of your satisfaction
against the following dimensions.*
Very
Dissatisfied
dissatisfied

Neither
dissatisfied
nor
satisfied

Satisfied

Very
satisfied

Appropriateness of the
training methods
(e.g., use of mixed
teaching methods to
portray information
such as videos, practical
exercises, written texts,
diagrams, interactive
elements (including
simulations and demos),
additional reading
tasks, text-to-speech
elements, etc.)
Appropriateness of the
training materials
(e.g., electronic
materials offered in
support of the learning
process)
Appropriateness of the
training environment
(e.g., the usability of the
training platform/
Learning Management
System (for online
training), whether the
technology is conducive
to learning, if the
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learning environment
was enjoyable, etc.)
2. Thinking about the course you just completed, please indicate to what degree you agree
with each statement below using the following rating scale:*
Strongly Disagree
disagree

Neither
agree nor
disagree

Agree

Strongly
agree

I was engaged during the
course
The activities and exercises
aided my learning
This course enhanced my
knowledge of the subject
matter
I will be able to
immediately use what I
learned
The course was relevant to
what I might be expected
to do on the job
This course provided
content that is relevant to
my daily job
The course material will
contribute to my future
success
I would recommend this
program to my co-workers
3. Please provide comments along with your rating to help us improve this course in the
future.*
4. Can you assess how your knowledge about the following topics below have either
developed or been reinforced by participating in this training program?*
Very
dissatisfied

Dissatisfied

Neither
dissatisfied
nor satisfied

Satisfied

Very
satisfied

fundamental
awareness of data
acquisition in mobile
forensics and the
different acquisition
methods available
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awareness of antiforensic systems and
the associated risks
clone handsets and
their origins
cloud data and its
relevance in mobile
forensics
the difference
between extracting
data and decoding
that extracted data
the possibility to use
alternative data
sources such as
binary files and
warrant returns
awareness of
malware in
investigations and its
impact
awareness of context
driven intelligence
and semantic analysis
the concept of
persona profiling for
link analysis
5. Can you assess how your skills and competence for the topics below have improved by
participating in this training program?*
Very
dissatisfied

Dissatisfied

Neither
dissatisfied
nor satisfied

Satisfied

Very
satisfied

acquiring and
analysing data as
demonstrated using
the FORMOBILE tools
deployment, in
principle, of the antiforensic system and
recognition of its
intended use
awareness of clone
devices within digital
forensics and the
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increased support
offered by the
FORMOBILE
CLONEaCQUIRE
awareness of the
capabilities of
FORMOBILE
CLOUDxTRACT tool
alongside the
challenges
surrounding cloud
data extraction
explain the
differences between
decoded and
undecoded data and
the possible impact
on investigations
recognise and import
different data format
types into forensic
tools for analysis
awareness of the
malware analysis tool
provided by
FORMOBILE and how
this can assist
investigations
utilise of content
recognition and
textual analysis and
describe how the
FORMOBILE semantic
analyzer tool
functions
perform data link
analysis to generate
visual connection
maps for various data
sources using the
forensic suite and the
FORMOBILE visualizer
6. What particular skills, knowledge, or topics taught in this course will be most applicable to
your role, or bring you the most benefit in your future work?*
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7. Overall, how confident do you feel that you will be able to apply the skills and/or knowledge
learned on this course in your future work?*
•
•
•
•
•

No confidence
Slight confidence
Moderate confidence
Fair confidence
High confidence

8. Please include any comments to help us understand why you selected this answer.
9. How committed you are to applying what you have learned on the course to your work?*
•
•
•
•
•

Not committed
Slightly committed
Moderately committed
Fairly committed
Highly committed

10. Please include any comments to help us understand why you selected this answer.
11. Consider applying what you have learned during this course. What additional assistance or
resources do you feel you might need (if any) to successfully apply what you learned to your
future work?*
12. Please share any comments you may have on how suitable this course is in teaching digital
forensic professionals the fundamentals of the FORMOBILE tools and their intended
purpose/use.*
13. Please indicate if you feel the course is suitable for other stakeholder groups in law
enforcement.*
•
•
•
•
•

First Responders
Investigators
Prosecutors
Judges
Other: _____________

14. Please make any comments here for reasoning behind your selections in the question
directly above.
15. Do you have any suggestions on how this training can be improved?
Your input will be considered and integrated into the design of the final training modules.
16. Any other comments.
Please use this section to provide us with any additional information or comments you would like to
inform us about.
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Pre-Learning Questionnaire for M1MGT
1. Can you describe your overall awareness of managing investigations or
departments/sections that handle investigations involving mobile forensics:*
•
•
•

I have no previous awareness of managing investigations or departments/sections
that handle or involve mobile forensics.
I know the fundamentals of managing investigations or departments/sections that
handle or involve mobile forensics, but I lack a detailed knowledge in mobile
forensics.
I have a wealth of knowledge in managing investigations or departments/sections
that handle or involved mobile forensics and apply this daily.

2. Have you taken part in training in mobile forensics before today?*
•
•

Yes
No

3. If yes, could you please specify the title/s of the training and delivery institutions (if
known/may be documented):
4. On a scale between 1 and 5 what is your current level of knowledge about: *
No
Few
knowledge knowledge

Some
knowledge

Good
knowledge

Excellent
knowledge

mobile forensics
principles, best
practices,
procedures, and
techniques in mobile
forensic
investigations
the laws related to
mobile forensic
investigation and the
applicability of the
Law Enforcement
Directive (LED)
the challenges and
pressures in mobile
forensics
the working
demands for digital
forensics examiners,
analysts, and
investigators alike
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managing unrealistic
demands in an
investigation
involving digital
evidence
(e.g., throughput of
cases, complexity of
cases, inadequate
resources, improper
working conditions,
etc.)
5. On a scale between 1 and 5 what is your current level of knowledge and skills to: *
No
Few
Some
Good
Excellent
knowledge knowledge knowledge knowledge knowledge
and skills
and skills
and skills
and skills
and skills
assess limitation of
company/
organisational
resources which have
an impact on mobile
forensic investigations
(e.g., technical,
staffing, training, etc.)
make informed
decisions considering
investigations involving
digital evidence and
the potential resources
(e.g., potential
resources include for
example:
equipment/hardware,
software licenses,
staff, training, etc.)
assessing the
competence of the
organisations’ staff
and their awareness of
mobile forensics for
investigations
(e.g., technical,
investigators, first
responders, managers,
liaising with actors of
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the judiciary, partners,
etc.)

Post-Learning Questionnaire for M1MGT
1. Thinking about the course you just completed, please indicate the level of your satisfaction
against the following dimensions.*
Very
Dissatisfied
dissatisfied

Neither
dissatisfied
nor
satisfied

Satisfied

Very
satisfied

Appropriateness of the
training methods
(e.g., use of mixed
teaching methods to
portray information
such as videos, practical
exercises, written texts,
diagrams, interactive
elements, additional
reading tasks, text-tospeech elements, etc.)
Appropriateness of the
training materials
(e.g., paper and/or
electronic materials
offered in support of the
learning process)
Appropriateness of the
training environment
(e.g., the usability of the
training platform/
Learning Management
System (for online
training), whether the
technology is conducive
to learning, if the
learning environment
was enjoyable, etc.)
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2. Thinking about the course you just completed, please indicate to what degree you agree
with each statement below using the following rating scale:*
Strongly Disagree
disagree

Neither
agree nor
disagree

Agree

Strongly
agree

I was engaged during the
course
The activities and exercises
aided my learning
This course enhanced my
knowledge of the subject
matter
I will be able to
immediately use what I
learned
The course was relevant to
what I might be expected
to do on the job
This course provided
content that is relevant to
my daily job
The course material will
contribute to my future
success
I would recommend this
program to my co-workers
3. Please provide comments along with your rating to help us improve this course in the
future.*
4. Can you assess how your knowledge about the following topics below has improved by
participating in this training program?*
Very
dissatisfied

Dissatisfied

Neither
dissatisfied
nor satisfied

Satisfied

Very
satisfied

the fundamentals of
mobile forensics
principles, best
practices, procedures,
and techniques in
mobile forensic
investigations
the laws related to
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mobile forensic
investigation and the
applicability of the
Law Enforcement
Directive (LED)
the challenges and
pressures in mobile
forensics
working demands for
digital forensics
examiners, analysts,
and investigators
alike
managing unrealistic
demands in an
investigation
involving digital
evidence
assess limitation of
company/
organisational
resources which have
an impact on mobile
forensic
investigations
make informed
decisions considering
investigations
involving digital
evidence and the
potential resources
assessing the
competence of the
organisations’ staff
and their awareness
of mobile forensics
for investigations
awareness of the
resources and risks
associated with
laboratory setup,
usage, and security

5. From what you learned, what will you be able to apply on your job?*
You may also include any reasoning.
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6. Can you assess how confident you are that you will be able to apply what you have learned
on the course on the job?*
•
•
•
•
•

No confidence
Slight confidence
Moderate confidence
Fair confidence
High confidence

7. Please make any comments here for the question above.
8. Can you assess how committed you are to applying what you have learned on the course to
your work?*
•
•
•
•
•

Not committed
Slightly committed
Moderately committed
Fairly committed
Highly committed

9. Please make any comments here for the question above.
10. Please assess and indicate what assistance or resource you will need to successfully apply
what you learned on the job?*
11. Can you assess to what degree you think this course is appropriate for managers in the
mobile forensic investigation chain?*
•
•
•
•
•

Absolutely inappropriate
Inappropriate
Neither appropriate nor inappropriate
Appropriate
Absolutely appropriate

12. Can you assess to what degree you think this course is suitable for other stakeholder groups
in the mobile forensic investigation chain?
(e.g., first responders, mobile forensic examiners/analysts, investigators, prosecutors, and
judges)
13. Do you have any suggestions on how this training can be improved?
Your input will be considered and integrated into the design of the final training modules.
14. Any other comments.
Please use this section to provide us with any additional information or comments you would like to
inform us about.
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Post-Learning Questionnaire for M1TOT for Pilot FORMOBILE Trainers
1. Please indicate your level of agreement with the statements listed below:*
Strongly Disagree
disagree

Neither
agree nor
disagree

Agree

Strongly
agree

The objectives of the
Training of Trainer course
were clearly defined.
Participation and
interaction were not
encouraged.
The topics covered were
relevant to mobile
forensics.
The content was not
organised and was not easy
to follow.
The training experience will
be useful in my work.
The trainers/facilitators
from the FORMOBILE Work
Packages were not
knowledgeable about the
training topics.
The trainers/facilitators
from the FORMOBILE Work
Packages were well
prepared.
The time allowed for the
training was insufficient.
The training objectives were
met.
The training environment
was not appropriate for the
Train the Trainer workshop.
I was engaged during the
course.
2. What did you like most about the Train the Trainer event?*
3. What aspects of the training could be improved?*
4. How do you hope to utilise your practice as a result of this training?*
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5. Do you feel prepared to facilitate the Capture the Flag (CTF) event?*
•
•
•

Yes
No
Other: _______________

6. Please add comments for your reasoning for the above question:*
If you indicated ‘no’ to the question previously, please tell us what you need access to in
order to be more prepared to facilitate the CTF.

7. Do you feel prepared as a Trainer of the FORMOBILE courses?*
•
•
•

Yes
No
Other: _______________

8. Please add comments for your reasoning for the above question:*
If you indicated ‘no’ to the question previously, please tell us what you need access to in
order to be more prepared to deliver any FORMOBILE training courses.
9. Please add any other comment you have about the Train the Trainer event.
Training of Trainers (ToT) Tasks and Learning
10. Please explain your understanding of the Didactical Relationship Model (DRM).*
11. In your opinion, did the Group Tasks help you to understand the model better?*
Please use ‘Other’ if you are unsure and please describe.
•
•
•

Yes
No
Other: _______________

12. In your opinion, did the DRM model help you take into account previous knowledge and
requirements the learning would need to complete tasks you outline?*
Please use ‘Other’ if you are unsure and please describe.
•
•
•

Yes
No
Other: _______________

13. In your opinion, will the training lessons developed during the ToT help you facilitate/guide
the Capture the Flag (CTF) event?*
Please use ‘Other’ if you are unsure and please describe.
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•
•
•

Yes
No
Other: _______________

14. In your opinion, was it useful to see each of the FORMOBILE Tools demonstrated live by the
developers?*
• Yes
• No
• Other: _______________
15. In your opinion, did the demonstrations of the tools compliment knowledge gained during
M1FMT – Mobile Forensics using FORMOBILE Tools?*
• Yes
• No
• Other: _______________
16. Please provide any comments you may have about the FORMOBILE Tools.
The FORMOBILE e-learning Course
For the following questions, we would like you to consider the e-learning course that you took part
in as part of the FORMOBILE Train the Trainer Programme and you review of the materials.
17. Thinking about the courses you completed prior to the Train the Trainer event, please
indicate the level of your satisfaction against the following dimensions? *
Very
Dissatisfied
dissatisfied

Neither
dissatisfied
nor
satisfied

Satisfied

Very
satisfied

Appropriateness of the
training methods
(e.g., use of mixed
teaching methods to
portray information
such as videos, practical
exercises, written texts,
diagrams, interactive
elements, additional
reading tasks, text-tospeech elements, etc.)
Appropriateness of the
training materials
(e.g., paper and/or
electronic materials
offered in support of the
learning process)
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Appropriateness of the
training environment
(e.g., the usability of the
training platform/
Learning Management
System (for online
training), whether the
technology is conducive
to learning, if the
learning environment
was enjoyable, etc.)
18. If you would like to add additional comments related to dimensions in the question above,
please do so here.
19. Please indicate whether or not you would recommend the FORMOBILE programme/courses
to the following stakeholders:*
Please check against all those you feel you would recommend the courses/programme. If ‘Other’,
please state a stakeholder group.

•
•
•
•
•
•
•
•

First Responders
Mobile Forensic Examiners/Analysts
Investigators
Prosecutors
Judges
Lab Managers
Higher Level Organisation Managers
Other: ______________

20. Please comment and assess to what degree you think this course is suitable for all
stakeholder groups in the mobile forensic investigation chain?*
(i.e., please provide reasoning for your answers provided in the question above)

The FORMOBILE e-Learning Courses
21. Please provide us with your feedback about M1FBP*
22. Please indicate whether the learning outcomes for this course were met.*
• Yes
• No
• Unsure
• I did not complete the course
23. Please provide us with your feedback about M1FBP-TS*
24. Please indicate whether the learning outcomes for this course were met.*
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•
•
•
•

Yes
No
Unsure
I did not complete the course

25. Please provide us with your feedback about M1FMT*
26. Please indicate whether the learning outcomes for this course were met.*
• Yes
• No
• Unsure
• I did not complete the course
27. Please provide us with your feedback about M1MGT*
28. Please indicate whether the learning outcomes for this course were met.*
• Yes
• No
• Unsure
• I did not complete the course
The FORMOBILE CWA
The FORMOBILE CWA was included as part of the Trainer Participation and Review of M1FBP –
Mobile Forensic Fundamentals and Best Practices, please consider this document and answer the
following questions.
29. Thinking about the CWA, please indicate how confident you are that the following
dimensions (from the CWA) can be applied on the job.*
No
Slight
confidence confidence

Moderate
confidence

Fair
High
confidence confidence

Personnel
requirements
Tool requirements
Process requirements
The legal and ethical
framework
Annex A – A Good
Practice Guide for
Mobile Forensic Tools
Selection
Annex B –
Information about
Mobile Forensic Tool
Selection in Checklist
Format
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Annex C –
Information about
the Mobile Forensic
Tool Risk Register
Annex D – Six Steps
to Successful Mobile
Validation
30. Please assess the following statement and indicate to what level you agree this has been
achieved.*
“[] primary purposes of [the FORMOBILE CWA] is to provide recommendations for a
complete forensic investigation chain targeting mobile devices that covers good practices for
the mobile phone forensic chain, tools for the acquisition, recovery, analyse and visualisation
of data, as well as the necessary training required to effectively use the new tools and
successfully follow the good practices.”
•
•
•
•
•

Definitely achieved
Somewhat achieved
Moderately achieved
Slightly achieved
Not achieved at all

31. Please assess the following statement and indicate to what level you believe this achieved.*
“The CWA seeks to document good practice guidance for the correct and necessary
processes, competencies and methods required to ensure the admissibility of the evidence.
It provides a set of guidelines that fit within the wider context of digital forensic
investigations for law enforcement in general at the level of specificity, necessary to keep
these guidelines meaningful, whilst simultaneously avoiding such detail that make them
quickly obsolete.”
•
•
•
•
•

Definitely achieved
Somewhat achieved
Moderately achieved
Slightly achieved
Not achieved at all

32. Please indicate to what level you believe the CWA is appropriate for the law enforcement
community.*
• Absolutely inappropriate
• Inappropriate
• Neither appropriate or inappropriate
• Appropriate
• Absolutely appropriate
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33. Please provide any other comments you have regarding the FORMOBILE CWA.
The FORMOBILE e-learning Courses
34. Please provide any suggestions on how the FORMOBILE e-learning may be improved.*
35. Please add any other comments you have about the FORMOBILE e-learning here.
The FORMOBILE Training Programme
36. Please provide any further suggestions on how the FORMOBILE training may be improved.
Please consider the entire FORMOBILE Training Programme.
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Post-Learning Questionnaire for M2MCW (Capture the Flag Event) for
Participants
1. How would you classify your level of experience?*
•
•
•
•
•
•

New to the field
Few knowledge and skills in digital forensics (computer only)
Few knowledge and skills in mobile forensics
Moderate knowledge and skills in mobile forensics
Highly knowledgeable and skilful in mobile forensics
Other: ____________

2. How many professional years’ experience do you have in mobile forensics *
Please only indicate years specific to mobile device forensics/investigations.
•
•
•
•
•

0—1 year
2—5 years
6—10 years
11—15 years
16 years or more

3. What type of affiliation are you representing?*
If other, please describe.
•
•
•
•
•

Law Enforcement Agency (e.g., Digit/Mobile Forensic Unit)
Commercial Organisation
Academic Institution
Student Community
Other: ____________

Participation in the CTF
4. Thinking about the CTF you just competed in, please indicate to what degree you agree with
each statement below using the following rating scale:*
Strongly Disagree
disagree

Neither
agree nor
disagree

Agree

Strongly
agree

I was engaged during the
event
The activities and exercises
aided my learning
The event enhanced my
knowledge of the subject
matter
I will be able to
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immediately use what I
learned
The challenges were
relevant to what I might be
expected to do on the job
The event provided
content that is relevant to
my daily job
The material will
contribute to my future
success
5. How many days did you spend on the CTF challenges?*
•
•
•
•
•
•
•

0
1
2
3
4
5
More than 5 days

6. How active have you been in the CTF?
0

1

2

3

4

5

6

7

8

9

Not active
at all

10
Extremely
active

Topics and Knowledge
7. Please indicate the degree of relevance for each of the phases in the investigation chain
utilised in the CTF:*
Extremely Very
irrelevant irrelevant

Neither
relevant
nor
irrelevant

Very
relevant

Extremely
relevant

preparation for the crime
scene
virtual crime scene work
acquisition
analysis
evaluation
decision
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8. Please assess how the following topics and skills have either developed or been reinforced
by participating in this training event:*
Very
dissatisfied

Dissatisfied

Neither
dissatisfied
nor satisfied

Satisfied

Very
satisfied

awareness of the
different types of
acquisition (e.g.,
logical and physical)
ability to identify
potential evidence on
the crime scene (e.g.,
using the virtual crime
scene)
awareness of how to
handle devices and
preserve their
integrity based on the
device state (e.g.,
using the virtual crime
scene)
preserving the
integrity of potential
evidence (e.g., testing
procedures and using
equipment to prevent
remote deletion)
ability to verify the
results obtained from
the tools (e.g.,
verifying the output
of the tools using
manual techniques
dual too verification)
ability to analyse apps
and correlate findings
(e.g., Application
data)
ability to analyse
communications and
correlate findings
(e.g., communications
from a variety of
communication apps)
awareness of the
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importance of
hypothesis testing
identify and extract
important areas of
evidence on a mobile
device
analyse data using
manual techniques
such as SQLite (e.g.,
queries, filtering, and
sorting)
ability to assess and
interpret technical
artefacts
ability to report and
justify your own
findings
evaluating the
evidential value of
technical artefacts
awareness of the
chain of custody
documentation
required and
identification and/or
detection of gaps in
the chain of custody
apply and evaluate
standards,
procedures and best
practices and justify
when necessary to
deviate from them
awareness of legal
regulations that apply
to mobile forensic
investigations
communicate
between different
stakeholders (e.g.,
collaborate with
trainers and
participants)
plan your own
technical
investigation, by
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identifying any
further investigative
steps (e.g., working
through the
investigation and
forensic images)
assess handling of the
crime scene and
detect weaknesses
and strengths
make legal decisions
based on evidence
and findings
The CTF and CTF Platform
9. Please indicate the level of difficulty experience for the CTF challenges:*
•
•
•
•
•

Very easy
Easy
Neither easy nor difficult
Difficult
Very difficult

10. Please indicate the degree to which you agree to the following statement:
The e-learning (M1FBP, M1FMT, and M1MGT – one or more courses) prepared me well for
the CTF (e.g., knowledge and skills)
•
•
•
•
•

Strongly agree
Agree
Neither agree nor disagree
Disagree
Strongly disagree

11. Please indicate the degree to which you agree to the following statement:*
Strongly Disagree
disagree

Neither
agree nor
disagree

Agree

Strongly
agree

It was easy to register an
account on the CTF
platform
It was not easy to provide
answers to the challenges
on the CTF platform
(e.g., submitting your
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responses to the tasks)
The feedback to challenges
was provided in a timely
manner
(e.g., the manual
verification questions)
The feedback from trainers
was not useful for my
learning
(e.g., the manual
verification questions)
The scoreboard was
motivating
I did not enjoy the
gamification experience
The CTF platform was userfriendly
(including aesthetics etc.)
The challenges were
stressful
Suggestions and Comments
12. What information/topics should be added to this training?*
13. Please provide positives of this Capture the Flag event:
14. Do you have any suggestions on how this Capture the Flag even can be improved?
15. How likely are you to recommend this training to a colleague?*
0

1

2

3

4

5

6

7

8

Not at all
likely

9

10
Extremely
likely

Reflecting on the Training
Please consider the CTF and e-learning and the time these occupied.
16. Choose each of the e-learning course you completed prior to the CTF:*
•
•
•

M1FBP – Mobile Forensics Fundamentals & Best Practices
M1FMT – Mobile Forensics using the FORMOBILE Tools
M1MGT – Mobile Forensics for Management

17. In your opinion has the CTF reinforced or developed your application of the theory learning
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in the FORMOBILE e-learning?*
•
•
•

Yes
No
Other: ________________

18. Think about your participation in the CTF and choose one of the following:*
If Other, please specify.
•
•
•
•

I worked on the CTF full-time
I worked on the CTF in my spare time
I combined operational work and the CTF
Other: _______________

19. Think about your preparation in the e-learning and choose one of the following:*
If Other, please specify.
•
•
•
•

I worked on the e-learning course/s full-time
I worked on the e-learning course/s in my spare time
I combined operational work and the e-learning course/s
Other: _______________

20. Please provide us with your views of the overall FORMOBILE training:*
You should consider both the CTF and e-learning components (including time, resources,
learning methods, usefulness, etc.)
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Post-Facilitation Questionnaire for M2MCW (CTF) for FORMOBILE
Trainers
Components of the Training
Reflect on the training you facilitated. Please respond to each item below:
1. Did you solicit and respond to participants’ questions *
•

Yes

•

No

2. Please use this space to provide any comments in relation to the question above.
3. Did you periodically check the participants comprehension of the content?*
•

Yes

•

No

4. Please use this space to provide any comments in relation to the question above.
5. Please indicate to what degree you agree with the following statements:*
Strongly Disagree
disagree

Neither
agree nor
disagree

Agree

Strongly
agree

Practical activities were
clearly set up
The CTF activities allowed
the participants to apply
what they learned in
previous FORMOBILE
training courses
Participants were able to
practice all phases of the
mobile forensic
investigation chain
The marks available for the
questions were
appropriate to their
complexity
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6. Please indicate whether all participants questions were answered in a timely fashion during
the training?*
•

Yes

•

No

7. Please use this space to provide any comments in relation to the question above.
Facilitation and Management
8. Please indicate to what degree you agree with each statement below using the following
rating:*
Strongly Disagree
disagree

Neither
agree nor
disagree

Agree

Strongly
agree

I was engaged during the
event
The event enhanced my
ability to train participants
on the subject matter
The event was well
organised
There was enough time for
the participants to cover all
the exercises
9. Please assess your own skills and how they have either developed or been reinforced by
participating as a trainer:*
Very
poor

Poor

Acceptable Good

Very
good

My evaluation skills are
My feedback skills in
communicating
information, opinions,
observations, and
conclusions so that they
are understood and can be
acted upon are
My understanding of the
difference between a
learning need and a
learning objective is
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My ability to know how
adults acquire and use
knowledge, skills and
attitudes and to
understand individual
differences in learning is
10. Please assess the following statement:
I will immediately be able to use the FORMOBILE training to train other in the field of mobile
forensics within my organisation:*
•

Strongly agree

•

Agree

•

Neither agree nor disagree

•

Disagree

•

Strongly disagree

11. Please use this space to provide any other comments in relation to the question above.
The CTF Platform
Please reflect on the training you facilitated using the CTF platform.
12. Please indicate to what degree you agree with the following statement:
The CTF Platform (CTFd) was easy to use.*
•

Strongly agree

•

Agree

•

Neither agree nor disagree

•

Disagree

•

Strongly disagree

13. What part of the CTF Platform was the most useful?*
14. What part of the CTF Platform was least useful?*
15. Please use this space to provide any other comments about the CTF Platform.
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Reflection
16. What aspects of the training session did you feel were particularly successful?*
17. What would you do differently next time?*
18. In there any way/s in which you would like to further develop professionally?*
If so, please describe. What professional opportunities would you need in order to attain
this development?
The FORMOBILE Training Activities
Please consider both the CTF and e-learning components (including time, resources, learning
methods, usefulness, etc.) from the perspective of the learners.
19. The level of the material covered in the e-learning (theory and practice) was:*
•

Too basic

•

Just right

•

Too difficult/too technical

20. The technical level of the material covered in the CTF was:*
•

Too basic

•

Just right

•

Too difficult/too technical

21. Please indicate to what degree you agree with the following statement:
The e-learning prepares participants well to complete the CTF activities.*
•

Strongly agree

•

Agree

•

Neither agree nor disagree

•

Disagree

•

Strongly disagree

22. Please use this space to reflect on and provide any additional comments in relation to the
question above.
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