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1. Introduction
1.1.

About FORMOBILE

1.2. What’s the Purpose of This Guidance Document?
Why it’s important to follow existing IT forensics’ standards and guidelines – and
to know how (and how not) to do this?
Evidentiary proceedings in criminal cases which involve large amounts of electronic
evidence have already today reached a level of extreme complexity with regard to both,
the digital data and information on the one hand, and the regulations, standards and (best)
practices to be applied by prosecutors and judges as well as defence attorneys to assess
the admissibility, relevance and probative value of digital evidence on the other. Beside the
fact that, for the time being, the understanding of data and applicable regulations,
standards and practices is rather weak or even absent by courtroom participants, even if
they were known and understood it would be a challenge to practically and reliably apply
the basic standards in a comprehensive way to the digital data in a case at hand.
And this is where the idea of a “Checklist” comes in. In (Gawande, 2009) the author
presents his view (and proof) why and how checklists can efficiently assist in getting such
extreme complexity under control.1 He in particular refers to the fact that complexity
requires to “split up tasks among various specialities” (Gawande, 2009, p. 32). Quite
similarly, processing a huge variety of digital data as (potential) evidence from acquisition
by first responders via the chain of evidence to the court demands to follow the respective
rules and standards for each phase. Framed by an overarching guidance (information
governance) different actors jointly aim at one goal, to prove or disprove the specific
charges of the indictment.
This Guidance Document should enable legal practitioners to draft a Checklist Guidance
Document in order to determine the inevitable Do’s and Don’ts to be applied in the specific
proceedings of a given case to guarantee the admissibility, relevance and probative value
of digital evidence derived from mobile devices.
The value and assisting nature of checklists in the field of eEvidence in general is, among
others, long established by the Sedona Conference (The Sedona Conference, 2021; Nelson,
Olson, & Simek, 2006)
In simple terms, the purpose of this Checklist Guidance Document is to provide legal
practitioners, and in particular criminal judges, with manageable guidelines for dealing with
their cases at hand, enabling them to methodically prepare the high complexity and
incomprehensibility of processing mass digital data into criminal evidence in such a way
that they can make the assessments necessary for evaluating the admissibility, reliability
and probative value of the digital data in a structured manner.
During and at the end of this process, it should be possible for the participants in the
proceedings to independently and autonomously comprehend, understand and assess
Even though Gawande elaborates „extreme complexity” and the notion of “checklist” with regard to
the field of medical treatment, the general reflections are certainly valid for all highly complex and
multi-disciplinary societal processes where human expert groups interact to reach a common goal.
1
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which digital data (data categories and sources) were introduced as evidence in the
proceedings and on what basis (decision, instruction, analytical question) they were
selected and collected, to which original data (as the most direct evidence) the information
presented as evidence at trial and in the evidentiary hearings can be traced back (audit trail,
chain of custody, chain of evidence), which expert groups worked with which data in which
phase of the information processing under whose guidance (supervision, governance) and
how the digital competencies of these experts are to be assessed, which hard- and software
tools were used by the experts in which phase and whether the tools were validated, tested
or certified, whether relevant ethical, legal requirements and IT-forensic standards have
been fulfilled during the information processing, what major risks must be taken into
account with regard to the reliability of the data processing during different phases
(reliability) and the quality of the evidence ultimately provided (validity), and what effects
these have on the assessment of the probative value of the evidence.
How to use this Checklist Guidance Document: The guidelines developed in this document
follow a generic approach suggesting the basic legal and IT-forensic standards to be applied
and checked in each case where digital data from mobile devices have been introduced as
evidence. While on the one hand not all questions will be relevant in all cases, on the other
hand there will be specific questions not directly reflected in the Checklist Guidance
Document. This means that the topics suggested to reflect in a case-specific checklist need
to be adopted to the specific circumstances of the case. References to other
documentation, in particular the FORMOBILE Cen Workshop Agreement „Requirements
and Guidelines for a complete end-to-end mobile forensic investigation chain“
(CWA17865)2 should assist to find more specific standards, if needed in actual cases.

1.3.
-

Who’s This Guidance Document Aimed At?

Judges - “Gatekeepers”

The Checklist Guidance Document should assist judges to break down the complexity of
digital evidence production from mobile devices to court and understand, scrutinise, and
assess the reliability of digital information processing and ultimately the relevance, validity,
and probative value of submitted exhibits base on mobile phone (device) data. Being
ultimately responsible for upholding rule of law and fair trial principles the particular focus
of judges during the evaluation and assessment of digital data exhibited in a case should be
the integrity and authenticity of digital evidence and their overall validity and probative
value.
The Checklist, produced for the actual case following the guidelines of this Checklist
Guidance Document, should enable judges to play their role as independent and
autonomous “gatekeepers” to avoid miscarriage of justice by recognising flawed or illegal
digital data presented as evidence.
-

Prosecutors/Investigative Judges – Guidance and Supervision (Information
Governance)

The prosecution plays a particular role (in most jurisdictions) in guiding and controlling the
digital investigative procedure in cooperation and close interaction with IT-forensics
2

Available at: https://www.cencenelec.eu/media/CEN-CENELEC/CWAs/RI/cwa17865_2022.pdf
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experts, starting with the hypothetical definition of the alleged crime and from here the
relevancy of potential evidence to be obtained from mobile devices and analysed (analytical
questions). In all phases of the evidentiary proceedings the prosecution has to make sure
that data processing and analysis follows the scientific standards of IT-forensics and
respects legal rules, that police experts participating in the investigative procedure are
qualified and respect these standards and rules.
In this perspective the prosecution is also responsible to present the digital (and other)
evidence in a clear and structured way in court, understandable for all trial participants and
supporting due law principles and fair trial.
This particular role of the prosecution in the information governance of mobile forensics
during the investigation requires a clear guidance which should be achieved by applying
the suggestions of the Checklist Guidance Document.
-

Defence Lawyers – Ultimate Testing and Alternative Theories

In order to fulfil their role as guardians of the fundamental rights of the defendant in
particular with regard to Article 6 European Convention of Human Rights defence lawyers
have to scrutinise the entire chain of evidence with regard to possible reliability issues or
legal questions to make sure that only evidence from mobile devices is used which is
relevant, valid and legal.
Moreover, defence attorneys might develop alternative (exculpatory) theories to explain
the alleged facts of the crime and base these assumptions on own analysis of mobile phone
data.
For both perspectives (a) testing prosecution’s chain of evidence and b) alternative defence
theories) the Checklist Guidance Documents provides an approach.

2. Electronic Evidence Governance Framework
2.1.

Why “Information Governance” in Criminal Justice?

Why using the concept of “Information Governance” to guide the practice of digital
evidence production and eventually its independent and autonomous scrutiny and
assessment by a court of law?
Criminal Justice arrived in the digital age. The highly complex nature of processing digital
data and information as digital evidence from mobile devices involving different partly
segregated professional expert groups along the chain of evidence, shows a risk of
digitisation for criminal justice and reminds to the destiny of the Tower of Babel. The
undertaking to build that Tower failed because the team members, out of cultural diversity,
could not communicate sufficiently and lacked coordination. Different professional groups
were barely capable and partly unwilling to talk a different professional language from his
or her own. “On the contrary, people use very specialised and unintelligible jargons to
reaffirm their expertise and unique contribution to the project (or to the organization)”
(Gerosa, 2008)
This situation can be met in the courtroom when the findings of digital data processing and
analysis are presented by IT-forensic experts to the court as evidence. Expert groups, such
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as first responders, IT-forensic specialists, investigators, analysts and criminal lawyers,
developed their unique expertise and ‘professional language’ which is not, per se, always
fully understood by other technical and legal professionals.
Therefore, digital information processing along the chain of evidence requires from the
outset to harmonise and coordinate the separate data processing activities of different
professional groups within these different steps and phases towards the common goal of
fair trial and just and reliable evidence-based decision-making by a court of law.
The “common language” or “meta language” – to be trained and learned by all involved
professions – is normatively framed by ethical, legal and IT-forensic rules and standards to
be applied, respected and effectively communicated at all phases of the chain of evidence.
This Checklist Guidance Document attempts to provide an outline to define the basic items
along the evidentiary information processing to be assessed with regard to the adherence
by all participating forensic and legal experts and their compliance to the legal and forensic
standards.
The complexity of the digital evidence processes, mirrored by respective specialisation
within separate professional fields, in particular visible in the contrast between the areas
of IT-forensics and legal practitioners (often referred to as “digital gap” on side of the
lawyers) should be organically framed by an overarching information process management
which is organised and coordinated as an inter-disciplinary approach to secure the
compliance with relevant rules and standards in order to produce admissible and reliable
evidence throughout the lifecycle of evidence for the sake of proving or testing the
prosecution theory. Only if this eEvidence information process satisfies all necessary
requirements set by rules and standards, digital evidence should be considered to be
reliable, charges will be accepted as “proved” and risks of miscarriage of justice will be
avoided.
The key-feature of eEvidence Information Governance, as with Information Governance in
general, is “a top-down, overarching framework” (The Sedona Conference, 2019, p.
106)that is guided by the requirements and goals of a criminal justice system committed to
due process and fair trial principles.
In terms of criminal proceedings usually the prosecutor or investigating judge has (or should
have) the lead to coordinate and control all parts and expert groups during the different
phases (see below) of the chain of evidence, till the indictment is approved by the court, to
make sure that, for instance, the first responder understands and complies with the legal
and IT-forensic requirements necessary to produce trial-ready digital evidence, this is that
in particular the integrity and authenticity of digital data is protected and all steps
documented in a language courtroom participants can understand and use as a basis for
their own independent evaluation of the reliability and validity of digital exhibits derived
from mobile devices, first and foremost to be able to check the provenance of data (audit
trail), their integrity and authenticity.
During the trial phase of the proceedings this leading role in the information governance
usually shifts to the court which might decide for additional investigations or expert
witnesses to produce new and / or evaluate digital evidence.
For digital evidence, the concept of Information Governance points to the fact that each
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step of the evidence lifecycle has to be understood, and professionals acting on these
different steps, yet in concert, need to understand themselves, as part of a holistic interconnected process and “service” for the higher goal of criminal justice decision-making
(usually convictions) based on reliable evidence forensically processed in a lawful manner.
This has consequences: The forensic examiner, on the one hand, has to understand that he
or she is not just dealing with digital data but with potential criminal evidence to not only
being presented in court as such, but also to be understood by courtroom participants, as
lawyers in the courtroom, on the other hand, have to realize that in order to understand
digital evidence and its production, they need to learn how to evaluate the crucial issues
regarding the integrity and authenticity of digital evidence and to communicate their views
and questions to other expert groups down the chain of evidence.
Therefore, this holistic process of eEvidence information processing is not just the mere
incremental sequence of single, more or less separated, steps and activities conducted by
forensic and legal experts one after another (a compartmentalisation we can still find in
may proceedings, visible in the courtroom when IT-forensic specialists try to explain their
findings but are not or not sufficiently understood by judges) but an integrated entity
requiring well-organized communication and even hierarchy among professional groups
from IT forensics to court – prosecution, as pointed out, in most jurisdictions obviously
playing a special role.

2.2.

Reference Model to Guide the Scrutiny

Looking at the lifecycle of digital evidence within the framework of criminal procedure the
notion of “information governance” translates into a specific reference model defining
investigative and criminal procedural phases and steps as well as expert groups processing
data and information throughout these phases.3
The 9-step-model embraced by the concept of “information governance” (eEvidence
Governance) as used for this Checklist Guidance Document should allow to be specific
enough to differentiate the most significant phases within the complexity of digital data
processing for scrutiny. However, since the main purpose of this document is to give some
guidance for the evaluation of proceedings from acquisition to court (see model phases 1
till 6) we discuss the first six phases in detail and summarize the remaining three steps.

Fig. 1 eEvidence Governance Model
The FORMOBILE CWA and Training concept applies the following structure/phases of a
forensic investigation process:

3

There are certainly different ways to model the digital chain of mobile phone evidence (Fukami,
Stoykova, & Geradts, 2021).
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Fig. 2 FORMOBILE Understanding of the Investigation Process
These two models will be merged into the following structure of digital evidence
information processing for mobile phone evidence:
1. Pre-acquisition (preparation, planning, crime scene)
- refers to the original digital traces linked to the alleged criminal behaviour or crime
scene,
- covers preparation and planning, including training for using technical equipment
and competency to apply legal and IT-forensic standards,
first response at the crime scene, chain of custody, securing integrity of devices
and data, and forensic readiness.
2. Acquisition (physical, logical, manual extraction)
- acquisition phase comprises the immediate procedure of collecting data for
investigative purposes (seizure…),
- in particular physical, logical or manual extraction of data from mobile devices,
- use and documentation of appropriate tools and techniques (e.g. faraday bag) to
protect the integrity and authenticity of data.
3. Preparation (of mobile phone data)
- seized and other digital raw data need to be prepared (decrypted, converted, data
cleaning, categorization …) for analysis,
- determine and select relevant data and privileged data (data protection),
- keeping high standards to preserve the authenticity of data and documentation of
each step of data transformation.
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4. Analysis (inquiry, evaluation)4
- Key-activity where relevant digital data from mobile devices are evaluated to prove
(inculpatory) or disprove (exculpatory) the elements of the prosecution
theory/charges/counts (along 5WH is the Who, What, Where, When, Why and
How of the investigation), this is, analytical questions are derived from the
prosecution theory and answered applying (reliable) analytical methods and
(validated) tools to available digital data,
- choice/selection of data (which potentially can answer the analytical questions =
relevant data, also touches data limitation for data protection reasons)
- methods, tools and techniques to be applied (IT-forensic tools for extraction,
preparation, analysis, presentation ...).
5. Reporting (documentation, audit trail, interpretation)
- findings of the analysis answering the analytical questions as to “Who, What,
Where, When, Why and How” are evaluated at the investigative level and reported
to prosecution and court,
- reporting should include a seamless and structured documentation of all sources of
data collected in the course and chronological steps of investigation, the approach
to define and select “relevant data”, their steps of processing from the original data
source (who, tools, methods) till the presented and visualised findings (e.g. social
communication network, chat table…) and
- interpretation why findings support (or not) the alleged facts of the crime (no
normative judicial interpretation).
6. Judicial Evaluation (courtroom presentation, adversarial testing)
- findings reported by the investigation are presented at court and tested by
courtroom participants, in particular the defence,
- reporting and presentation by forensic experts has to support the understanding of
digital evidence of participating lawyers and to guarantee the independence and
autonomy of the court in the evaluation of the evidence (no Black Box Evidence
can be accepted),
- judges, prosecutors and defence attorneys have to be qualified to communicate
necessary details of digital evidence processing with reference to legal and ITforensic standards.
7. Sharing (Post-Trial)
- digital evidence produced in one case might be potentially relevant for other cases,
therefore information sharing and exchange of eEvidence across borders might be
useful and necessary,
- specific ethical principles, legal rules and technical standards apply.
8. Archiving (Post-Trial)

4

"For policing purposes 'analysis' is best described as a cycle of questions and answers that result in actionable
information. Based on the nature of the question, the analyst must determine which datasets to acquire or collect
and which techniques to apply. Crime analysis involves both quantitative and qualitative techniques..."
(International Association of Crime Analysts, 2017). Other authors have also raised similar arguments (Anderson,
2022; Senese, 1997).
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-

according to the respective legal framework and data protection digital evidence
needs to be archived, specific ethical principles, legal rules and technical standards
apply.

9. Data Deletion (Post-Trial)
- according to the respective legal framework and data protection digital evidence
needs to be deleted,
- specific ethical principles, legal rules and technical standards apply.
10. Governance
- in order to streamline the entire process and interaction in particular from 1. to 6.
between the professional expert groups involved in the process of information
governance has to be initiated, coordinated and maintained,
- the central moment of that eEvidence information governance procedure is a
seamless integration and workflow, including effective communication aiming at
the analogue presentation, among the single phases and actors working effectively
to reach the common goal of reliable evidence while respecting rule of law and
fundamental rights,
- apparently, judges and prosecutors play a central role in guiding that evidentiary
information governance process, while the role of defence is to thoroughly test the
presented evidence and enforce the adherence of necessary rules and standards.
Such a theory- and concept-based reference model for processing digital evidence from
mobile devices throughout its lifecycle appears to be a conditio sine qua non to define and
operationalize the applicable principles of ethics, criminal procedural as well as data
protection law, and in particular IT-forensic standards.
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3. Role and duty of the expert witness and expert evidence
A particular characteristic of mobile/smart phones is the very fast rate of change. The
changes are not only in hardware, operating systems and application but in the social,
cultural, economic and financial environment in which they operate. Smart phones are
with their owners 365/24/7 and collect vast amounts of potential evidence about owners’
activities. Sometimes the evidence is explicitly present but on other occasions recorded
activity may enable useful conclusions to be inferred.
A smart phone is often an important witness to events. Whereas a human witness can be
cross-examined in court, the task of testing smart phone evidence will frequently fall to
an expert making enquiries well before the trial starts. It is much more likely than not that
courts will need to make use of experts to explain particular aspects and perform
reconstructions of events.
Therefore, at the outset a distinction should be drawn, common to most jurisdictions,
between technical evidence and expert evidence.
-

Technical Evidence is purely factual in nature. A technician carries out one or more
well established procedures and reports, without comment, and produces the
resulting findings. In the context of smart phone such procedures might include
making a safe “forensic copy” of a device, running a word search against a supplied
list, running a hash search using a database to see if particular known files are
present, identifying particular classes of picture files and carrying out basic
recovery of deleted files.

-

In Expert Evidence the expert, having proved his/her expertise to the court, uses
his/her experience and skills to assist the court in understanding the evidence by
providing explanations and, where appropriate, performing reconstructions and
expressing opinions. Whereas witnesses in general are required to limit their
evidence to what they have directly seen and done, the unique feature of an expert
witness is that they are allowed to express an opinion – but it must be within the
scope of their expertise.

The two functions, technical and expert, may exist in a single person but courts will
need to be alert to see that witnesses with undoubted technical skills do not offer
opinions beyond their expertise.
Although the general public tends to assume that the main role of an expert witness is
to give public testimony in court, in practice much of the effort consists of reading and
analysing evidence collected by others and then writing reports.
In the case of trials in which smart phone evidence is important, the exact form of that
evidence may include smart phones the contents of which have been forensically
preserved and files found on such smart phones; these may include documents,
messages exchanged via various services, photos both originated via the device’s own
camera and received from other and videos. There will also be other files which speak
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to how the device was set up and used such as configuration and audit files and
“history” files and “thumbnails” associated with web browsers and other programs.
In addition, there will be telecommunications records – call data records which say who
called whom, when and for how long and geolocation data. In some jurisdictions there
may also be the results from intercepts, traffic in the course of transmission. These
may include voice traffic, messages via SMS and other services, and photographic
images.
Surprisingly often the expert may not actually attend court, as the result of expert
investigation leads an accused to decide to plead guilty.

3.1.

Basis of employment and instruction of expert

Most legal practitioners are broadly familiar with the rules about the admission of
expert evidence applicable to their own jurisdictions but now it is not unusual for
larger-scale cases to go on trial simultaniously in several different jurisdictions. For this
reason, a general overview may be helpful.
The basis upon which an expert is allowed to give evidence depends partly on the
local/ national criminal procedure law.
In most of continental Europe the procedure is called “civil” because one way or
another it derives from a code. The essence is that an investigation is supervised by an
investigating magistrate/judge/ prosecutor who directs the work of the police. This
approach is referred to as “inquisitorial”. In these circumstances the expert is appointed
by the supervising magistrate. At a later stage, as trial approaches, it is possible for
defendants to request appointing another expert(s) to test and challenge the
conclusions from the pre-trial expert.
In the “common law” countries which have derived their procedures from historic
English law the approach is “adversarial”. Investigations are carried out by the police,
charging decisions are usually made by an independent prosecutor but at trial the role
of the judge is to chair proceedings, rule on points of law and then offer guidance (in
more important cases) to a jury. (In lesser cases where there is no jury the judge must
make a sharp distinction between findings of fact and exposition of the law). In these
circumstances experts are appointed separately by both prosecution and defence.
Experts nevertheless have an overriding duty to the court and not to those who
appoint them or pay their fees. An increasingly important feature of the procedure is
that opposing experts may meet before trial to identify points of agreement and
disagreement, thus saving the court from hearing complex technical evidence over
which there is very little dispute.
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3.2.

Qualifying as an “expert”

There are variations in jurisdictions over how an expert witness becomes qualified as
such. In the Netherlands, there is a framework for experts to be registered. Registration
involves going through a series of tests to show that they meet a particular set of
criteria; these include the provision of previously written reports on instructions. In the
UK, although there was at one stage a Council for the Registration of Forensic
Practitioners, the scheme never matured and has now been abandoned.
In the UK and in many other jurisdictions decisions to accept someone as an expert
and to define the area of expertise is decided by a judge in each individual case. It is
usually open to a lawyer to challenge the expertise or the extent of expertise when an
individual is promoted as an expert by an opposing lawyer. In the end the judge makes
the decision.
There is an ongoing debate about the benefits and disadvantages of having formal
recognition/certification arrangements for experts. On the one hand, the certification
gives the court some guarantee as to the quality of the expert and the knowledge of
the expert in terms of obligations and court procedure. On the other, there are worries
that the certification process is not fully adequate and with high costs which might put
off potential candidates. In addition, there may be circumstances in which professional
and semi-professional experts cannot provide what a particular trial requires, and it
may be necessary to locate someone who has no interest in making a career of
providing expert evidence but who nevertheless has the requisite knowledge and
experience of particular circumstances.
Whatever the basis for employment and instruction the overriding duty of the expert
is to the court and not to those who instruct and pay fees. The expert is not a “gun for
hire”.

3.3.

Expert Roles

Experts can take on a number of different roles during the pre-trial and trial stage of
the criminal proceedings. The main distinction, of course, is whether the expert is
instructed for the prosecution or for the defence.
Prosecution Expert Roles
-

Execute specialist investigation: This can include complex non-routine data
recovery, examination of rogue code as used in malware, carrying out non-standard
decryption, examining specialist hardware devices, installing network monitoring
systems. The expert is called in because the law enforcement team lacks the
necessary resources. This type of instruction carries with it the hazard that the
expert loses their independence and becomes part of the investigatory team; at
that point a court may rule that the expert is not allowed to give opinion evidence.
One route around this is that the investigatory team employs an outside specialist
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to assist the investigation and then commission a separate independent expert to
give evidence in court
Validate and explain technical procedures in digital evidence: Certain features in
the digital investigation of smart phones will be unfamiliar to a lay audience. A
prosecutor may find it prudent to instruct an expert to review the technical
evidence produced by the main investigatory team and then stand up in court to
assure that what has been done complies with standard procedures
Explain technologies: Within a smart phone are many different technologies; in
addition, smart phones interact with the outside world using a wide variety of
technologies. It is important that lawyers, judges, courts are provided with clear
explanations of these, preferably tailored to the circumstances of a particular case.
It is also often helpful that they put specific clarifying questions to an expert.
Examples of technologies can include: symmetric and asymmetric cryptography,
access control and authentication systems, web sites – how they are hosted and
coded, the versions of email services, SMS and other forms of text messaging,
Virtual Private Networks, email, TOR services and the Dark Web, file sharing
systems, the contents of Call Data Records, geolocation/cell site issues, etc.
Explain commercial, cultural and social environments: In addition to the obvious
basic facilities of holding voice calls, sending and receiving messages, email and
world wide web browsing, smartphones are used in a very wide range of
commercial, cultural and social circumstances. Courts will need support in
understanding some of these if they are to be able to assess the probative value of
some of the files found. Smartphones and their close relatives’ tablets are used in
retail, hospitality, warehousing, logistics, the travel industry and in many different
aspects of financial services. In addition, new forms of social media appear and gain
popularity; each has it set of quirks. Experts may be needed to explain the particular
characteristics.
Explain function of apps, social media, file sharing: These commercial, cultural and
social environments are accessed via apps. ut each of these apps will have its
particular features, especially in terms of what is recorded on the phone and
available for investigators to consider. These apps may feature specialist
authentication of participants, configuration files, audit files, and records of
attempted and completed transactions. In some instances, there may be facilities
for records to be wiped/deleted after a given period. Experts may be required to
investigate the internal operations of apps and also to explain the mechanics to a
court so that conclusions can be reached, or inferences drawn.
Reconstruct and interpret events: In many situations it is not sufficient for a
technician to have located or recovered files from a device. Crimes or other
circumstances in which litigation is involved may involve several different “events”
within a smartphone and several different files. Date/time stamps may be crucial.
How do prove “distribution” of illegal material? How do you prove a fraud? Several
different files from different parts of a phone may need to be correlated. What is
happening inside one phone may need to be correlated with activities on other
phones – or correlated with other external events. Hacking – unauthorised access
– for example is not obvious merely by looking at smartphone files – it is usually
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necessary to look at the target of the hacking and also the rules about who had
authorised access. Many forms of cybercrime are complex and multi-stage: one
person may hack an e-commerce site to obtain credit and banking information,
another may run a clandestine website in which the garnered information can be
sold, while yet others exploit the information to carry out fraudulent transactions.
Reconstruction of events may need the co-operation of some-one with technical
competence and a regular investigator / law enforcement officer. In a number of
cases, it may also be important to demonstrate intent – in allegations of conspiracy
or the creation of fraudulent environment, for example. As before, experts who
become involved in an investigation need to be wary that their independence is not
being compromised.
Defence Expert Roles










Assist defence lawyers in understanding the technical evidence: Whereas law
enforcement agencies and other professional investigators such as accountants
and private detectives may have a reasonable working knowledge of handling smart
phones the vast majority of lawyers acting for a defendant will not. The first role of
a defence expert therefore is to ensure that lawyers and other legal practitioners
are in a good position to advise their clients.
Due diligence: Once instructed, the first substantial task for the defence expert is
to check the prosecution work. Has the “scene” on the smart phone been frozen?
Has a full forensic copy been made to international standards? Has data been
properly acquired and preserved? What is being made available to the defence to
carry out preliminary tests? Does the defence expert accept the prosecution
conclusions and inferences?
Disclosure /Discovery Requests: Quite frequently the defence may conclude that
there is other material that has been collected in the course of prosecution
investigations which they need to consider. Requirements for disclosure (referred
to in the US as “discovery”) vary between different jurisdictions. The main test is
that the prosecution should reveal anything which might undermine a prosecution
case and support a defence case. In many jurisdictions early resort may be
necessary to a court to require further disclosure; in the UK there is an obligation
on prosecutors to provide disclosure.
Test defences proposed by the accused: In a number of instances a defendant may
suggest to his lawyers particular forms of defence. A common example is when the
defendant claims that his smart phone has been hacked by a third party. The
defence expert then has to see whether this claim can be supported and whether
they are prepared to produce a report along those lines, upon which the defence
expert is willing to be cross-examined.
Meetings between experts: In a number of instances where the digital evidence is
complex, a court may order opposing experts to meet and produce a joint
statement indicating points of agreement and disagreement. The aim is to reduce
the complexity and length of an actual trial. Meetings between experts may also
involve the running of joint tests and demonstrations. The usual rule, though it may
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vary between different jurisdictions, is that lawyers are not present at a meeting
between experts, the experts can work together in a collegiate fashion and that the
only element that is admissible for consideration by a court is the final statement.
In other words, if experts change their mind during the course of such a meeting,
perhaps more than once, that fact is not recorded. In some instances, lawyers and
experts may decide to go in for a meeting between experts without waiting for a
court order.
At trial: Assist defence lawyers in testing prosecution evidence during an actual
trial where prosecution experts are giving evidence in chief a defence lawyer may
want the benefit of rapid access to a defence expert in order to cross examine. In
some jurisdictions the practice has grown of hearing experts “back-to-back” – the
defence expert is heard immediately after the prosecution expert even though the
defence case has not at that point opened. In a few jurisdictions use has been made
of so-called “hot tubbing” in which both the prosecution and defence experts are
heard and questioned jointly though this procedure tends to be used mostly for
civil as opposed to criminal trials.

Checklist of questions connected to roles and duties to expert witnesses
⸗ What sort of expert is needed? What contributions will they be able to make?
⸗ What are the expert's qualifications? – university degree, membership of learning
societies, courses as part of continuing professional development.
⸗ What are the expert’s previous experiences? – previous instructions.
⸗ Does the expert understand their overriding duty is to the Court and not to those
who fund him?
⸗ Is there a conflict of interests?
⸗ Is there any adverse criticism of the expert?
⸗ Is all the needed content of an expert report present?

4. Conceptual Framework of Electronic Evidence Forensics and Trial
Evaluation
4.1.

Pre-acquisition

4.1.1.

Conceptual Framework

Starting at the pre-acquisition stage, the main issue at hand here is to define the
appropriate legal basis for initiating the criminal procedure phase. This step is of
paramount importance, since it will define how the next stages of the criminal
procedure will develop.
The chosen legal basis will define the procedural rules to be followed, which in turn
will define the procedures (both legal and technical), the scope of action, and its limits.
If not defined properly, the risk is that evidence might become inadmissible, thereby
depriving it of its inculpatory or exculpatory effect. Moreover, the legal basis will
additionally clarify the rules by which collection, preservation, use and possibly
exchange of electronic data, will be governed, including from data protection point of
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view. This choice should be based on clear and precise legislative provisions (AntwiBoasiako & Venter, 2017, pp. 31, 33; Mifsud Bonnici, Tudorica, & Cannataci, 2018, p.
227).
The choice of legislative provision is to be made in line with the appropriate national
legislation for seizure of electronic devices or evidence, since at the time of drafting
the current document, no harmonized European rules exist. The question of which
rules apply is an important one when electronic evidence is involved, since each
Member State provides for their own legal basis for investigative measures, be it in
general or specialized law. It is important to note, that despite the existence of
specialized rules for electronic evidence, these may be outdated or not equipped for
the case in question. Therefore, it might be that the general rules of evidence gathering
apply to the case at hand, since all Member States allow the application of general rules
of evidence to electronic evidence (Mifsud Bonnici, Tudorica, & Cannataci, 2018, p.
228).
It is important to note that in addition to establishing suitable legal basis for evidential
examination, a secondary question of capacity to perform the task, should also be
considered. There is a real risk that evidence could be lost, damaged, or deleted by
untrained staff attempting to move or recover electronic evidence without suitable
skills or equipment. This could lead to legal challenges about competence of the
investigator, chain of, interpretation of the data or even accusations of losing
exculpatory evidence by the defence. Therefore, it is essential that lawfully authorised
staff can demonstrate suitability and competence to perform the technical tasks
required for the correct processes of gathering electronic evidence in the
circumstances. To this end, it is important to make sure that the assigned personnel
has gone through appropriate specialised training in mobile device data acquisition. If
relevant, certification might be sought.
4.1.2.

Case Studies

R. v. Fearon (Supreme Court of Canada) - 2014 SCC 77, [2014] S.C.R. 621 (11
December 2014).
The facts:
Two men, one armed with a handgun, robbed a merchant as she loaded her car with
jewellery. The robbers grabbed some bags, one of which was filled with jewellery, and
fled in a black vehicle. The police became involved very shortly afterward. At that
point, they had not located the jewellery or the handgun. Later that evening, they
located and secured the getaway vehicle, and arrested F. and C. During the pat-down
search of F. conducted incident to arrest, police found a cell phone in F.’s pocket. Police
searched the phone at that time and again within less than two hours of the arrest.
They found an incriminating draft text message and some photos, including one of a
hand gun. A day and a half later, when police had a warrant to search the vehicle, they
recovered the handgun used in the robbery and depicted in the photo. Months later,
police applied for and were granted a warrant to search the contents of the phone. No
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new evidence was discovered.
The relevant legal issue:
The legal issue concerns whether the evidence obtained from the phone (the messages
and photographs) should be admissible.
The police used a specific common law power to access the phone absent a warrant.
The question at issue in this case was whether they went too far in accessing the phone
and the data on it, as this may have a much more significant privacy impact than
traditional searches.
In such circumstances, four conditions exist for the power to apply:
- The arrest must be lawful
- The search must be truly incidental to the arrest
- The nature and the extent of the search must be tailored to its purpose. In practice,
this will mean that only recently sent or drafted emails, texts, photos and the call
log will, generally, be available, although other searches may, in some
circumstances, be justified.
- The police must take detailed notes of what they have examined on the device and
how they examined it. The notes should generally include the applications
searched, the extent of the search, the time of the search, its purpose and its
duration. The record-keeping requirement is important to the effectiveness of
after-the-fact judicial review. It will also help police officers to focus on whether
what they are doing in relation to the phone falls squarely within the parameters
of a lawful search incident to arrest.
The court found that while the initial search was truly incidental to F.’s arrest for
robbery, were for valid law enforcement objectives, and were appropriately linked to
the offence for which F. had been lawfully arrested, detailed evidence about precisely
what was searched, how and why, was lacking and hence found a breach.
However, despite that breach, the majority of the judges (4 out of 7) decided to
dismiss the appeal, allowing the evidence to be admitted. They did so because of a
number of considerations, importantly:
- Although any search of any cell phone has the potential to be a very significant
invasion of a person’s informational privacy interests, the invasion of F.’s
privacy was not particularly grave.
- Further, as he did not challenge the warrant that was subsequently issued for
the comprehensive search of the cell phone, his privacy interests were going
to be impacted and the particular breach did not significantly change the
nature of that impact.
- The dominant view at the time of the search approved cell phone searches
incident to arrest. Additionally, the police fully disclosed the earlier searches
when they decided to obtain the warrant to search the cell phone.
- While the police should, when faced with real uncertainty, choose a course of
action that is more respectful of the accused’s potential privacy rights (asking
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for a prior warrant with judicial control), an honest mistake, reasonably made,
is not state misconduct that requires the exclusion of evidence.
Society’s interest in the adjudication of the case on its merits also favours
admission: the evidence is cogent and reliable, and its exclusion would
undermine the truth-seeking function of the justice system.

The other judges dissented and found that the evidence should have been excluded.
Despite finding that the state conduct was not particularly objectionable, given that
the police acted in good faith, and that the evidence could be considered reliable, the
dissenting opinion found that only judicial pre-authorization can provide the effective
and impartial balancing of the state’s law enforcement objectives with the intensely
personal and uniquely pervasive privacy interests in our digital devices. It should be
mentioned however, that they also considered that the case would not have been
“gutted” by removing this evidence, as other evidence existed, so the interest of
society in adjudication on the merits would not have been hurt.
This case illustrates the importance of determining the appropriate legal basis/power
for acting in cases of gathering electronic or mobile evidence, in determining
appropriate limits and in documenting all actions and decisions.
Riley v. California (Supreme Court United States) 573 U.S. 373 (2014)
The facts:
Riley was stopped for a traffic violation, which led to his arrest on weapon charges.
An officer searching Riley incident to the arrest seized a cell phone from Riley’s pants
pockets, accessed information on the phone, and noticed repeated use of a term
associated with a street gang (the Lincoln Park Gang). At the police station two hours
later, a detective specialized in gangs further examined the phone’s digital contents.
Based in part on the photographs and videos found on the cell phone, Riley was
charged by the State with a gang shooting that was unrelated to the traffic violation
in time or place that had occurred a few weeks earlier. At trial, a gang expert testified
to Riley’s membership in the Lincoln Park Gang, the rivalry between the gang involved,
and why the shooting could have been gang-related. Riley asked to have all the
evidence obtained from his cell phone to be removed from the case. The trial court
denied the motion, and Riley was convicted by the jury on all three counts and
sentenced to fifteen years in prison. The Court of Appeal affirmed.
The relevant legal issue:
The legal question in this case was whether the evidence at trial from Riley’s cell
phone discovered through a warrantless search violated his right to be free from
unreasonable searches (Fourth Amendment right)?
The Supreme Court answered this question affirmatively in a unanimous decision.
The Supreme Court firstly considered whether this search of the cell phone could be
exempted from the warrant requirement. The court assessed on the one hand the
degree to which it intrudes upon the individual’s privacy and, on the other hand, the
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degree to which it is needed for the promotion of legitimate governmental interests.
The court stated that cell phones contain vast quantities of personal information
literally in the hands of individuals. Therefore, the Supreme Court stated that a
warrant is generally necessary before conducting the search.
The Court decided that a cell phone can however be used as a weapon to harm an
arresting officer. Therefore, the court stated that any law enforcement officer should
remain free to examine the physical aspects of a phone to ensure that it will not be
used as a weapon. The court gave the example of checking whether there is a razor
blade behind the phone case. The court emphasized however that the data alone that
is on the phone cannot endanger police officers.
The Court stated that the police officers could have secured the cell phones in order
to prevent any destruction of the evidence. The State of California argued that
information on cell phones can nonetheless be vulnerable to two types of evidence
destruction unique to digital data: remote wiping and data encryption. The Court
stated that there are means to address these risks. Remote wiping can be prevented
by disconnecting a phone from the network (turn phone off or remove its battery).
The concern of encryption can be mitigated by placing the phone in an enclosure that
isolates the phone from radio waves (“Faraday bags”). Only when the police would be
confronted with a ‘now or never’ situation – for example, circumstances suggesting
that a defendant’s phone will be the target of an imminent remote-wipe attempt –
they may be able to rely on the exigent circumstances to search the phone
immediately. Or, if officers happen to seize a phone in an unlocked state, they may be
able to disable a phone’s automatic-lock feature in order to prevent the phone from
locking and encrypting data.
The court highlighted the difference between a search of a physical item and a search
of all data stored on a cell phone. The court compares a cell phone with a
‘minicomputer’, which has an immense storage capacity. Before cell phones, a search
of a person was limited by physical realities and tended as a general matter to
constitute only a narrow intrusion on privacy. The storage capacity of a cell phone has
different consequences for privacy. First, a cell phone collects in one place many
distinct types of information. Second, a cell phone’s capacity allows even just one type
of information to convey far more than previously possible. Third, the data on a phone
can date back to the purchase of the phone, or even earlier. Data on someone’s phone
can reveal a person’s interest (for example by analysing the applications installed on a
person’s phone) and a person’s movement and location.
The court concluded that it is aware of the fact that their decision will have an impact
on the ability of law enforcement to combat crime. But it stated that the decision is
not that information on a cell phone is immune from search; it is instead that a warrant
is generally required before such a search, even when a cell phone is seized incident
to arrest. The court recognised however one exception to this rule when ‘“ The

exigencies of the situation” make the needs of law enforcement so compelling that [a]
warrantless search is objectively reasonable under the Fourth Amendment .’” Such
exigencies could include the need to prevent the imminent destruction of evidence in
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individual cases, to pursue a fleeing suspect, and to assist persons who are seriously
injured or are threatened with imminent injury.
Supreme Court of the Netherlands, 13 October 2020, ECLI:NL:HR:2021:202
The facts:
The case is the result of an investigation into a form of fraud known as ‘phishing’. The
accused is charged with participating in a criminal organisation aimed at committing
offences related to ‘phishing’ fraud and he and other participants of the organization
were found guilty of fraud, thefts by means of false keys and various forms of
computer crimes. The accused was sentenced to imprisonment for a term of 218 days,
of which 180 were suspended. On the day of the arrest, the iPhone of the accused
was seized and immediately put into ‘Flight Mode’ by the police, so that the phone
could not be remotely erased. The suspect was asked if he wanted to give the access
code of his phone. He did not want to do so. The public prosecutor then ordered the
accused, pursuant to Article 61a of the Dutch Code of Criminal Procedure, to
cooperate in unlocking the iPhone. The accused was asked again for his access code,
after which the accused was told that if he did not give his access code, the police
officers would handcuff him, if necessary using appropriate force, in order to use his
fingerprint to unlock the iPhone. The accused answered that he would not give his
access code. The accused was then handcuffed and his right thumb was placed,
without violence, on the fingerprint scanner of the iPhone. This unlocked the iPhone.
The counsel for the accused argued that the files found on the accused's iPhone
should be excluded from the evidence. According to the counsel, there is no legal
basis upon which the public prosecutor to order the police to (physically) force the
suspect to unlock his iPhone in order to gain access to the full contents of that iPhone.
According to the legal counsel, the (unnecessary) handcuffing and the subsequent
pressing of the thumb on the phone screen is in violation of the Instruction for the
police and other investigating officers and in violation of the right to physical integrity
(article of 11 the Constitution), as well as the principles of proportionality and
subsidiarity.
The relevant legal issue:
The legal issue in this case was whether the investigating officers were authorised to
seize the accused’s iPhone and gain access by forcing the accused of unlocking the
iPhone using his fingerprint. The first instance court stated that for the purpose of
ascertaining the truth, it is permitted to investigate seized objects in order to obtain
data for the criminal investigation. The legal basis for such investigation lies in the
articles 94-96 of the Dutch Criminal Procedure Code. The Court was of the opinion
that when a phone is for example protected by an access code that in this case the
investigators are allowed to crack this protection without the cooperation of a
suspect. A suspect can even be forced to cooperate, provided that this does not
contravene the nemo tenetur principle and the requirements of proportionality and
subsidiarity.


The nemo tenetur principle
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Does the placing of the suspect’s thumb on the iPhone without his
permission/cooperation violates the nemo tenetur principle? It did not, in the opinion
of the Court. This is because it involves tolerating an investigative measure that does
not require the active cooperation of the accused, and the fingerprint was obtained
with a very small degree of coercion.
 The principles of proportionality and subsidiarity
The court finds that the purpose of unlocking the iPhone, by placing the suspect's
thumb on the device, was to secure the data stored or available in it. In view of the
seriousness and nature of the suspicions against the suspect, the lack of his
cooperation in unlocking the iPhone, the justified expectation of the police officers
that the iPhone would contain data relevant to the investigation, the court is of the
opinion that a less drastic means of unlocking the iPhone was not available.
The appeal firstly stated that the articles 94-96 of the Dutch criminal procedure code
do not form a sufficient legal basis for gaining access to a seized object by unlocking
it biometrically against the suspect’s will using his fingerprint. The Court of Cassation
did not follow this argument.
The appeal secondly stated that there was a violation of the nemo tenetur principle.
The court followed the first judge and stated that that applying a very small degree of
physical coercion in this manner with the aim of biometrically unlocking the
smartphone by means of the fingerprint of the suspect does not constitute a violation
of the nemo tenetur principle guaranteed by Article 6 ECHR.
Bundesgerichtshof BGH, 31 January 2007, StB 18/06-BGHSt 51, 211
The facts:
A General Federal Prosecutor applied for a search warrant to have the data stored on
a suspect’s computer searched. The search was intended to be performed by
software, working like a Trojan. The software was supposed to be secretly installed
and remotely operated on the respective computer (“secret online search”), where it
could copy and transmit personal files to the investigating authorities for further
examination. The investigating judge rejected this application because there was no
legal basis to conduct this type of search.
The relevant legal issue:
The German Bundesgerichtshof (BGH) had to decide whether the investigating judge
was right in rejecting the General Federal Prosecutor’s application for a search
warrant. The BGH first searched for a possible legal basis. It decided that the covert
online search was not covered by § 102 of the Code of Criminal Procedure (Search of
the suspect) in conjunction with § 110 of the Code of Criminal Procedure (search of
papers, including electronic storage media) and §§ 94 ff. StPO (Seizure), and therefore
had no legal basis. In order to conduct a lawful search the Code of Criminal Procedure
obliges the investigating officers to be physically present at the place of the search
and disclose the investigation. See in this regard, § 106.1 sentence 1 of the Code of
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Criminal Procedure which expressly provides for the right of the owner of the rooms
or objects to be searched to be present. If he/she is absent, the representative or an
adult from his family may be present. Next to this, § 107 sentence 1 of the Code of
Criminal Procedure, requires that the person affected by the search must be given a
written search certificate upon request after the search has ended, which requires
that he or she is informed of the search in a timely manner. This is important as it
provides the possibility for the person affected to review the legality of the search.
The Court noted that these provisions are essential formalities, mandatory law and
are not merely provisions that are at the discretion of the investigating bodies.
The Court then discussed the question whether the violation of these provisions
results in a prohibition of the use of evidence? The court stated that investigating
authorities - regardless of what is being searched for - are prohibited from deliberately
secretly executing a judicial search order in order not to give the subject any clues
about the investigations being conducted against him or her and not to jeopardize the
success of further investigations. The Court stated that a secret search is a coercive
measure with a new, independent character because of its increased intensity of
intervention. An open search still gives the person concerned the possibility,
depending on the circumstances, to avert the measure by handing over the object
sought or to limit its duration and intensity, and furthermore to oppose it - if necessary
with help of legal assistance - already during the execution if the legal requirements
are not met. A secret search deprives a person of these possibilities.
For investigative measures conducted by technical means there are high formal and
material requirements in place. In particular, they may only be ordered on suspicion
of certain serious criminal offences, if other promising means of investigation are not
available and they do not interfere with the core areas of private life.
According to article § 102 StPO it is sufficient that a suspicion for a criminal offence
exist in order to conduct an OPEN search (Covert online searches are thus not allowed
under this article). There are no specific requirements for the handling of data
obtained in the search.
An important other safeguard can be found in § 106.1 sentence 1 of the Code of
Criminal Procedure, for a computer search this means that the computer user must
be “online” during the transmission of the data to be searched by the investigating
authority. A covert search is conducted in secrecy and thus is a violation of this article.
Article §100a of the Code of Criminal Procedure (legal basis for lawful interception) is
not applicable to a covert search because it is not a monitoring of the communication
between the subject and a third party, but rather a comprehensive transmission of the
data stored on the target computer before the start of the communication process to
the investigating agency for the sole purpose of searching for evidence.
A covert search can also not be based on article § 100f (use of technical means)
because it only permits the use of special technical means intended for observation
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purposes, such as tracking devices, satellite-based positioning systems and night
vision camera’s.
The importance of this decision lays in the fact that it makes clear that you cannot
find a legal basis for innovative investigative measures in provisions which have been
designed for measures in physical space decades ago.
Checklist of questions at the pre-acquisition stage
⸗ Which is the leading authority of the pending investigation? Prosecutor, police, judge?
⸗ What is the nature of the crime?
⸗ Is there specialized legislation for electronic evidence or are general rules applicable?
⸗ Has the appropriate order/ warrant for acquisition been issued?
⸗ Has the appropriate legal basis been defined?
⸗ Who is the owner of the device and what are their rights? Accused, witness, victim?
⸗ How is the device to be accessed? Seizure or in presence of owner?/ Is remote access to
be applied?
⸗ Has the device been lawfully seized?
⸗ If the suspect was forced to unlock the device, is this legally permissible?
⸗ What type of technical tools will be used?
⸗ How will data be extracted, what processes are most appropriate in the circumstances?
⸗ What are the limits on what can be searched? (relevancy, legal restrictions)?
⸗ Is the examiner appropriately qualified to use the technical tools available?
⸗ How is data to be handled? Are provisions needed for the safe transportation of the
device?
⸗ Is data located on a Cloud and/or in multiple jurisdictions?

4.2.

Acquisition

4.2.1.

Conceptual Framework

Having established the legal basis on which data acquisition will take place, it is
possible to move to the process of acquiring the data that is of potential interest to
the proceedings. This stage of the criminal proceedings is governed by national and
international legislation in the areas of criminal law, fundamental rights, and privacy
and data protection law. The interaction of these rules creates legal issues to be
considered. The main questions concern how data will be acquired, what data will be
collected and what limits are imposed on data acquisition. The answer to these
questions depends on the jurisdiction and data owner/originator.
Starting with how data will be acquired, two types of data acquisition can take place:
access to stored data or live observation. When stored data is collected, a device or a
cloud location is accessed in order to obtain data stored, which represents a historic
record of activity, thereby falling in line with more traditional forensic analysis. Live
observation may be a case of simply observing the contents displayed on the screen
of the device or taking photographic or video footage of the screen display, rather
than a forensic extraction. Thus, the nature of acquisition can impose different
obligations and standards on its performance. Lastly, it must also be taken into account

This project has received funding from the European Union’s Horizon 2020 – Research and
Innovation Framework Programme. H2020-SU-SEC-2018, under grant agreement no.832800 25

communication@formobile-project.eu
Linkedin – Formobile-project
Twitter – @Formobile2019
www.formobile-project.eu.eu

who are the relevant parties and what are their procedural roles in the process. What
are the roles of LEAs, experts, prosecution and judge(s) and who is responsible for
authorization, performance, competence and supervision of data acquisition
(Simonato, 2014, pp. 272-273).
The question of what data to collect, and applicable limits on acquisition originates in
the balance between the legitimate interest of the state to investigate and prosecute
crimes and the need to safeguard fundamental rights and freedoms guaranteed to
individuals. Two criminal law principles are of relevance here.
 The first one is the principle of equality of arms, as enshrined in art. 6 ECHR. In
general terms, it requires that each party in the proceedings be given
reasonable opportunity to present their views under conditions that do not
place them at a substantial disadvantage vis-à-vis the other party (Mrčela,
2018, p. 17). Thus, an important question for national provisions to answer the
concerns related to the involvement of the defence and their interest to seek
exculpatory evidence. Attention should be paid to the issue of whether the
defence can participate in the process of data acquisition. If the answer is yes
- how and to what extent. If the defence is not involved in the process, it is
important that they are acquainted with the entire data and the entire context
of its acquisition, at a later stage, so that data can be examined and framed,
thus receiving a reasonable opportunity to present their views at the trial stage
(Simonato, 2014, pp. 287-289).
 The second applicable principle to data acquisition is nemo tenetur se ipsum
accusare. The principle against self-incrimination is found it all Member States
and most legal systems, and it concerns the right not to give evidence against
oneself. However, there are significant differences between the different
jurisdictions on how and to what it applies. In some Member States, the right
is available at every stage of the proceedings, whereas in others it is available
only at the stage of preliminary inquiries. Moreover, its scope varies, as it can
apply to the suspect/accused or the suspects/accused and witnesses. In no
case, however, is the right denied to a person who has been formally charged
in judicial proceedings (Joined Opinion of AG Darmon on Cases Orkem SA &
SA Solvay and Cie. v. Commssion of the European Communities, 1989, p. para.
111; Berger, 2006, p. 345). This principle can also apply to data acquisition,
depending on the type of data to be acquired (e.g., messages, voice recordings,
etc.). Consequently, in order to safeguard the rights of the accused/suspect
(and possibly also the witnesses) and the admissibility of the evidence, it is
important to understand to what extent does the principle apply according to
the national jurisprudence and the limit that is imposed to data acquisition.
The last limitation on acquisition comes from the interaction between the legitimate
interests of the state to persecute crime and guarantee the safety of citizens and their
right to and reasonable expectation of privacy, as well as the expectation for law
enforcement to comply with data protection law in particular. With regards to this
exercise, who the data owner/originator is matters. Depending on the jurisdiction,
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different standards and tests of balance between rights apply to suspects/defendants.
The relevancy of this increases when witnesses, victims or other third parties are
subject to data acquisition. These categories of individuals generally benefit from
higher standards derived from privacy law, even when weighted against the interests
of the state, but here as well national approaches differ. Additionally, private entities
based in other jurisdictions might have different rights and interests which will need
to be taken into account (Simonato, 2014, pp. 291-292; Vaciago & Silva Ramalho,
2016, pp. 91-93).
Thus, it is important to understand that data acquisition involves a complex balance
of rights, between the duties of the state and the rights pertaining to the data
originators. These rights need to be accounted for in the process of data acquisition.
4.2.2.

Case Studies

Le Conseil Constitutionnel (French Constitutional Court) – Decision №2018-696
QPC (30 March 2018)
Question to the court: Is it constitutional to sanction a person refusing to hand over
to judicial authorities a decryption key, that might have may have been used to commit
an offence, taking into account the rights not to incriminate oneself, to silence, to
respect for private life, of secrecy of correspondence, to freedom of expression and
the principle of proportionality of penalties (art. 434-15-2 French Penal Code, as
amended by the Act of 3 June 2016)?
Answer: Firstly, the legislator has pursued the legitimate constitutional aim of crime
prevention and search of offenders, which are both necessary to safeguard other
rights and principles of constitutional value. Additionally, the requirement is only
imposed if cryptography is likely to have been used to prepare, facilitate or commit a
crime and only if the request originates from a judicial authority.
Secondly, the provision under examination imposes a duty on the suspect to
implement the decipherment only, if it is established that they had knowledge of it,
and it is not intended to obtain confessions and it does not carry a recognition nor
presumption of guilt but has the aim to only allow the decryption of the data. The
investigation must have already identified the existence of encrypted data, processed
by means of cryptography that may have been used to commit a crime. Thus, the data
on already exists independently of the will of the suspect. Thereby, in the view of the
court art. 434-15-2 of the French Penal Code is constitutional (Martin, 2018).
Tallinna Ringkonnakohus (Talinn Circuit Court) – TlnRnKo 09.01.2017, 1-15-9051 (9
January 2017)
The facts
The case concerns the purchase of an apartment located in Talinn by a firm. The
apartment was submitted as an asset acquired for business purposes, which allowed
the company to claim a refund of VAT, while allegedly the apartment was bought for
Henry Kallas (member of the management board) for his personal use. Thus, Kallas
had no right to deduct the VAT paid on the purchase. In its evaluation the county court
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relied on evidence obtained by surveillance activities.
The relevant legal issues
The justification of use of surveillance by the county court was based on the reasoning
that money laundering is a covert offence, for which collecting evidence by ordinary
means is not possible in due time. Therefore, surveillance was the only possible and
feasible way to collect information.
The appellate court disagreed, as the county court did not follow the requirements set
by the Estonian Supreme Court to justify surveillance. To do the latter, firstly the court
order must contain clear reasons as to what are the circumstances in the case and
what is the available evidence that suggests that there is a reasonable suspicion of a
crime. Secondly, the arguments in justifying surveillance cannot be limited to general
statements, as it must be clear from the court order that alternative means of evidence
gathering have been considered. In its justification, the court must state whether and
what evidence has already been collected and why is it important to the criminal
proceedings to use surveillance (necessity and purpose). In the present case, the court
order neither contains evidence to justify the use of surveillance, nor have alternative
methods of evidence collection been considered, nor was explained how Kallas
concealed his activities. Moreover, this represents a defect that can no longer be
remedied by the court (Jaeger, 2019).
The Court Of Appeal (Western Australia), Bevan -V- The State Of Western
Australia [2010] Wasca 101 (27 May 2010)
The facts
The appellant was stopped by police and had his vehicle searched, later on his home
and mobile phone were also subject to a search and seizure. The member of law
enforcement that carried out the mobile forensics had no formal training in electronic
data retrieval. His qualifications consisted of a two-year engineering course during his
university studies and practical work with computers. Furthermore, he referred to
himself as a “lay man”. He had previously used the same technique to gather
information from the mobile SIM card of the appellant on 8 other occasions and faced
no issue. Yet, the method he used to access the memory of the mobile device itself
was not one he was familiar with and he faced difficulty elaborating how exactly the
process operated.
Based on this, the appellant raised two grounds of appeal in relation to the text
messages allegedly found on the mobile phone in his vehicle. The appellant argued
that the trial judge erred in law, because the mobile evidence had no probative value
and, secondly, because the processes by which the text messages were downloaded
was unreliable and compromised.
The relevant legal issues
On the first ground of appeal – the lack of probative value, the Court argued that the
relevance of evidence depends on whether it can affect the probability of the
existence of a fact in issue. The fact that was in issue in the current proceedings was
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the appellant being in possession of methylamphetamines. The Court declared that
there was a nexus between that fact in issue and the text messages on the mobile
device found at the crime scene. This conclusion was based on an assessment which
compared the mobile phone to other evidence found at the crime scene, such as drug
paraphernalia, and how these objects affected the jury’s decision on the fact in issue.
Thus, the Court found that as there was no need to establish the ownership of other
objects at the crime scene, such as electronic scales, the DMS powder, similarly there
was no need to establish the mobile device belonged to the appellant, in order to
establish its relevance as evidence.
On the second ground of appeal – the reliability of the process by which the evidence
was collected, the Court found that there was a rebuttable presumption of the
accuracy of 'notorious' scientific or technical instruments that are known to be
reliable. In this sense, the evidence in question could be assumed accurate, but there
must be evidence that it was operated properly and if it is of a complex nature, its
operator must have had the appropriate training. The Court found that the
prosecution did not manage to assure the Court the evidence was gathered trough an
accurate methodology and was handled properly by the designated law enforcement
officer. Thus, the Court of appeal went on to exercise the proviso. Consequently, the
Court found that there was no grave miscarriage of justice or significant denial of
procedural fairness or a breach of the 'presuppositions of the trial', as the appellant’s
guilt was established beyond reasonable doubt.
Checklist of questions at the acquisition stage
⸗ What type of data acquisition will be performed?
⸗ Who can carry out data acquisition, depending on its type? Authorization, performance,
competence, supervision?
⸗ What are the national procedural rules on data acquisition?
⸗ What is the role of the defence in data acquisition?
⸗ Is the defence given access to the entirety of data and content of acquisition?
⸗ Who is the data owner/originator?
⸗ Have the privacy rights of the data owner/originator been balanced against the interest
of the state?
⸗ Must the owner consent to the data acquisition?
⸗ What does the principle against self-incrimination preclude in data acquisition?
⸗ Have the rights of third parties been taken into account?
- Is it technically possible and appropriate to limit search parameters and perform a
selective extraction based on the circumstances in the case?

4.3.

Preparation

4.3.1.

Conceptual Framework

As with the other steps in the digital forensics process, irrespective of the jurisdiction,
the stage of preparation can also present problems for the right to fair trial as
formulated in art. 6 ECHR. The main issues at this stage originate from the fact that
use of technology at the early stages of the criminal investigation, often undermines
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the principle of presumption of innocence. The issues stem from inappropriate and
inconsistent use of technology, outdated procedural guarantees and problems within
the digital forensic practice. Examples of those are ineffective pre-trial and trial
guarantees for defendants like opportunities to scrutinise the digital evidence and
challenge the expert testimony; tunnel vision by LEAs; lack of validation of complex
digital forensic tools and the suspect/defendant’s weak position to collect or challenge
electronic evidence (Stoykova, Digital evidence: Unaddressed threats to fairness and
the presumption of innocence, 2021, pp. 1-2). Therefore, it is fundamental that digital
investigations are carried out with respect for minimum quality standards that
guarantee fair trial and provides appropriate safeguards. Lacking those, it is up to the
defence, prosecution, and judges to attempt to minimize the risks associated with the
process, both in the interest of justice and their own.
The main principle relating to criminal procedure at this stage is the presumption of
innocence, according to which everyone charged with a criminal offence shall be
presumed innocent until proven guilty according to law (art. 6(2) ECHR). The problem
with the use of digital forensics in criminal investigations happens because data driven
investigations in practice reverse the burden of proof on the accused. Data is inserted
in a tool/model, which results in an output, which is presented as evidence, rarely
critically examined nor questioned by the court. Thus, effectively the burden is put on
the defence to disprove the evidence or to prove that the data is false or possibly is
being used as leverage, when other evidence is lacking. Increased risk factors include
cases where vulnerable suspects and suspects with unconventional behaviour are
involved; high profile cases, with increased media/societal pressure to convict and
cases where the lines between data gathering, surveillance and investigation
techniques are blurred (Stoykova, Digital evidence: Unaddressed threats to fairness
and the presumption of innocence, 2021, pp. 3-5; Risinger & Risinger, 2012, p. 886).
Lastly, human nature heightens the risk of miscarriage of justice. Examples where this
happens are cases where forensic investigators are financially dependent on LEAs or
when LEAs and judges are enthusiastic regarding novel and unproved science and
technology, thereby acting under the assumption that digital sources of evidence are
“working properly”, when they are not. Consequently, a false perception that
technology mitigates errors and biases is created, where in fact exactly the opposite
happens, and technology fails to account for multitude of errors, biases, and
uncertainties. The consequences of this are not only detrimental to the defendants,
but can also result in the reopening of all cases where the same tools or methods were
used when errors are discovered later on (Edmond & Roberts, 2011; Mason, 2017;
Stoykova, Digital evidence: Unaddressed threats to fairness and the presumption of
innocence, 2021, p. 9).
In the absence of scientific reliability, standards and guidelines for digital forensics
tools and methods, several options for legal practitioners exist to mitigate the effect
of digital forensics on the presumption of innocence. Firstly, legal practitioners must
be involved in the preparation stage so that they can understand how data will be
prepared in order to safeguard its value against the probability of wrongful
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prosecution and error. Important questions are whether there is enough data for the
type of analysis to be carried out and how data is selected. A second set of concerns
are what tools will be used and how these were tested and validated to be fit for
purpose. Important questions are: what reliability standards were used and are these
scientifically reliable and can they be verified? Additionally, have transparency and
accountability been considered, so that defendants and judges are able to evaluate
the proportionality and reliability of the tool/method? Is there reliability criteria
documentation present to assist the prosecution?
For the defence it is important, at this stage, to participate and scrutinize the process
and to cross-examine the procedure for deriving evidence from the data. Otherwise,
as exemplified by the ECtHR case-law, the opportunity to find exculpatory data or
evidence and to scrutinize the prosecution’s methods, might be lost at a later stage,
depending on the national procedural rules.
Lastly, for judges it is fundamental to understand whether the techniques used are
justified, considering the possible risks and whether it is possible to use other less
intrusive techniques, e.g., traditional investigative methods. A relevant check is to
understand whether the prosecution has additional evidence either from the same
mobile device or from another source (e.g. traditional investigative technique, witness’
testimony, etc.) or is this the sole evidence for conviction or plea bargain (Stoykova,
Digital evidence: Unaddressed threats to fairness and the presumption of innocence,
2021, pp. 5-9).

4.3.2. Case Studies
European Court of Human Rights - Case of Sigurður Einarsson and others v. Iceland
(Application no. 39757/15) 4 June 2019
The facts: The applicants were part of the management and ownership of the Icelandic
Kaupþing bank. An investigation revealed that the bank provided the funds for
investors to acquire shares in the bank. The Special Prosecutor appointed to
investigate possible crimes related to the collapse of Iceland’s banking sector indicted
the applicants in February 2012. After the proceedings in the District Court and the
Supreme Court, the applicants were found guilty. During the proceedings the
applicants complained about denial of access to documents collected during the
investigation, not being able to question two particular witnesses, and that the
authorities had tapped their conversations with their lawyers.
Relevant legal issue: Regarding electronic evidence, the complaint of the applicants
alleged a violation of art. 6(1) and 3(b) ECHR. During the case three sets of documents
were organized by the prosecution. The “full collection” comprising all documents and
data gathered by the prosecution; “tagged documents” comprising documents
relevant to the case after a search of the “full collection” by investigators using
Clearwell e-Discovery system; and documents which had been analysed manually and
with Clearwell and were included in the investigation file. Lastly, there had been a file
created as the evidence for the trial court. The ECtHR found no violation of the
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Convention, since the applicants had not been denied access to the actual evidence
used in court. Their complaint was focused on lack of access to the full collection and
the fact that the prosecution alone had determined the relevance of the second set of
documents. It accepted that the full collection was massive and that the prosecution
had to reduce it. While in principle, the defence should have the opportunity to define
the criteria for relevance, in this case, the applicants had not pointed specific issues
which could be resolved with more searches.
As to the “tagged documents”, which were searched and selected by investigators, the
criteria for the search was defined solely by the prosecution, without court
supervision and this in principle is incompatible with the Convention (Rowe and Davis
v. United Kingdom). Moreover, the prosecution had refused to provide the defence
with a list of those documents. However, despite their complaints on the issue, the
applicants had never sought a court order to access the full collection or for further
searches and had never suggested more investigative measures. The ECtHR noted
that the applicants had not provided any specific details about the type of evidence
they had been seeking and held that the lack of access to the data in question had not
been such as to deny them a fair trial.
Checklist of questions at the preparation stage
⸗ What are the pre-trial and trial guarantees for defendants?
⸗ Is the defendant put in a position of reverse burden of proof?
⸗ Has electronic evidence been used as leverage? Is there other evidence?
⸗ Are digital forensic investigators dependent on LEA?
⸗ Have the digital tools/methods been validated using rigorous scientific methodology?
⸗ Have the digital tools/methods been validated using standards and guidelines
before the analysis of the data gathered in the case?
⸗ Have the digital tools/methods been validated using standards and guidelines
before the analysis for investigation of similar cases?
⸗ Have errors, bugs, biases and uncertainties accounted for in the tools/methods
documentation?
⸗ Are the forensic examiners suitably qualified for the extraction and analysis required?
⸗ Is there enough data for analysis? How is data selected?
⸗ Are the tools and methods transparent and reliable enough to be verified?
⸗ Are the methods and tools explained clearly for legal practitioners to understand and
evaluate?
⸗ Can less intrusive techniques, methods and tools be used?
⸗ Is there additional evidence or is the electronic evidence the sole evidence?

4.4.

Analysis

4.4.1.

Conceptual Framework

Moving to the analysis step, the issues at this stage, can be divided into two categories.
The first category includes data handling problems involving the chain of custody and
the analysis to be carried out. The second category is concerned with the legal issues,
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such as legal privilege, criteria for evidence to be used at trial, right to effective defence
and existing national frameworks for electronic evidence. In this cluster of
considerations, reasonable lines of enquiry should be considered. The latter support
the analysis step in such a way that guarantees proportionality of the analysis by only
examining the valid hypothesis.
Data handling issues arise from the nature of electronic evidence. Electronic evidence
can be easily duplicated, transmitted, modified, removed, contaminated by new data,
etc. In addition, handling it appropriately is often a time sensitive matter. Additionally,
it can easily cross jurisdictions. Therefore, handling this type of evidence presents
different and more complex challenges compared to handling traditional evidence.
Of upmost importance is the chain of custody. This is the process seeks to ensure the
authenticity, integrity and reliability of the data relied on, so that the evidence will later
be accepted at the trial. The aim of this process is to document where, when, why and
how certain actions were taken, and by whom (including whether that person was
qualified to do so). The chain of custody shows in detail how the evidence was handled
at every stage of the investigative process., from evidence discovery until the
presentation at trial. This applies to all individuals involved in the process of acquisition,
collection, analysis and any other type of handling. Furthermore, it must include the
appropriate time records and contextual information of what was done. An important
question for practitioners is whether there is any European or national regulation or
guidance for the chain of custody and electronic evidence management. If there is one,
the question becomes whether it was followed accordingly (Prayudi & Sn, 2015, p. 1).
While many issues regarding the chain of custody can exist, two general ones are
identified in the literature. The first one concerns data integrity. Before analysis, one
has to ensure that the data received is intact and unaltered and presents a true
representation of the data contained on the original electronic device. Furthermore,
this property of received data must be preserved throughout the process that follows.
To verify this, the original copy has to be safeguarded and any analysis must be done
on a suitably protected copy of the data. Secondly, irrespective of the analysis to be
carried out, data examiners should strike to follow rigorous scientific standards, so that
the analysis can both have evidentiary value, but also respect the fundamental rights
of the defendant/accused. This includes again proper procedures in place, where data
is cross checked and examined to check whether it allows for solid analysis. Moreover,
any assumptions and biases must be acknowledged by the forensic examiner
(Stoykova, Digital evidence: Unaddressed threats to fairness and the presumption of
innocence, 2021, pp. 2, 8-10). It is important to note that the presence of data in its
own right does not necessarily indicate one thing or another. Often it becomes a
question of technical interpretation by the examiner, as to the actual meaning of the
data in the given circumstances of the case. Which is why the qualification and
expertise of the examiner is such a vital consideration.
Moving to the legal issues, they are related to data distinction and the defence’s
opportunity to access the data. Data distinction is a multi-faceted problem. The two
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important steps to be distinguished are data ownership and after that the legal regime
applying to the data in question.
The first and foremost question is who is the data owner/originator? Data ownership
and attribution must be clearly established. This is especially true for cases where an
electronic device has more than one user. Reasoning about the evidence during
analysis and any assumptions made must be documented. A lack of sufficient
individualization and accuracy of testing can potentially result in a violation of the right
to fair trial (Stoykova, Digital evidence: Unaddressed threats to fairness and the
presumption of innocence, 2021, p. 13).
Secondly, depending on who the data originator is, different legal regimes can apply to
different parts of the data that can be used and how it can be used. These legal regimes,
originating from national legislation will establish different rights, protections, as well
as proportionality tests depending on whether the data owner is the defendant,
witness or victim. An especially important issue here is, what part of the data seized is
subject to legal privilege, i.e., what part of the data is protected under the right to
remain silent or what constitutes privileged information (e.g. between lawyer and
defendant).
Any investigation of electronic evidence will include data that is irrelevant, confidential
and possibly subject to legal privilege. It is important that data is marked as
appropriately, so that legal practitioners are able to distinguish, where confidential
information starts and where it ends. In some jurisdictions, if an investigator stumbles
upon data outside the scope of the investigation, she or he is required to cease viewing
it immediately. Thus, the balance between finding caveats in which criminals are known
to hide data and respecting confidential data is an important one, despite being difficult
to strike (Council of Europe (DGHRRL), 2020, p. 140). Nonetheless, forensic
investigators must follow proper procedure to avoid infringing on the right to fair trial,
privacy rights and other legal protections (Raburu & Dinga, 2020, p. 7).In particular,
within the EU forensic examiners should follow the national law transposing the Law
Enforcement Directive, in particular the provisions calling for different treatment of
data belonging to different categories of data subjects – witness, victim or suspect/
accused, as well as for clear distinction between data based on fact and data based on
personal assessment. Demonstration that the investigator followed the law
enforcement agencies standard operating procedures can be helpful at this stage to
demonstrate the correct practices and processes were followed.
Lastly, as in the preparation step, it must be checked whether the defence has the right
to consult, understand and possibly carry out alternative analyses at this stage. Since
national law might preclude those activities at a later stage if the defence has not
declared its intention to do so at this stage. Additionally, it might be worthwhile to
check who is the data examiner and whether data is analysed independently. It should
be noted that in some jurisdictions there is also a legal obligation to serve notice of
‘unused material’ on the defence; whereby for example - an electronic device was
examined but the prosecution have chosen not to introduce the results into court as
evidence. The defence are entitled to view that in order to seek exculpatory evidence.
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4.4.2.

Case Studies

European Court of Human Rights - Case of Robathin V. Austria (Application no.
30457/06) 3 July 2012
The facts: The applicant was an Austrian lawyer who was accused of the following
crimes: grave theft, fraud, and embezzlement. During the investigation a search
warrant was issued that allowed for the collection of documents, personal computers,
bank documents, saving books, deeds and will in favour of the applicant and of all files
related to other individuals implicated in the case - Mr R and Mr G. During the search,
the applicant, his lawyer and a Vienna Bar Association representative were present, as
the search was carried out within the premise of a law office. Upon the proposal of the
representative of the Vienna Bar Association, the police officers copied all data
returned by a keyword-based search for the names “R.” and “G.” to one disc and all
other data to separate discs The applicant later filed a complaint that this search
violated his right to privacy.
Relevant legal issues: The domestic legislation gave clear guidance for the seizure of
objects and documents but did not stipulate precise rules for the collection of
electronic evidence. The domestic court practice established that the general
provisions for evidence collection can be relied on in cases of seizure of electronic
evidence as well. The ECtHR agreed with this reasoning and concluded that all
evidence collected was provided by law and based on the pursuit of a legitimate aim –
the prevention of crime. The Court emphasized the safeguards that must be respected
in order to protect the data subject against abuse and arbitrariness – the search being
authorized by a warrant issued by a judge based on a reasonable suspicion, a
reasonable limit of the search warrant’s scope, the presence of an independent
observer during the search of premises which contain privileged information, etc.
Finally, the Court found that the search warrant allowed the collection of data beyond
what is relevant to show the connections between the applicant and Mr R and Mr G,
thus the collection of evidence went beyond what was needed and was, thus,
disproportionate. This in turn led to a breach of Art. 8 ECHR.
European Court of Human Rights - Case of Khodorkovskiy and Lebedev v. Russia
(Application no. 11082/06 and 13772/05) 25 July 2013
The facts: The first applicant – Mr. Khodorkovskiy, was the former head and a major
shareholder of Yukos Plc, which at that time was one of the largest oil companies in
Russia. The second applicant – Mr. Lebedev, was his business partner and а close
friend. Yukos Plc. was formed after the mass privatization in Russia and became one
of the most successful businesses in the country, making the first applicant - Mr
Khodorkovskiy, one of the richest individuals in his state. In 2003 the office of the
General Prosecutor of the Russian Federation started a criminal investigation into the
business activities of Mr Khodorkovskiy and his partners. The charges included:
fraudulent acquisition, large-scale tax evasion. The applicants were subsequently tried
and served their prison sentences. They also faced a commercial trial, but reached a
settlement with the government. The applicants later filed a complaint before the
European Court of Human Rights in regard to the investigation and actions of the state,
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which they claimed were carried out in a manner that breached their rights under the
Convention.
Relevant legal issues: During the criminal investigation the law enforcement
authorities seized hard drives among other evidence. The applicants had several issues
with the handling of the electronic evidence, which they claimed hampered the quality
of the analysis of data. Firstly, the experts, part of the investigation, drafted a list of
files collected from the hard drives, but neither the drives, nor the files were included
in applicant’s criminal case materials. The applicant claimed that there were large
discrepancies between the data on the hard drives and the data presented before the
national court. Furthermore, the hard drives were not properly packed and sealed, this
made it possible to add information on them, while they were in the possession of the
General Prosecutor of the Russian Federation. The defence during the domestic trial
asked for evidence from the digital forensics to be excluded, based on inconsistencies
in the bill of indictment, the list of extracted files, the methods which had been
employed by the prosecution. They pointed to an instance where investigators
discovered 4,939 more files on the examined drives than those found by experts when
examining the drives. The domestic courts dismissed these objections and claimed the
expert opinion in support of the defense was unreliable and contradictory to the
opinions of two other experts, one of whom was part of the investigation as an expert
examiner for the prosecution. The ECtHR stated that it was within the jurisdiction of
national courts to decide whether a particular piece of evidence should be considered
reliable and used during the proceedings, thus it would not carry out a thorough test
of this sort. However, it went on to point out that if the circumstances in which the
evidence was obtained cast doubt on its reliability or accuracy, this would infringe the
fairness of the proceedings. The ECtHR emphasized on the need for local remedies
that would allow individuals the opportunity to challenge the authenticity of dubious
evidence. In the present case, the Court was content that the applicant was allowed to
dispute the evidence in a domestic court and further claimed it could not detect flaws
in process of seizing and analysing the evidence at hand.
Checklist of questions at the analysis stage
⸗ Is there national regulation or local guidance on how evidence must be handled?
⸗ Has the chain of custody/national regulation or guidance been followed?
⸗ Is data integrity preserved beyond reasonable doubt?
⸗ Who is the data owner?
⸗ Is the data correctly attributed to the relevant party:
defendant/suspect/victim/witness?
⸗ What is the legal regime applicable to data handling?
⸗ Has personal, irrelevant, confidential or otherwise protected information been
excluded?
⸗ Is there sufficient data to carry out the analysis in question?
⸗ Does the defence have the right to consult, understand and carry out alternative
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analysis?
⸗ Has the data examiner carried out a thorough analysis?
⸗ Is the examiner suitably qualified to make the data interpretations presented
to the court?

4.5.

Reporting

4.5.1.

Conceptual Framework

The reporting phase of is one of the most important phases in the digital forensic
investigation (Yusoff, Ismail, & Hassan, 2011, p. 29). Generally, there are no specific
rules as to the presentation of electronic evidence and the general rules apply
(FORMOBILE, 2021, p. 74). This means that the onus is on the prosecution to bear the
initial burden of proof and to report the evidence to the court in an appropriate
manner. According to general rules of evidence, electronic evidence must be
admissible, authentic and convincing. This means that as part of the reporting phase,
the prosecution must show these elements to be true. Admissible means that the
evidence complies with applicable laws and rules, thereby ensuring that it is acceptable
to the court. Most commonly, this focuses on whether proper procedures were
followed when the evidence was obtained. With regards to the authenticity criterion,
electronic evidence is no different than traditional evidence. It must be ensured that
evidence is authentic i.e. that it truly comes from the claimed source (e.g. the suspects
phone or computer), and that its integrity has been maintained, i.e. that it has not been
altered, either deliberately or inadvertently in the preceding stages. Lastly, electronic
evidence has to be convincing. Convincing evidence is evidence that is both reliable in
itself (meaning the electronic data is accurate/correct, authentic and has not been
changed) and can prove a given fact or theory. Reliability in itself is already a challenge.
For authenticity and integrity, a reliable chain of custody is needed. In addition, it must
be proven that the data is accurate, i.e. that there are no errors or imprecisions, or that
these imprecisions do not alter the evidentiary value. In addition, the prosecution must
also present why certain electronic data can in fact be trusted to prove the alleged fact
or theory regarding the suspect. For example, if the prosecution relies on location data
related to the suspect’s phone to establish that the suspect was at the scene of the
crime, it must not only be shown that this evidence is admissible (obtained through
appropriate legal channels) and reliable (without error, e.g. because the data location
is imprecise or sometimes wrong altogether), including authenticity (indeed coming
from the suspect’s phone) and integrity (has not been altered, either intentionally or
inadvertently), but also to what extent this piece of data can actually prove that the
suspect was there. What if the suspect did not have his/her phone and another person
took it to the crime scene? According to the presumption of innocence and the
principle of “in dubio pro reo” doubt should benefit the accused, which means that in
order for the evidence to be convincing, it must be able to prove the fact or theory
beyond any reasonable doubt.
In order to address all the above aspects, the prosecution must present reports
produced by forensic experts and other documentation to support their case.
Additional explanatory reports may appropriate.

This project has received funding from the European Union’s Horizon 2020 – Research and
Innovation Framework Programme. H2020-SU-SEC-2018, under grant agreement no.832800 37

communication@formobile-project.eu
Linkedin – Formobile-project
Twitter – @Formobile2019
www.formobile-project.eu.eu

Reports should in general be clear and precise. This is especially relevant for reports
produced by forensic experts, as they must enable the understanding by non-experts,
such as the defence, court and even the prosecution. This audience must be kept in
mind. Reports must explain the relevance of the evidence, the credibility (authenticity,
accuracy, reliability) and probative value. This includes describing pitfalls, uncertainties
and other potential issues. Reports must also contain details on procedures, tools and
methodology used and contain information on the chain of custody and audit trail. The
potential issue of bias in reporting should be acknowledged and addressed explicitly.
The defence in its turn should raise challenges and doubts where appropriate with
regards to the evidence presented by the prosecution. If a challenge is raised, then the
prosecution has to provide sufficient additional evidence to support their case,
depending on what aspects are called into question. Regarding any of these three
criteria, the chain of custody is fundamental, both for the prosecution and for the
defence.
As to the disclosure, this depends on the different national rules and procedures.
Generally, any deletion of evidence by LEAs, prior to their respective retention periods,
may amount to breach of procedure (Granja & Rafael, 2017, p. 9; Council of Europe
(DGHRRL), 2020, pp. 151-153).
At this stage, it is important for the defence to examine the issues highlighted in the
previous parts of this guidance. Starting with the examination of whether the evidence
was legally obtained and if the mandate for acquisition was properly followed. The
justifications, reasons and assumptions for both data gathering and analysis can also
be evaluated. A fundamental question concerns electronic evidence attribution and
the issue of evidence which was not included in the analysis and why. (Karie & Venter,
2013). Lastly, it is important to understand who made the analysis and whether they
can be directly questioned or whether the analysis was outsourced to a private firm or
agency. If the analyst cannot be questioned or the analysis was outsourced, a pertinent
question to ask is what the guarantees are as to the quality of analysis (Page, Horsman,
Sarna, & Foster, 2019).
4.5.2.

Case Studies

Special Tribunal for Lebanon – Trial Chamber – The Prosecutor v. Ayyash et al. STL11-10-01/T/TC (Judgment) 18 August 2020
The facts: On 14 February 2005, an explosion destroyed a convoy of vehicles in Beirut,
killing the former Prime Minister of Lebanon, Rafik Hariri and another 21 people, while
also injuring over 200 others. After the attack, two investigations began: one led by
the local police and another by the UN. The UN investigation revealed the facts before,
during and after the attack, however, was unable to identify any suspects. In parallel
to the investigation, a local police/intelligence officer, named Wissam Eid, focused his
investigation on the analysis of mobile phones. At his request, a judge ordered
Lebanon’s cell providers (Alfa and Touch) to produce records of all calls and text
messages in Lebanon in the four months preceding the bombing. Eid developed an
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algorithm that revealed a pattern that indicated that the Prime Minister was followed
for the five months following his resignation on 20 October 2004. With the location
from the Prime Minister’s phone and by excluding his entourage’s phones in the same
location, he isolated the phones in the same locations that were unknown. By plotting
the movements of these unknown phones, he deduced that the former Prime Minister
was under constant surveillance by unidentified individuals. He subsequently started
to identify the users of those unknown phones (Freeman, 2018, pp. 307-309), however
he was killed by a car bomb on 25 January 2008. After his assassination, all of the
material from the Lebanese authorities were passed to the UN (Bergman, 2015).
The investigation revealed that the assassins worked in groups and each one had a
specific leader and procedures. Generally, everyone in the group called the leader and
the leader called everyone in the group, however the lower-level operatives never
called one another. For simplicity, each group was given a colour: Red, Blue, Green,
Yellow and Purple. The Red network had six members and had the purpose of
preparing the attach and observation of Hariri’s movements. The Blue group had 15
members and had the purpose of planning the attack and surveillance of Hariri. The
Green network had three members and had the task of monitoring and coordinating
attack preparations, including a false claim of responsibility. The Yellow group had 13
members and had the task of preparing the attach and observing Hariri’s movements.
Lastly, the Purple group had four members and had the purpose of coordinating the
false claim of responsibility for the attack (Special Tribunal for Lebanon, 2020).
The relevant legal question: One of the issues on which the Trial Chamber had to focus
extensively was the reliability of telecommunications evidence. The issue is discussed
at length between paragraphs 1561-2145 of the judgment. The main electronic
evidence comes in the form of call data records, cell site information and subscriber
records, provided by the telecom operators Alfa and Touch. These records were
generated in the ordinary course of business of the companies and were introduced in
the trial through witnesses, who could explain the operations and record-keeping
practices of telecom companies. Thus, the reliability of electronic evidence had several
issues which had to be addressed in the proceedings.
Firstly, as to the reliability of electronic data, records kept by the companies were in
the raw form, which means that they are unreadable in a meaningful way for people.
They are in essence a collection of strings of symbols, which, without further analysis,
are meaningless. Therefore, analysis is required by the prosecution to produce the
digital evidence. In the course of the proceedings, the defence was given full access to
the relevant raw data and could reproduce the prosecution’s evidence derived from
the raw data. Additionally, the defence also cross-examined the analysts and
investigators from the prosecution. Furthermore, the defence and prosecution both
relied on the same raw data, without understanding it, to produce evidence. Lastly, the
defence and trial chamber both had access to the prosecution’s investigation room,
where the prosecution briefed them and performed a series of demonstrations, while
also receiving questions from the judges and defence counsels, including questions on
storage and creation of evidence (paras. 1609-1616). Lastly, the process of handling
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and creation of evidence from the databases is explained in detail in the judgment
(paras.1624-1635).
The second issue concerns the operation of the mobile networks and signal coverage.
The important question here was to understand how the location of a given mobile
phone can be identified, depending on the cell tower to which it connects. The
operation of cell tower is explained in great detail in a report made for the trial by an
expert witness, who was subsequently cross-examined by the defence. In this report
how networks work, how have they been developed, how coverage works and how it
is affected by buildings and landscape is explained (paras. 1637-1704).
After this theoretical explanation the judgment moves to the question of reliability of
data provided by the two Lebanese telecom operators – Alpha and Touch. As for the
first company, the evidence was presented by a witness who joined the company in
2012. The evidence was presented in the form of statements and in the courtroom. It
concerned the company’s mobile phone network, business operations and record
keeping, especially in the period September 2004 - February 2005. While the defence
challenged the witnesses’ ability to testify on questions that were not related to his
direct knowledge, the witness was able to explain how he was able to answer based
on his experience and information from other employees and departments in the
company. Moreover, regarding questions, the answer to which he was not able to
provide, he was allowed to consult company colleagues via a protocol agreed with the
defence (paras. 1705-1752).
As to the data provided by Touch, it was again presented by a witness who began
working in the company in 2012. Similarly, they relied on expertise from other
employees and departments to provide evidence. Regarding the orientation of cells
and the network coverage in the period of interest, the company provided far more
detailed data, since it had the practice of keeping it at the time, contrary to Alpha’s
business operations. In cases where discrepancies in the data were found, Touch were
able to provide explanations for those (paras. 1755-1791).
While the Trial Chamber recognized the inherent limitations of the witnesses’
knowledge and took this into account when giving it the appropriate weight, it would
be unrealistic to attempt to find all employees related to the different aspects of
network coverage and to expect companies to keep records of every detail related to
network operation, beyond normal business operations (paras. 1839-1856).
Subsequently, the judgment moves to evaluate and respond to challenges raised by
the defence concerning the call data records and cell site data, provided by the
companies. It is explained how the data was generated, what it constitutes and how
was it given to the fact-finding mission and prosecution (paras. 1863-1947).
Consequently, the Trial Chamber considered the evidence itself, the evolution of
storage methods, the reliability of the approximations made in the analyses where
detailed data was not available, and the possibility of the defence to demonstrate a
clear error of reasoning in the production of evidence. Furthermore, the weight of the
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expert analysis was evaluated, as well as the inherent accuracy of only 60 to 70% of
the maps used by the telecom providers. In this regard, more weight was given to the
evidence presented by Touch, which was more detailed and included snapshots from
the periods of interest. In contrast the evidence from Alpha was derived through an
exclusionary methodology using data from 2007 and 2010, therefore its weight was
appropriately diminished (paras. 2002 – 2018).
The last issue is not directly related to the reliability of electronic evidence itself, but
to the reliability of the electronic presentation tools used in the Trial Chamber. To
present the evidence, the prosecution developed a presentation tool that showed
visually the telecommunications and geographic evidence from a computer. The
sources of the visualisations were based on telecom data, information from witnesses,
superimposed on a map from 2010. It additionally included a database in which related
events, exhibits of evidence, cell coverage and other points of interest for the trial. The
software also had the ability to access snapshots of evidence, which were used during
witnesses’ testimony. The snapshots included metadata about the time of creation,
operator and identification. Each party had access to the presentation system and
could conduct checks before or after the snapshot was used. Additionally, the
programmer of the system outlined the steps taken to ensure quality control (paras.
2019 - 2051).
In relation to the presentation system the Court found that international criminal
courts and national ones, all use some type of ‘eCourt’ system. This is considered an
enhancement to the efficiency and understanding of the trial evidence and as long as
an expert can attest to the methodology used, the electronic presentation of evidence
is not prejudicial to the parties. Additionally, being informed on how the tool was built
and the underlying evidence used, the Trial Chamber is aware of the weight of the
evidence. Furthermore, the defence also used the system developed to present
evidence. Lastly, the defence had adequate notice of the creation of the software and
could lodge any challenges during the trial (paras. 2052-2058) (The Prosecutor v.
Ayyash et al., 2020, pp. 512-683).
Checklist of questions at the reporting stage
⸗ Is the electronic evidence presented admissible?
⸗ Is there appropriate reporting on the reliability of the electronic evidence (no errors, no
imprecisions that affect evidentiary value, proven authenticity, proven integrity)?
⸗ Is there appropriate reporting on why the electronic evidence should be deemed
convincing (i.e. is the link between the evidence and the fact or theory that is supports
shown in a convincing manner, to the exclusion beyond reasonable doubt of alternative
explanations)?
⸗ Is the presented electronic evidence a product of validated/ peer-reviewed
methodology/ tool?
⸗ In the case of a challenge, has the prosecution presented enough evidence to guarantee
the validity?
⸗ Has the chain of custody been properly maintained?
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⸗ Have disclosure rules been followed?
⸗ Is the evidence attributable to the defendant?
⸗ Are the methods of analysis valid and reliable?
⸗ What were the assumptions made during the analysis?
⸗ Does the defence get access to the raw data?
⸗ Who made the analysis?
⸗ What are the guarantees for the quality of the analysis (peer-review, adequate time and
resources, etc.)?

4.6.

Judicial Evaluation

4.6.1.

Conceptual Framework

The first thing to emphasize on the topic of judicial evaluation of electronic evidence,
is the existing bias towards technology. Judges are often enthusiastic about accepting
new technologies and assume that the electronic evidence produced is “working
properly” (Mason & Seng, Electronic Evidence, 2017, p. para. 6.198). This approach
however is wrong. Computers are fallible and any IT system of practical size will have
displayed many faults, many times since the start of its operation. Most of these errors
will be even corrected by updates and no programmer could credibly claim that the
software works perfectly. Having this in mind, in the evaluation of electronic evidence,
courts should start with the presumption that any software system contains or is
influenced by errors, that makes it fallible occasionally, when the combination of
circumstances leads to an erroneous execution path. Moreover, these failures may not
be obvious and may have perverse effects. While different jurisdictions might have
different ways to deal with this problem, the infallibility of electronic system must not
be assumed (Ladkin, Littlewood, Thimbleby, & Thomas, 2020, pp. 7-8).
Aside from this warning, judges play a central role in the process and must understand
the technical aspects of electronic evidence, especially where and how it was obtained.
They also need to understand the technology and how it was applied to obtain the
electronic evidence in front of them. Without this, it is rather difficult to make
appropriate and solid decisions regarding its admissibility (Council of Europe
(DGHRRL), 2020, p. 160).
As to the admission of electronic evidence, general rules of evidence apply, therefore
again the broad principles are admissibility, authenticity (including accuracy and
completeness) and persuasiveness. Thus, depending on the national rules, procedures
and jurisprudence, the judge will evaluate what evidence is to be admitted in the case
and make rulings on specialist and expert testimony. If in a given jurisdiction, the judge
decides on facts, as well as the law, these decisions must be made from an informed
perspective. This plays a fundamental role, in especially hi-tech cases with large
amounts of data and complex technical nature (Council of Europe (DGHRRL), 2020, p.
160).
In evaluating the evidence presented, it must be checked whether the appropriate legal
basis and authorizations were followed in the electronic evidence gathering. Due to
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the nature and amount of personal data that is present in mobile devices, it becomes
easy to gather data, which might be outside of the scope of the warrant. Thus, it is
relevant to check, whether the limits were followed by the prosecution. Secondly, it
must be evaluated to what extent the intrusion was justified by the interests to
persecute crime versus the fundamental rights (human rights, right to privacy, right to
informational self-determination), i.e. whether the intrusion was proportionate. This
applies both to the data gathering and to the process of electronic evidence creation
from the data (Simonato, 2014, pp. para. 45-56). Here again, it is important to evaluate
the fundamental rights against the type of evidence gathering that took place and the
tools used for it (surveillance, malware, etc.) and the applicable national provisions
regarding their use (Vaciago & Silva Ramalho, 2016).
As to the parties in the judicial evaluation, the ECtHR in its case-law requires that the
prosecution takes positives steps for the disclosure of evidence and that procedural
rights are respected. The disclosure of personalized findings, which were in the basis
of the account of facts presented, must be made available to the defence. This also
includes disclosure of exculpatory evidence and unused material. In this aspect, a
careful balance must be made, considering ECtHR jurisprudence and applicable
national legislation. On the one hand a simple data dump is not enough to guarantee
the right of fair trial. Especially in cases where the defence does not have the means
(economic, technical, etc.) to appropriately examine the data received. This is especially
true for court appointed defenders. In such cases it must be considered whether they
are able to carry out the defence effectively, considering the nature and amount of
electronic evidence at hand. For the right of effective defence to be protected, the
public defender must be able to understand the technologies used and she or he, must
be able to challenge them appropriately. On the other hand, despite a data dump not
being enough, the defence should be granted access, subject to national procedural
rules, to the raw data image, so that it has the possibility to analyse it and challenge it
effectively (Stoykova, Digital evidence: Unaddressed threats to fairness and the
presumption of innocence, 2021, p. 8). Therefore, it is for the judge to evaluate,
whether this balance is achieved in the process of evaluating evidence.
4.6.2.

Case Studies

Queen Bench Division of the High Court (England and Wales) – Bates and Others v
Post Office Ltd. (Judgments 1-6) 10 November 2017 – 16 December 2019
The facts: The cases are part of an 18-year long, major business, legal, ethical, and
political scandal involving the prosecution of sub-postmasters for alleged theft, false
accounting and fraud by the publicly owned Post Office. The prosecution resulted in
criminal convictions, imprisonment, loss of reputation and livelihood, bankruptcy
divorce and suicide among the accused. It is considered one of the most serious
miscarriages of justice in recent English history (Marshall, Scandal at the Post Office:
The Intersection of Law, Ethics and Politics, 2021).
Between 2000 and 2019 the Post Office operated with the Horizon system in its
branches, which is a computerised accounting and electronic point of sale IT system.
At the time, the system was the largest non-military networked IT system in Europe.
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The Horizon system was intentionally designed so that any dispute over a transactional
balancing error (surplus or deficit) could not be identified, disputed or resolved in the
system itself, but only through a helpline. If a deficit happened, the system required
that sub-postmasters were required to make it up immediately out of their own money,
or else it would be ‘settled centrally’, even if in the case of a dispute. For Horizon to
open the trading account next day, the account needed to be closed the day before
and any balancing error resolved. After the introduction of the system, a number of
sub-postmasters experienced balancing errors ranging from small amounts to tens of
thousands of pounds. Those who were unable or unwilling to pay, where subjects to
criminal or civil proceedings brought by the Post Office (Marshall, 2020, pp. 30-31).
Relevant legal issues: Firstly, in prosecuting the sub-postmasters, the Post Office
claimed that the statements from the branches were “an account stated”. A common
law term meaning that the claim was for an agreed sum of money. It was able to do so,
because for sub-postmasters to open the account for a new trading period, they had
to agree to close the old ones.
Secondly, with the rise of use of computer evidence, courts have applied the
presumption of the proper functioning of machines to computers and IT systems. The
effect of this is that when a party used evidence derived from a computer, that party
could rely upon the presumption that the computer was operating reliably at the time,
thus shifting the burden of proof to the opposing party. Effectively, the Post Office
had never had to provide evidence as to the reliability of the Horizon system. The only
evidence at the trials was anecdotal from witnesses who said they could not see
anything wrong. This means that there was no disclosure of Horizon error rates or
reports or known bugs, despite the internal acknowledgment of such issues, which
precipitated an update of the system in 2006-2007.
Thus, sub-postmasters were put in a position of unsurpassable legal and evidential
burden, because they had to prove that the system did not work properly, without
having access to any of the reports or error rates or bugs of the system. The issues
were resolved only in 2019 when the Post Office was required to prove affirmatively
that the system was ‘robust’ and ‘reliable’ (Marshall, 2020, pp. 1, 19-22).
Checklist of questions at the judicial evaluation stage
⸗ Has the system used been verified and validated?
⸗ Are any system error or bug reports known?
⸗ Was the defendant afforded the opportunity to examine or challenge evidence?
⸗ Are there any defects on the chain of custody?
⸗ Is the evidence admissible, authentic (accurate and complete) and persuasive?
⸗ Does the judge have the technical expertise for the case?
⸗ Does the evidence presented correspond to the legal basis and authorisations?
⸗ Was the defendant able to carry out its defence effectively?
⸗ In the case of defects, were their remedied appropriately at a later stage?
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5. Post-Trial Electronic Evidence Questions
5.1.

Sharing

5.1.1.

Conceptual Framework

When it comes to sharing of electronic evidence between LEAs in pending or
completed cases, the main issues met are in relation to jurisdiction. Oftentimes, key
evidence is located extraterritorially, putting the question of jurisdiction and sharing of
data extraterritorially at play. Most often jurisdiction is based on the principle of
territoriality – an individual carries out a crime on the territory of a state and is later
held accountable by the country’s authorities, pursuant to the domestic legislation. Yet
when we discuss matters connected to cross-border criminality and digital evidence,
the principle of territoriality is not able to address all situations (Svantesson, 2016), as
LEAs are facing rising cyberthreats which are situated outside their state. In this line of
thought, it is important to note that states can declare certain actions as criminal under
their domestic law, even if they were not carried out on their territory, for example if
they harmed their nationals or if they threatened their national interests (Karagiannis
& Vergidis, 2021).
However, enforcement actions are often limited to the territory of the state that
carries them out, they cannot be carried out against another state without that state’s
sanction (Staker, 2010). In this sense, state A cannot freely access a device if it is
located in state B. In such instances authorities turn to bilateral agreements or to the
Council of Europe’s Convention on Cybercrime (“Budapest convention”)5, which
stipulate obligations for mutual assistance between states in such matters. If
authorities want to obtain evidence from a foreign territory, they must contact the
competent LEA in that respective state. If both states are parties to Budapest
convention, then they should follow the procedures envisioned there, particularly
under Article 27. This procedure calls for the designation of central authorities that
send, receive and answer requests for assistance. In case of urgency, a judicial
authority may also send a request to a similar body under Article 27, paragraph 9, lit.
“a”, then it must also send a copy to the central authority.
States must comply with such requests, while the grounds for refusal are stated by the
Budapest convention itself and include justifications arising from bilateral agreements
or instances where the execution of the request threatens the state’s sovereignty,
security, public order or other essential interests; the request is in relation to a political
offence; states could also make the mutual assistance conditional on the dual
criminality of the offence in questions.
Furthermore, there is no particular timeframe for the execution of the request, but
states must be prompt when dealing with such. Under Article 27, they must inform the
requesting state if they decide to postpone a request in connection with their own
investigation/proceedings or if there are circumstances that will cause a significant
5

Council of Europe, Convention on Cybercrime, 23 November 2001, ETS 185
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delay. In practice, such mutual assistance requests take months or even years to be
addressed, with the average amount of time being placed at 24 months as per a report
from the Council of Europe (T-CY Cloud Evidence Group, 2016).
Under the Budapest convention, data can be shared trough jurisdictions without the
need of government-to-government authorisation in two more instances, as stipulated
under Article 32: when that data is publicly accessible or when the data is accessed
through a computer system in the receiving state’s territory with the lawful and
voluntary consent of the person who has the lawful authority to disclose the data. This
raises the question whether authorities can seek cooperation directly with service
providers, for example by asking providers of cloud storage services to access certain
data. However, it is often the case that service providers do not own the data of their
users, they must also protect their human rights, in particular their right to privacy, and
must be cautious not to breach the domestic legislation (Karagiannis & Vergidis, 2021).
Thus, authorities should opt for mutual assistance procedures, however timeconsuming they may be.
In the EU, states can also rely on a European Investigative Order under Directive
2014/41/EU when investigations concern offences under dual criminality. In essence,
this is a judicial decision issued or validated by one EU member state that obliges
another member state to carry out certain action in connection to an investigation,
including the collection of evidence. Under this regime there are still comprehensive
grounds for states to refuse compliance with the order envisioned under Article 11,
these include concerns the execution would: threaten the national interests of the
state; infringe the immunity of certain individuals; expose classified information;
breach the principle ne bis in idem, etc. Nonetheless, these procedures enjoy clear
time limitations set under Article 12: the receiving authority must promptly decide
whether to recognise/execute the order in 30 days of its receival and then has 90 days
to comply with it, unless it provides clear reasons for the delay and further specifies
when the other state can expect compliance with the order. This procedure is further
simplified by providing a standardised form for the European Investigative Order,
annexed to the Directive.
An interesting question is what LEAs should do in situations where they do not know
the exact location of a device. Often criminals can mask their location, and this could
cause issues when states are not entirely aware whether the remote access of a device
may lead to actions being carried out extraterritorially in breach of the procedures for
sharing evidence between states. Thus, when authorities are not aware where a device
is located, they must presume it is located extraterritorially and should not risk
breaching a foreign jurisdiction (Privacy international, 2017).
Another issue of digital evidence sharing of data it is when it is being used for another
criminal investigation, different from the one it was originally collected for. In some
jurisdictions, such as Sweden and Denmark, data collected during surveillance could
be used as evidence in another case or serve for investigation and crime prevention
purposes. However, this subsequent use of data should be avoided, notably the
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Swedish Council on Legislature has called for specific legislature that must be adopted
to ensure compliance with the obligations under Article 8 ECHR, particularly the right
of privacy (Stoykova, Digital evidence: Unaddressed threats to fairness and the
presumption of innocence, 2021). In the case of Roman Zakharov v. Russia, the ECtHR
has noted that the storage of data post-trial must be regulated by law and protected
by judicial safeguards, furthermore in Kennedy v. The United Kingdom it emphasized
on the need of safe storage as well as security clearance for dissemination of
interception materials. Lastly, data must not be permanently kept and regularly
processed for criminal investigations needs, as noted in Marper v. The UK (Stoykova,
Digital evidence: Unaddressed threats to fairness and the presumption of innocence,
2021). The latter is also reiterated by the Article 5 LED, which calls for setting up clear
time limitations for data storage.
5.1.2.

Case Studies and Critical Points

EncroChat Cases – The Netherlands (summary of the following cases: Court
Rotterdam 25 January 2021, ECLI:NL:RBROT:2021:396, Court of Zeeland-West
Brabant 24 February 2021, ECLI:NL:RBZWB:2021:735, Court East-Brabant, 25
March 2021, ECLI:EU:RBOBR:2021:1272, Court Overijssel, 29 March 2021,
ECLI:EU:RBOVE:2021:1307, Court Zeeland-West-Brabant, 31 March 2021,
ECLI:EU:RBZWB:2021:1556,
Court
Rotterdam,
25
June
2021,
ECLI :EU:RBROT:2021:6113,
Court
Den
Haag,
25
August
2021,
ECLI:NL:RBDHA:2021:9368)
General information about Encrochat:
EncroChat was a communication provider of telephones. It provided an EncroChat
application, which had the possibility of sending and receiving encrypted chats (text
messages and pictures). Users could also save notes on the phones. Some popular
features of the phones were a possibility for a ‘panic wipe: the user could at any time
completely erase the data on the EncroChat phone. Furthermore, the phone
automatically erased messages sent through the EncroChat application after a certain
period of time. Because of these features, phones from EncroChat seemed to be
almost exclusively used in the criminal circuit.
EncroChat had been subject to investigations in both France and the Netherlands. The
server of EncroChat appeared to be located in Roubaix, France, at the company OVH.
When sending a message from one EncoChat device to another, communication took
place via this server. All the communication was encrypted. The French Technical
Police Force (Gendarmerie) however developed a recording device (‘interception tool’),
which made it possible to record incoming and outgoing encrypted communications
through EncroChat telephones (around 55.000 phones). This interception tool was
deployed under the authority of a French public prosecutor and under authorization
of a French judge. Because similar criminal investigations were launched in the
Netherlands, a Joint Investigation Team (JIT) was set up. The JIT focused on the
suspicions surrounding EncroChat and the persons using it. As is customary, the JIT
agreement provides that all information and evidence gathered for the JIT will be
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placed in a joint investigation file. Because there was a foreseeable infringement of the
privacy of Dutch users of the EncroChat phones, it was decided that a Dutch examining
magistrate should judge on the proportionality, subsidiarity and the presence of a legal
basis of the investigations. The examining magistrate granted its authorization, which
included certain further frameworks with guarantees regarding the persons from
whom and about whom data would be received. It was decided by an examining
magistrate that data collected within the 26Lemont investigation, could be used in
other criminal investigations (a list of other Dutch Criminal investigations into
organized crime was provided). The examining magistrate made the usage of the data
subject to some conditions. The EncroChats could only be used after a written request
and after obtaining a written permission from a judge. Furthermore, the permission will
only be granted in case of a “serious, socially disruptive offences, committed in an
organized context”.
Relevant legal issue:
In most cases the Court had to decide on the admissibility of the EncroChat messages
as evidence. Next to this the applicants also asked to have the documents of the
26Lemont investigations added to their criminal file. This request was made because
the defence wanted to test the legitimacy of the evidence collected in the 26Lemont
investigations. The international principle of trust was prevalent in most cases. This
means that the use of foreign power based on foreign law (in these cases French law)
is, in principle, not subject to review by a Dutch court. Therefore, the Court concluded
that the lawfulness of the French authorities’ retrieval of the suspect data is not at
issue and may be assumed to be present (presumption of lawfulness). The Dutch courts
are therefore of the opinion that their review of the investigation is limited to ensuring
that the manner in which the results of the investigations are used in the criminal case
against the defendant does not violate his right to a fair trial (article 16 § 1 ECHR). In
almost all cases the Dutch court concluded that there is no plausibility that the right to
fair trial of the accused is violated by the way in which the investigative acts – which
took place under the responsibility of the French authorities – are used in the criminal
case against the accused. Sufficient safeguards were put in place in order to avoid a
violation of the right to fair trial for example: the authorization of the examining
magistrate, the conditions under which data may be shared, et cetera. In almost all
cases, the Dutch court rejected the request of the applicants to have the documents
of the 26Lemont investigations added to their criminal file, because of the lack of
evidence that the data was obtained unlawfully.
EncroChat Case – United Kingdom
Court of Appeal (criminal division), 5 February 2021, 2021 EWCA Crim 128
The facts:
In this case the Judge had to decide whether the evidence obtained from a mobile
phone system known as EncroChat, which was marketed to its users as totally secure,
can be admitted in evidence in criminal proceedings, or is excluded on the basis of the
Investigatory Powers Act. The main question the judge needed to answer was whether
the communications were intercepted at the time they were transmitted or, if they were
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recovered (intercepted) from storage. If the communications were intercepted at time
of transmission, the evidence would be inadmissible (section 17 excludes intercepted
communications as evidence in criminal proceedings). If it would be intercepted at time
of storage, it is admissible, provided that the appropriate warrant is in place. The
EncroChat material was obtained by a Joint Investigation Team (JIT) of French and
Dutch investigators and prosecutors by interfering in the EncroChat communications
system. It was later supplied to the United Kingdom authorities where it was used in a
large number of investigations.
Relevant legal issue:
The legal issue in this case was the question whether evidence which was lawfully
obtained in the sending state must be excluded on the basis of national criminal
procedural law in the receiving state. The appeal judge agreed with the first judge that
the communication was intercepted at time of storage, and not at time of transmission.
The judge considered that the intercepted communications were not what has been
transmitted, but a copy of it which was stored in a virtual filing system. The reasoning
of this is mostly because what has been transmitted (the encrypted message) was not
the same as what was intercepted (the unencrypted message). The Court therefore
stated that it was unnecessary to determine when the transmission began and ended.
The Court concluded that the material which was obtained from the server in France
was admissible in criminal proceedings.
Checklist of questions at the data sharing stage
⸗ What are the legal grounds for retention of data post trial?
⸗ How long does the data need to be stored to meet legal obligations
⸗ Should the data be stored to ensure the right to a fair trial (EU-HR) in light of an appeal?
⸗ Who will have access to the data in storage?
⸗ What precautions are being taken to ensure no risk of accidental deletion of data?
⸗ Who is responsible for supervision and access to the data post trial?
⸗ What are the legal grounds for sharing the data or any part of the data?
⸗ Is the shared data originally collected lawfully?
⸗ Can the legitimacy of the shared data be assumed on the basis of the international
principle of trust?
⸗ Must the shared data be excluded because there is a violation of the right to a fair trial
of the accused prevalent?
⸗ Is there a legal basis for the shared data under the jurisdiction of the receiving state?
Could the evidence been lawfully obtained under the receiving’s state jurisdiction?
⸗ Have clearly foreseeable infringements of the right to privacy of the accused been
mitigated in the data sharing phase?

5.2.

Data Archival and Deletion

5.2.1.

Conceptual Framework

In the post-trial stage data archival and data deletion become interweaved concepts.
On one hand, data needs to be archived and preserved in a forensically sound manner.
On the other hand, unused data needs to be deleted to avoid violation of privacy and
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data protection rights of data subjects. This data can be both data used to produce
digital evidence and unused data, as well data that was part of the evidence to the case
and data that was collected but not used in the criminal proceedings.
Firstly, regarding the archival of digital evidence, the process of preservation should
be focused on the maintenance of the digital objects to guarantee that they can be
used in a meaningful way. This preservation should happen within context, so that the
evidence is understandable in the future. Irrespective of the time frame, the evidence
should withstand the same scrutiny as to admissibility, authenticity and
persuasiveness. Consequently, the principles and safeguards applicable must ensure
that the retention process is able to withstand judicial scrutiny (Granja & Rafael, 2017,
pp. 5, 8). In this relation, it should be noted that national legislation should be guiding
in the process making as to which evidence is to be preserved, how and for what
duration.
In this regard, the concept of data retention becomes central to digital evidence. While
there are national rules on how to archive cases and the pertaining evidence, the issue
is more complicated when considering evidence acquired by LEAs, which was not used.
Generally, the need for data retention is well recognized by LEAs, since data can be
necessary for the purposes of investigation, forensic research, validation of tools and
possibly opening of cold cases. Yet, this concept is fundamentally challenged by data
protection law. More specifically, the issue is rooted in the balance between data
retention in the name of public interests and the lack of safeguards and appropriate
tests of necessity and proportionality (Stoykova, Digital evidence: Unaddressed threats
to fairness and the presumption of innocence, 2021, p. 4; Granja & Rafael, 2017, p. 8).
Furthermore, it should be considered that the Law Enforcement Directive provides for
determination of time limitations when it comes to personal data storage in criminal
matters. An additional problem is to be found between the abovementioned need to
guarantee data integrity and the inherent alteration of data, which happens during
deletion (Nieto, Rios, & Lopez, 2019).
Generally, data deletion in the context of digital evidence is mainly dependent on
national criminal procedure legislation, human rights and data protection law. At the
European level two documents are of relevance: Directive 2016/680 on the protection
of natural persons with regard to the processing of personal data by competent
authorities for the purposes of the prevention, investigation, detection or prosecution
of criminal offences or the execution of criminal penalties, and on the free movement
of such data and the ECHR. Additionally, both the CJEU and ECHR have ruled on the
issue.
Starting with the Directive, it applies to the entire process from investigation to
execution of criminal penalties. In relation to data deletion, two articles are of
importance. Art. 5 of the Directive states that Member States shall provide for
appropriate time limits for erasure of personal data or for specific review of the need
for storage of personal data. This means that time limits for erasure of personal data
are to be found in the different legal acts transposing the directive into national law.
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Art. 16 of the Directive obliges Member States to establish the right to erasure, under
specified conditions. These conditions are in cases where the processing does not
follow the principles relating to processing of personal data (art. 4); it is unlawful (art.
8) or when it does not follow the principles relating to special categories of personal
data (art. 10). Lastly, the directive does not preclude Member States from adopting
higher standards of protection, than those set out therein.
Moving to the case-law of the ECtHR, it generally requires more detailed requirements
for data retention and procedures for deletion in national law, than the Directive by
itself. In its case-law, the Court considers the mere storing of data, an interference of
the right to respect of private law as enshrined in art. 8 ECHR. The question is whether
this interference is justified under art. 8(2) ECHR, as being “in accordance with the law”
and “necessary in a democratic society”.
In its case-law the Court established a test for the evaluation of whether art. 8(2) ECHR
can justify the interference. In general data deletion is not considered particularly
burdensome on public authorities, even in the case of a not fully automated database.
For a state to balance the public interests and the interests of individuals, there must
be a judicial procedure that provides for an independent review of the justifications
for data retention. This system must operate on defined criteria and afford adequate
safeguards to individuals seeking the deletion of their data. Additionally, the
opportunity to seek data deletion, must not be theoretical and illusory. Anyone seeking
the deletion of their data should have practical means to challenge the data accuracy,
retention and storage. Despite the need for time limits in the national legislation,
authorities can refuse to delete the data and can retain it indefinitely, if necessary. In
refusing the deletion, they must provide a reasoned opinion. Moreover, an individual
cannot be left to rely on the discretion of authorities, based on a flexible legal
framework. As in the EU regime for data protection, sensitive categories of data must
be given higher protection (European Court of Human Rights, 2021).
Thus, while the ECtHR holds that any data irrelevant for the purpose for which was
obtained, must be immediately destroyed and that the storage of evidence data after
the trial must be regulated by law. Lastly, the need for secure storage and security
clearance for dissemination of interception material has to be guaranteed (Stoykova,
Digital evidence: Unaddressed threats to fairness and the presumption of innocence,
2021, p. 4; Rojszczak, 2021).
5.2.2.

Case Studies and Critical Points

European Court of Human Rights - Case of S. and Marper v. The United Kingdom
(Application no. 30562/04 and 30566/04) 4 December 2008
The facts: Both applicants had their fingerprints and DNA samples taken in 2001, on
unrelated charges. On 14 June 2011, Mr. S was acquitted, while Mr Marper’s case was
formally discontinued. Both applicants requested the destruction of their fingerprints
and DNA samples, but in both cases the police refused. On subsequent judicial review,
the Administrative court, the Court of Appeals and the House of Lords (now Supreme
Court of United Kingdom) rejected the application for data destruction.
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Relevant legal issue: The Court examines whether the retention of fingerprints, DNA
profiles and cellular samples constitute an interference with the applicants’ private life.
Generally, the mere storing of data relating to the private life of an individual amounts
to an interference withing the meaning of art. 8 ECHR. The subsequent use of the
stored information is not relevant in this regard. In determining however, whether
personal information retained by authorities involves aspects of private life, the Court
takes into account the specific context in which the information is recorded and
retained, the nature of the records, the way in which these records are used and
processed, and the results that may be obtained.
In the present case, the systematic retention of DNA samples, given the use to which
they could be put in the future, represent an interference with the right to respect for
a private life. Apart from future use, additional reasons include the highly personal
nature of DNA samples and the unique genetic code pertaining to both the individual
and his relatives. As to DNA profiles, they also contain substantial amounts of unique
personal data and the automated means of processing go beyond neutral
identification, including genetic relationships and ethnic origins. This means that their
retention constitutes an interference with art. 8 ECHR.
As to the retention of fingerprints, it represents an interference with the right to
respect for private life, yet it must be determined, whether this retention is justifiable
under art. 8(2) ECHR. To be justifiable it has to be “in accordance with the law”, “it must
pursue a legitimate aim” and to be “necessary in a democratic society”. As to the first
criterion, the interference must have some basis in domestic law and to be compatible
with the rule of law. Consequently, the law must be adequately accessible and
foreseeable. It must also afford adequate legal protection against arbitrariness and
indicate with sufficient clarity the scope of discretion conferred on the competent
authorities and the manner of its exercise. To be “necessary in a democratic society”,
it must answer a “pressing social need” and, if it is appropriate to the legitimate aim
pursued and if the reasons presented by the national authorities to justify it, are
“relevant and sufficient”.
In the present case, the blanket and indiscriminate nature of the power of retention of
fingerprints, DNA samples and profiles of persons suspected but not convicted, fails
to strike a fair balance between the competing public and private interests.
European Court of Human Rights - Case of Kennedy v. The United Kingdom
(Application no. 26839/05) 18 May 2010
The facts: On 23 December 1990, the applicant was arrested for drunkenness and
taken to a police station, being held overnight in a cell with another detainee - Patrick
Quinn. The next day Quinn was found dead with severe injuries. The applicant was
charged with his murder. He alleged that the police had framed him for the murder in
order to cover up their own wrongdoing. In 1991, he was found guilty of murder. In
1994, at appeal he was convicted of manslaughter instead and sentenced to 9 years’
imprisonment. In 1996, he was released and became active in campaigning against
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miscarriages of justice. Subsequently, the applicant started a removal business but
began experiencing interference with his business communication. He suspected that
this was because his communications were intercepted. In 2000, he made access
requests to MI5 and GCHQ to discover the information processed about him. These
requests were denied. In 2001 he lodged complaints with the Investigatory Powers
Tribunal and in 2005 he was informed that no determination had been made in his
favour, meaning that either there had been no interception or if there was, it was
lawful.
Relevant legal issue: The applicant alleged an interference with his right to private life
as enshrined in art. 8(1) ECHR, due to the alleged surveillance carried out by the UK.
While in general it is not the Court’s task to review national legislation in abstract, due
to the nature of secret surveillance and the importance of ensuring effective control
and supervision of it, the Court has permitted general challenges to the applicable legal
regime. In order to assess if there was an interference in cases related to general
complaints about secret surveillance measures the approach used was the one set out
in Klass and Others (Application no. 5029/71) 6 September 1978, paras. 34-38 and 41.
Finding the general challenge admissible, the Court used the same test as in S. and
Marper (Application no. 30562/04 and 30566/04), applying it on the Regulation of
Investigatory Powers Act of 2000. It found that the interference was justified under
art. 8(2) ECHR, due to several reasons. Firstly, there is a strict limit to the number of
people who have access to the information and the need to hand the material in a
secure way. Secondly, there is a requirement for the destruction of material as soon as
there are no longer grounds for retaining it. As for the grounds of retention, they are
subject to a periodic review and periodic need for justification. Moreover, there is an
extensive jurisdiction of a judicial authority with wide powers to remedy an illegal
interception. Because of this, the ECtHR considers that there is a sufficient clarity in
the procedures for authorization and processing of surveillance warrants as well as the
processing, communication and destruction of material collected.
European Court of Human Rights - Case of Roman Zakharov v. Russia (Application
no. 47143/06) 4 December 2015
The facts: The applicant is the editor-in-chief of a publishing company and the
chairperson of a branch of an NGO monitoring the state of media freedom in the
Russian regions. He had several mobile-network subscriptions. On 23 December 2003,
he began proceedings against three mobile-network operators, claiming that there had
been an interference with his right to privacy, due to the requirement in national
legislation, that network-operators install equipment that allows the Federal Security
Service (FSB) to intercept all telephone communications without prior judicial
authorization. On the 5 December 2005 the district court dismissed the applicant’s
claim because the applicant had failed to prove that the operators had transmitted any
protected information to unauthorised persons and stating that the installation of the
equipment by itself, did not interfere with the applicant’s right to privacy. The applicant
appealed, but the judgment was upheld on appeal.
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Relevant legal issue: The applicant alleges an interference with his right to respect to
private life as enshrined in art. 8(1) ECHR, due to the fact that mobile network
operators are obliged, pursuant to national law to install equipment allowing the
monitoring of private communications. The Court reiterates that similarly to Kennedy
(Application no. 26839/05) 18 May 2010, due to the nature of secret surveillance, the
Court will allow a general challenge to the relevant legislative regime. Restating its
case-law to that point (paras. 227-234), the Court applies the general principles
developed, to the Russian legal regime.
In its evaluation, the Court finds that the legal regime applicable, does not provide
adequate and effective guarantees against arbitrariness and the risk of abuse, which is
inherent in any system of secret surveillance. Furthermore, the risk is particularly high
in the Russian system, where the secret services and the police have direct access, by
technical means, to all mobile-telephone communications. Among the many and severe
shortcomings regarding the supervision and justifications for surveillance practices
(para. 302), the Court highlights that domestic law permits the automatic storage of
clearly irrelevant data and the lack of sufficiently clear guidance in which the intercept
material will be stored and destroyed after the end of a trial. This represents a breach
of art. 8(1) ECHR, going beyond what is “necessary in a democratic society” as defined
in art. 8(2) ECHR.
European Court of Human Rights - Case of Catt v the United Kingdom (Application
no. 43514/15) 24 April 2019
The facts: In 2005, the applicant began participating in protests organised by a group
trying to close a weapons factory in Brighton. At some of protests, there was serious
disorder and criminality. The applicant was twice arrested for obstructing a public
highway, yet he was never convicted of any offence. In March 2010, the applicant
made a request to the police, to be informed on what data relating to him was being
held. He was mentioned in 66 records for other individuals and information reports,
held in an “Extremism Database”. The records related to not only the abovementioned
protests, but also other political protests in which he participated. In August 20210, he
requested the deletion of those entries, but the authorities refused, without giving
reasons. In January 2012, because of an effectiveness and efficiency report, a large
number of entries in the database were deleted, leaving only two mentions of the
applicant. Following a judicial review proceeding, four more entries were found,
including entries mentioning his political affiliation. At the national level, the first
instance court ruled that art. 8 ECHR was not engaged in the case. At appeal, the court
ruled that there was an unjustified interference with art. 8 ECHR. Finally, the supreme
court found that art. 8 was applicable, but the interference was justified.
Relevant legal issue: As per the existing case-law, the mere storing of information
amounts to an interference with the right to respect for private life and the question
becomes whether this is necessary in a democratic society. Domestic law must provide
legal protection against arbitrariness and indicate with sufficient clarity the scope and
discretion conferred on the competent authorities and the manner of its existence.
Additionally, problems for data storage might arise during collection, storage, use and

This project has received funding from the European Union’s Horizon 2020 – Research and
Innovation Framework Programme. H2020-SU-SEC-2018, under grant agreement no.832800 54

communication@formobile-project.eu
Linkedin – Formobile-project
Twitter – @Formobile2019
www.formobile-project.eu.eu

communication of data.
Regarding the collection of data, the Court found that the legal basis (common law and
code of practice) was rather unclear and uncoherent. In its evaluation, the Court
focused not on the quality of the law, but rather on the question whether the collection
was necessary, thus whether there was a pressing social need, was proportionate and
whether the justification offered was relevant and sufficient. A problem highlighted by
the Court concerns that the entries involved sensitive data related to the applicant’s
political affiliation.
As to the retention of data, there was no pressing social need to retain personal data
beyond the established time limits. In the present case, the established safeguards
were not sufficiently applied which resulted in the data not being appropriately
reviewed or deleted. Furthermore, the authorities failed to follow their own policies by
retaining sensitive data, even though the applicant was never convicted of any offence,
thus having a “chilling effect”, therefore finding a violation of art. 8 ECHR.
Checklist of questions at the data archival and deletion stage
⸗ What is the applicable national legislation on data archival and deletion?
⸗ Is there a possibility of an independent judicial evaluation of the data retention?
⸗ Are the criteria regulating data retention defined clearly and precisely?
⸗ Is the access to judicial evaluation practically feasible?
⸗ What are the time limits to data retention?
⸗ In the case of refusal, has the public authority provided a reasoned opinion?

4. Conclusion
This document constitutes an effort guiding legal practitioners – judges, prosecutors
and lawyers, as to how critically to examine digital evidence from the unique
perspective of their profession. The Checklist Guidance Document looks at pending
criminal proceedings and beyond the delivery of judgement through the lens of
electronic evidence handling. To this end, the document clarifies firstly the Information
Governance Framework upon which the consecutive steps related to the digital
evidence examination and presentation are reviewed in the present document. Next,
the premises on which an expert witness is appointed and working on a case are
specified. This includes information from both continental Europe and the UK.
After this introductory part, the Checklist Guidance Document proceeds with
presenting in detailed manner each of the steps outlined by the Information
Governance Framework, by providing information on the theoretical framework in
concise manner, followed by selected case studies which illustrate in practice the
relevant legal issues that could be met. Each step is concluded with relevant questions
the legal practitioners might ask when critically examining digital evidence.
As the Information Governance Framework looks beyond the criminal proceedings,
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several activities related to electronic evidence handling after the delivery of judgment
are presented. The way they are curated follows the already familiar pattern –
conceptual framework, illustrated by a case study and concluding with relevant
questions.
This Checklist Guidance Document is designed to aid legal practitioners when drafting
their own checklist before and during working on a case. The mission of this document
is to enable and empower legal practitioners with understanding in terms of what
happens with the digital evidence in the path from the crime scene to the courtroom,
and even after that. In this direction, the document could be consumed either in its
whole, or by referring to specific (sub)sections.
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