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Introduction

Executive Summary
From November 18th to 19th 2021, the FORMOBILE Results Event was held. Day 1 was
reserved for Law Enforcement Agencies (LEAs) and relevant Public Authorities, and an open
session to a broader range of stakeholders on Day 2. The event was organised by the Polish
Platform for Homeland Security (PPHS) that was responsible for Communication and
Dissemination proceedings, with the support of FORMOBILE partners. The topics of focus were
related to the challenges before and benefits after FORMOBILE, training for Forensic
Practitioners, its standards and values for Law Enforcement Agencies, as well as exploring the
legal and ethical issues of digital evidence collection and analysis.

General Remarks
According to the participants’ opinions, the event was well organised and the program wellbalanced. The presentations from European experts provided a firm background about
FORMOBILE’s Tools, the CEN Workshop Agreement (CWA) and FORMOBILE training.
There was active engagement and participation during the event thanks to the efforts of
moderators - particulalry Dr Margaux Michel (ZITiS). The discussions were active and openly

addressed the required procedures for successful training and standards and which future steps
are required to overcome existing barriers in Mobile Forensics.

Annex
To view the event programme, click here.
To access the presentation click here.
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Event Registrants
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connected to Law
Enforcement
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FORMOBILE Overview
Challenges
Smartphone-Related Facts
Mobile

phones

are

a

unique

challenge

for

law

enforcement agencies (LEAs) due to the volume and
variants in circulation. They are also analysed differently

85% Crime Investigation
includes Mobile Data

to other devices such as PCs and Laptops, meaning the
investigation requires a separate forensic process.

65% EU Citizens prefer

Criminals are using mobile phones to communicate,

Smartphones to access Internet
(2017)

coordinate, organise and execute illegal activities.
LEAs have ways to; access, decode and use the data as
evidence

-

in

a

safe,

trustworthy

and

85% of all photos taken in the

reliable

EU are made using

manner, while the relevant fundamental rights are

Smartphones (2017)

appropriately taken into account.

Solution - FORMOBILE
FORMOBILE Highlights

An EU project aiming to create an end-to-end
mobile forensic investigation chain, striving to
improve digital safety, and security in the EU

1.
2.
3.
4.

19 Partners
15 Countries
€7 Million
3 Year Project
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FORMOBILE Countries of Focus
FORMOBILE Project partners come from thirteen EU countries and two associated countries.
Also, there is input from further afield.

KYRGYZSTAN

AUSTRALIA

JAPAN

Consortium Partners
Contribution from other countries

FORMOBILE Consortium
The FORMOBILE consortium consists of carefully chosen partners, coordinated by University of

Mittweida. In total, there are 19 project partners, all experts in their field of competences.
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FORMOBILE Target Groups

The EU is a connected society

Highlights
1.
2.
3.

Mobile phones are used to continuously share

information, files and images. Thankfully much

Security Practitioners
Research Groups
EU Citizens

of this is innocent, however, criminals and
terrorists

use

the

same

channels

to

communicate.
FORMOBILE will tackle this risk and will
benefit three key groups.

Work Package Breakdown

19 Partners, 10 Work Packages
The

consortium

completes

the

work packages in a systematic
method.
A collaborative and communicative
approach is used throughout to
ensure that the knowledge and
experience are available to each
member

of

the

FORMOBILE

consortium.
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Event Overview
Objectives
The FORMOBILE Results Event served as an opportunity for LEAs and other stakeholders of
FORMOBILE to find out more about the project's results and key activities and provide a preview
of what FORMOBILE will eventually deliver in its last implementation month, April 2022.
The main objectives of the event were to:
• Understand the benefits of the FORMOBILE project;
• Demonstrate the practical use of FORMOBILE’s tools, training and standard;
• Explore the legal and ethical issues of collecting and analysing digital evidence.

There were a number of topics discussed at the meeting, most of which are highlighted by the
keywords in the following figure:

Figure 1: Element extracted from survey tool ‘Slido’ used during the
event
FORMOBILE Results Post-Event Report, 2021
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The tool ‘Slido’ was used throughout the event during the Q&A sessions as well as for the survey
that had been prepared to evaluate people’s opinion of the event.

Participants
Day 1 of the FORMOBILE Results Event saw a total of 107 attendees, while on the Day2 there
were 75 attendees present. The participation was reasonable given the online nature of the
event.

According to Slido:

Figure 2: Elements extracted from survey tool ‘Slido’ used during the event
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Day 1

Professor Dirk Pawlaszczyk was on hand to open the event, and he shared some of the
challenges before and the benefits expected after FORMOBILE. Dr Margaux Michel spoke
about understanding the requirements of LEAs in the end-to-end forensic investigation chains
for mobile phones. A follow-up session by Dr Margaux Michel comprised of case-based
demonstrations of the practical use of FORMOBILE tools, training and standard that included

actors in the role of police officers and the following speakers:

Tool that were presented:

1.
2.
3.
4.
5.

CLONEaCQUIRE
Dump Decoder
RAMdCoder
CLOUDxTRACT
FORMOBILE Visualizer

CLONEaQUIRE
aims to improve
extraction support
for clone devices.

Dump
Decoder
focuses on adding,
improving,
and
maintaining support
for app decoding.

RAMdCoder looks for crypto keys and cloud
tokens,
potentially
releasing
account
information.
CLOUDxTRACT is
an interface to
integrate
the
acquired data in
XRY.
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Visualizer helps to find
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masses and identify
the following steps to
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FORMOBILE Benefits for EU-Security
Many benefits were presented on FORMOBILE and its goal to develop a synchronised
standard, training and tools to enhance the expertise of police and law enforcement agencies.

Security Union Strategy (2020-2025)
Aim:

foster security for all people living in Europe, e.g. combatting organised
crime, countering terrorism and radicalisation, and fighting crimes in a
digital age.

FORMOBILE

Developing a standard in mobile forensics as in the digital age crime is

Contribution

often carried out on a national, European or international level and crossnational crime fighting needs a common method and language as well as
certain minimum requirements.
Cooperation and information sharing with EU bodies such as Europol and
CEPOL who can act as multiplier; as information sharing is the most
powerful tool to combat crime and terrorism and pursue justice.

EU Strategy to tackle Organised Crime (2021-2025)
Aim:

As part of the EU Security Union Strategy it aims to: Boost law

enforcement

and

judicial

cooperation;

support

more

effective

investigations to disrupt organised crime structures and focusing on high
and specific priority crimes; ensure crime does not pay, get law
enforcement and the judiciary fit for the digital age.
FORMOBILE

Regarding capabilities to respond to major cyberattacks, FORMOBILE

Contribution

supports with the strengthened forensic acquisition and analysis tools, as
well as with training for the LEAs.
Development of CWA explicitly supports LEA and judiciary cooperation.
Most tools will be integrated into MSAB tool kit, and so fast available for
European LEAs.
Results – easy-to-use tools, CWA, LEA training, legal and ethical transfer
efforts – support LEA’s and judiciary’s adaptation to digital age.
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Scientific Benefits
FORMOBILE has a scientific impact:
• It builds upon and relates to EU projects from previous calls, namely i-LEAD, CASE, Evidence.
• It has established close connections to EU projects from the same call, namely ROXANNE,
LOCARD and EXFILES to exchange knowledge on /level.
• Firm connection to ENFSI and ENLETS.
• Scientific open-access publications with high international visibility.

Economic & Competitive Benefit
FORMOBILE strengthens the digital sovereignty of the EU. Tools
for mobile examination within the EU include two main players.
Cellebrite – the Israeli market leader– and MSAB located in
Sweden.
Important results of the FORMOBILE project will be exploited by
MSAB. This will strengthen the European mobile forensics market
and make the main EU player more competitive.
FORMOBILE will contribute significantly to the qualification of
young researchers within the EU. Several young researchers are
able to finish a PhD–work within the project. This will help to
relieve the lack of specialisation in the fields of forensics, affecting
the EU societies.
FORMOBILE Results Post-Event Report, 2021
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Technological Benefits
FORMOBILE has a technological impact:
• The expertise obtained in developing the eMMC and UFS emulator will facilitate the
development of emulators of new chip technologies in the future.
• This new technology will strengthen the abilities of the EU economy in the fields of
hardware development especially for disruptive technologies like the IoT.

FORMOBILE Tools
By the end of its duration, the FORMOBILE Project will deliver 12 tools. However, at the
Results Event only 5 of them were presented to LEAs.

#

Tool Presented

#

Tool Not Presented

1

CLONEaCQUIRE

7

FORMOBILE Visualizerr

2

Dump Importer

8

Semantic Analyzer

3

Dump Decoder

9

Dump Analysis Tool

4

RAMxTRACTOR

10

Malware Analysis Platform

5

RAMdCODER

11

Antiforensic System

6

CLOUDxTRACT

12

eMMC Emulator
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WP1: Definition of law enforcement’s
requirements and application tests
A questionnaire was distributed by Work Package 1 with the aim of assessing the current
situation of mobile forensics in Europe.

Results
•

49 participants from 15 European countries

1 LEA
2 - 5 LEAs
> 5 LEAs

Key Findings
•

Knowledge transfer is essential between agencies on national and
international levels.

•

Almost half of the participants state, that currently-used
approaches may not be best suited for their work.

•

Access to more of the leading technologies is essential for

successfully carrying out mobile forensics.
•

Training (hands-on experience) is the most effective measure to
improving capabilities.

T1.1 allowed the Work Package to collect the requirements of LEAs, which emphasize the
importance of the FORMOBILE ambitions and are the base for the subsequent WPs.
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FORMOBILE Summary
• Definition of end-user requirements through a questionnaire answered by 49 European
LEAs.
• Definition of project results requirements based on end-user requirements and on ISO
standards to ensure added value, usability and usefulness of developed tools.
• WP1 has defined the end user requirements and keeps track that the project results align
and meet the needs of the LEAs / stakeholders.

Overall, FORMOBILE through its:
diverse consortium partners,
the ambitious work plan,
the network linkages,
and the collaboration with EU sister projects has

huge policy, scientific, economic,
competitive, technological and social
impact.
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Q&A Session
Through the event, there were Q&A sessions held after each individual session. Below are
some of the most popular questions that were presented to attendees:

Audience Engagement
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After Demo Session
The following questions were presented to find out the participants’ opinion on the tools that
had been demonstrated:
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After Training Presentation
Below are two of the questions that were asked after the presentation on training to gain the
audience’s feedback on the FORMOBILE training:
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After CWA Presentation
Below are questions that were asked after the CWA presentation:
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Day 2

On Day 2, Prof. Dr. Dirk Pawlaszczyk had the pleasure of starting off the meeting followed by
Rune Nordvik with his session on FORMOBILE Training for Forensic Practitioners, and Dr. Karl
Grün who spoke about FORMOBILE Standard and its value for LEAs. A panel was held on
“Exploring legal aspects relating to the issue of digital evidence” which was co-organised by

sister projects LOCARD and ROXANNE. Pieter Gryffroy; TIMELEX, FORMOBILE project, Dr
Uwe Ewald; FORMOBILE Ethics Advisory Board Member, Ashwinee Kumar; Vrije Universiteit
Brussel, LOCARD, and Joshua Hughes; Trilateral Research, ROXANNE shared their insights on
some of the challenges faced along with regards to extraction and use of digital evidence whilst
maintaining digital integrity all the while observing human rights. This session was led by
FORMOBILE’s legal expert Law and Internet Foundation by the personable Snezhana Krumova.

FORMOBILE Training
Changes
•

•

•

All trainings will be online, except L4!
Campus Week (CW) => Capture the
Flag event.
Mobile Forensics using FORMOBILE
tools will be confidential for LEAs, this
also include the ToT and the Campus
Week.

Results
•

•

All other course material from L1 will be
publicly available.
Since CW is an CTF event, materials will
be made available after the event.

FORMOBILE Results Post-Event Report, 2021

19

What is the value of the training?
The benefits of FORMOBILE’s training include: Forensic Readiness, Order of volatility, and
order of importance, Acquisition techniques, Standards, SOPs, Policies, Investigation and
analysis.

FORMOBILE Standards
• The aim of the FORMOBILE is the
development of a Europe-wide standard in
the field of mobile forensics.

• In an open, inclusive multi-stakeholder
process, a European Standardisation
Deliverable so-called European Committee
for Standardization (CEN) Workshop
Agreement (CWA) is being drawn up.
• The CWA focuses on the entire forensic
chain of evidence – from the first
responder at the crime scene to the
preparation of the results to be presented
before the Court.
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The Value of Standards for LEAs
• Covering the entire forensic chain of evidence – from the first
responder at the crime scene to the preparation of the results to be
presented before the Court providing commonly agreed best
practices.
• Strengthening confidence in the evidence examined using digital
forensic methods, including reliable criteria for the selection and
use of tools.
• Ensuring that the results of the digital forensic examination of
evidence presented in court are robust, verified and validated.
• Improving the quality of the evaluation results obtained by means
of digital forensics.
• Harmonization of methods in the field of digital forensics between
institutions based on best practices.
• Enabling international cooperation in fighting cross-border crime.
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Legal Panel

Exploring the Legal and Ethical Issues of Collecting and
Analysing Digital Evidence
During the legal panel of the 2nd day of FORMOBILE’s Results Event the following
aspects have been touched upon:
•Legal and ethical insights from 3 sisters projects, namely LOCARD, ROXANNE &
FORMOBILE have been presented via interactive discussion;
•The overall work of Law and Internet Foundation (LIF) has been presented (e.g. research &
analysis of the relevant regulatory framework; regular monitoring procedure in terms of data
processing activities, ethics risks and informed consent deployed; ad-hoc support; DPIA;
elaboration of a checklist);
•The importance of the chain of custody has been highlighted along with its practical
implementation by technical experts;
•Specific measures and safeguards when dealing with digital evidence have been pointed out
to limit any potential mass surveillance;
•The right to privacy (not an absolute one) has been discussed, in particular, the circumstances
under which it may lead to a breach of a fair trial;
•Practical insights have been shared in terms of whether and when the data subject should be
informed while avoiding the jeopardising of an ongoing investigation;

•Technologies developed under the three projects and their impact on individuals were talked
through;
•Special attention has been paid to the need for transparency and enhanced awareness when
dealing with digital and mobile evidence.
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Recommendations
The Event
Due to the online nature of the event, the participation and integration of attendees were
limited. However, some recommendations we see fit for future events in such settings include:
• Incorporating virtual networking sessions or workshops for LEAs to, say, have discussions on
subtopics e.g. have subjects for different rooms on MS Teams and people can get into
breakout groups for discussion.
• Dedicated plan to help illuminate the exploitation of the tools, training and standard. This
was already planned, but we can enhance the document with knowledge gained from the
event.

The Project
CWA
Some questions during the Q&A sessions at the event indicated a need to clarify and highlight
that the CEN Workshop Agreement (CWA) is a collaborative effort across multiple partners

with many external stakeholders. Moreover, participation in the CWA was voluntary. In total,
52 participants, including 18 external stakeholders, took part. Currently, 44 registered
Workshop participants representing 28 organisations (11 consortium organisations and 17
external ones) have contributed to the development of the FORMOBILE CWA.

Distribution of tools
The tools being developed have displayed great potential in their applications. It is worth
considering, if possible, how they can be distributed or licensed across different law
enforcement agencies outside of the developing team. The project is working on an
exploitation plant to address this.

Training
There is still a need for a more synchronised training effort and distribution of training
material across different law enforcement agencies. To tackle this need, FORMOBILE is
currently working on an exploitation plan to define how the materials created in FORMOBILE
will be shared and made available for LEAs and interested stakeholders.
FORMOBILE Results Post-Event Report, 2021
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Note of Thanks
A note of thanks to all the FORMOBILE Partners, event speakers, the Communication and
Dissemination team and LEAs and other attendees who made this event an online success.

Margaux
Michel

Dirk
Pawlaszczyk

Rune Nordvik

Karl Grün

Sebastian
Zankl

Kjell Svedman

Martin
Bochmann

Dave Lauder

Natalia
Jarmuzek

Harry
Manifavas

Petya Peteva

Steven
Ormston

Joseph
Ngwarai

Joshua
Hughes

Pieter
Gryffroy

Ashwinee
Kumar

Uwe Ewald

Snezhana
Krumova

Become a
Stakeholder

communication@formobile-project.eu

Stay in touch:

LinkedIn – Formobile-project
Twitter – @Formobile2019
www.formobile-project.eu
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