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Executive Summary
In the first year of the project, Communication and Dissemination (C&D) activities were focused on
raising awareness about the objectives, expected results and benefits FORMOBILE will bring to
various target groups in the coming years. In turn, in the second year, the C&D tactic was more
mature. FORMOBILE already has well-defined target groups, effective communication and
dissemination tools, the first scientific publications are published and the C&D activities focus on
providing stakeholders with information on specific project results and research progres s. The
project is more visible and recognisable by the audience.

The D8.7 ‘Annual Dissemination Report’ details main communication and dissemination activities
executed by the FORMOBILE consortium during the second project year from April 2020 to April
2021. For easier navigation in this document, its structure is similar to the report presented in the
first year of the project (D8.6 Annual Dissemination Report for Y1).

This public deliverable is part of Work Package 8 dedicated to Communication, Dissemination and
Exploitation.

1. INTRODUCTION AND SCOPE
1.1. FORMOBILE overview (abstract)
Mobile devices, especially smartphones represent a unique challenge for law enforcement. Criminal
offenders use phones to communicate, coordinate, organise and execute criminal actions. This is
especially true for organised crime and terrorist organisations. This development provides new
challenges for criminal prosecution and it is vital to empower law enforcement to access the data
stored on mobile devices to use it as court evidence in a trustworthy and reliable manner.

The overarching objective of FORMOBILE is to establish a complete end to end forensic investigation
chain, targeting for mobile devices. To achieve this goal three objectives will be pursued. Novel tools
shall be developed that include the acquisition of previously unavailable mobile data, unlocking
mobile devices, as well as the decoding and analysis of mobile data. Based on the definition of
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requirements of law enforcement and legal and ethical issues a new mobile forensics standard shall
be developed. With the developments of the new standard and the new tools, training for police
and criminal prosecution will be established, providing the end users with the latest knowledge in a
novel and an innovative curriculum to ensure a quality standard of investigations.

The European Union has developed as a Security Union, building on the European Agenda on
Security. This aims to ensure that people live in an area of freedom, security and justice, without
internal frontiers. To strengthen digital forensics in the context of criminal investigati ons is crucial
to achieve this vision. FORMOBILE contributes to the fight against virtually all forms of crime. This is
because mobile devices are widely used in crimes, especially in the arrangement of conspiracies.
Yet, there are crimes more closely related to mobile devices; this includes child abuse and emerging
forms of cybercrime in particular. To fight crime effectively, law enforcement has to be empowered
to access all evidence stored on mobile devices.

1.2. WP 8 Overview
The aims of Work Package 8 are described as follows:
1. Plan, develop and coordinate all FORMOBILE activities related to communication,
dissemination and exploitation.
2. Reach a wide audience and relevant stakeholders.
3. Create strong awareness about the FORMOBILE results at national, European and global level.
4. Broadcast FORMOBILE results during various dissemination events.
5. Interact with all FORMOBILE Work Packages (WP) to ensure communication, dissemination
and exploitation of results of each WP.

1.3. FORMOBILE Consortium
The partners collaborating closely to deliver this project consist of a variety of specialists - experts
in their specific fields. The University of Mittweida coordinates the carefully chosen consortium. The
19 project partners FORMOBILE brings together includes: LEAs, commercial companies, civil
organisations and academic institutes. The Project partners come from thirteen EU countries and
two associated countries.
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No.

Name of participant organisation

Short name

Type

Country

1

Mittweida University of Applied Sciences
(coordinator)

HSMW

Uni

DE

2

Netherlands Forensic Institute

NFI

Public Body

NL

MSAB
A.S.I.

SME
NSB

SE
AT

ZITiS

Public Body

DE

HO
MIR-PN
KWPP
MPF
PJ
TUD
UPat
FORTH
NMPS
LIF
PPHS
TLX
SI

LEA
LEA
LEA
LEA
LEA
Uni
Uni
Research Org.
Public Body
NGO
NGO
SME
SME

UK
ES
PL
MT
PT
NL
EL
EL
NO
BG
PL
BE
FR

KSTU

Uni

KG

3
4

Micro Systemation AB
Austrian Standards International
Central Office for Information Technology in the
5
Security Sector
6
Home Office
7
Spanish National Police
8
The Polish Police Regional Headquarters in Poznan
9
Malta Police Force
10
Portuguese Judicial Police
11
Delft University of Technology
12
University of Patras
13
Foundation for Research and Technology Hellas
14
Norwegian Ministry of Justice and Public Safety
15
Law and Internet Foundation
16
Polish Platform for Homeland Security
17
time.lex
18
Strane Innovation
Kyrgyz State Technical University named after I.
19
Razzakov
Table 1 FORMOBILE Consortium

1.4. Structure of the deliverable
The document consists of the following main sections:
•

Section 1 presents the executive summary of this deliverable, an overview of the FORMOBILE
project, along with the main objective of WP8 and information about the consortium.

•

Section 2 refers to the Communication and Dissemination Plan as the main guide to
FORMOBILE communication and dissemination activities. This section also includes a table
that summarises the Key Performance Indicators (KPIs) used in the second year of the project.

•

Section 3, 4 presents communication and dissemination activities and its results achieved
during the FORMOBILE’s second year.

•

Section 5 ends the deliverable with conclusions and future work for the last third year of the
project’s life.
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2. COMMUNICATION & DISSEMINATION PLAN – YEAR 2
The Initial FORMOBILE Communication and Dissemination Plan (D8.1) was delivered in month six
of the project (September 2019) as a confidential project report. In the second year, the C&D work
was carried out in FORMOBILE in accordance with the above plan. In addition, the C&D team did
not see much need to update it, as most of the plan's activities and approaches were still relevant
and valid. One element that has been modified is participation in events. This change was related
to the COVID-19 pandemic and lockdowns across Europe from the beginning of March 2020.
However, the C&D Manager did not estimate a significant impact from the pandemic on C&D
activities, as the physical events and FORMOBILE presentation opportunities during them were
quickly transferred to the virtual space.

In line with the phases of communication and dissemination activities, the main goals to be
achieved in the second year were:
1. Regularly inform indicated target groups about the individual activities in the project and
achieved milestones.
2. Disseminate the first research results to relevant stakeholders.
3. Continuously increase the visibility of the project through the C&D tools, FORMOBILE’s
presentations at various events; all in line with the developed branding.

Raising
Awareness

Disseminating
Information

Informing
Stakeholders

- A Dedicated Project Website
- Creation of Social Media
Platforms
- Initial Dissemination
Documents

2019

- Industry Conferences, Events &
Workshops
- Regular Project Updates

2020

- Scientific Materials
- Specialist Training
- CWA
- Printed & Online
Dissemination Documents

2021/22

Figure 1 Communication and Dissemination phases – year 2
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2.1. Target Audiences
The main target group are security practitioners, including Law Enforcement Agencies (LEAs), but
also prosecutors, judges, customs and intelligence services.

It is imperative that as many security practitioners engaged in mobile forensic related work are
informed and engaged throughout the work of FORMOBILE. Therefore, the work of the C&D team
has focused on this segment when possible - for example, creating news articles and sharing results
directly. This includes dedicated newsletters and emails. Also, the WP8 team has shared results in
relevant communities involving security practitioners. For example, ENLETS 1 and i-LEAD2. Moreover,
members of the FORMOBILE project - particularly the Project Coordinator, Dr Christian Hummert
has engaged directly with the LEA community in presentations and interviews with LEA-related
channels. For example, Moderne Polizei 3.

Figure 2 FORMOBILE main target groups

A significant output of the FORMOBILE project will be the building blocks for further development
and future improvements.
EU Researchers are paramount to continued development; their work allows experts to take
advantage of known challenges and to improve existing standards and solutions. Therefore,
publications and deliverables that allow them to advance their efforts must be available.
Furthermore, by engaging the research community in dedicated events and initiatives – such as DG

1

www.enlets.eu
www.i-LEAD.eu
3 https://formobile-project.eu/downloads/press -releases/133-moderne-polizei-modern-police-interview-withformobile-coordinator-dr-christian-hummert/file
2
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Home’s Community of Users workshop4, FORMOBILE is constantly growing and strengthening its
presence in the Research Community. Besides, the project has also been presented in the
international arena with focus from Forensic Focus 5 platform and by taking part in conferences such
as the Digital Forensic Research Workshop6, where the project shared the paper Law Enforcement
educational challenges for mobile forensics.

Although the driving force for the FORMOBILE project is EU Citizen safety and security, updates are
mainly for informative purposes. The project consortium provides regular updates to the general
public, who can consume the information and materials at will.
Citizens ought to be free to live their lives, but can take comfort in knowing work is being done to
improve protection measures.

The general stakeholders that we are looking to engage include members from the following
communities:

Figure 3 FORMOBILE Stakeholder Groups

2.2. Key Performance Indicators (KPI) – year 2
The Key Performance Indicators (KPIs) achieved in the second year of the project are summarised in
the table below. Numerous KPIs have been indicated, while those proposed in the Document of
Action are marked in orange. Later in the document, the figures for each medium are expanded,
providing superior clarity over the efforts in each area.

4

https://formobile-project.eu/news/58-dg-home-community-of-users-digital-forensics
https://www.forensicfocus.com/articles/a-springboard-to-digital-forensics-research-in-2021/
6 https://formobile-project.eu/news/62-formobile-s-first-paper
5
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Dissemination
Activity

Public Facing
FORMOBILE Website

Metric
Number of visits
Number of downloads of
project reports

Measurement

Private FORMOBILE
Portal

News Articles

Newsletter

Flyers & Leaflets

FORMOBILE
Presentations

Social Media

Database
Trainings

Actual

/ On
Target

412

Yes
Yes

40

300
22
Monthl
y Ave

250

171

Yes

10 PM

0

Risk

10 PM

7

Risk

5 PM

6

Yes

1 PM

1.8

Yes

200 PA

538

Yes

300
PM
Website
Analytics

Number of external links
directing to FORMOBILE
Number of registered users
Quantity of posts on the
FORMOBILE Forum
Number of downloads of
project reports
Number of downloads of
FORMOBILE Standard
Number of Articles
(FORMOBILE website)
Number of Article hits
(FORMOBILE website)

Target
Values

Website
Analytics

Count

50

Yes

Number of issues

Count

6

5

Yes

Number of subscribers
Number of leaflets on site
Quantity of leaflets
distributed
Number of events
FORMOBILE was presented
at
Number of events
FORMOBILE exhibited at
Number of Tweets on
Twitter
Number of followers on
Twitter
Number of posts on
LinkedIn
Number of followers on
LinkedIn
Number of videos on
YouTube
Number of video views
Quantity of stakeholders
Quantity of trainings
delivered

Count

100
2

110
10

Yes
Yes

N/A

2007

Yes

30

25

Yes

3

1

Yes

4 PCM

6

Yes

150

216

Yes

4 PCM

4

Yes

150

232

Yes

Count

1
1000
200

1
08
279

Yes
Risk
Yes

Count

3

0

N/A

Count

Count

Count

7 Due
8

to the COVID pandemic, many events did not happen or they ran online and there was a reduced need for printing.
Only produced the week this deliverable was released.
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Quantity of publications in
peer reviewed papers
Press Releases &
Quantity of press releases
Publications
and media campaign (e.g.
Radio, TV)
Table 2 FORMOBILE KPIs – year 2

10

2

N/A

20

5

N/A

Count

The columns “Target Values”, “Actual” and “/On target” read as follows:
N/A – Not Applicable: Generally, because work has not reached the relevant phase of the project
PCM – Per Calendar Month
Ave – Average
PA – Per Annum
Risk – Based on current development speed, there is a risk that the results may not be achieved

3. COMMUNICATION ACTIVITIES & RESULTS
3.1. Channels and Tools
Several strategic channels and platforms were selected at the beginning of the project to help
facilitate effective communication and dissemination to the stakeholders later in the life of the
project.

The main mediums used for communication and dissemination activities in year 2 of the project
were: FORMOBILE Website, social media accounts - Twitter and LinkedIn, Newsletters and the
FORMOBILE Secure Portal for LEAs and Governmental Institutions. Each is managed by the C&D
team, updated regularly to keep all parties notified about progress in the individual work packages
and the project as a whole.

To monitor progress, the C&D team used the following analytical software, taking into account all
relevant data protection aspects: Google Analytics, Google Search Console, In-built Website
Analytics, LinkedIn Analytics, Twitter Analytics.

3.2. FORMOBILE Website
The FORMOBILE website (www.formobile-project.eu) was first delivered in M3 and is the key
channel to support the communication, dissemination and exploitation of information and the
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results of the FORMOBILE project. It contains comprehensive information about the project that a
recipient interested in FORMOBILE is looking for. It also gives access to public deliverables, all issued
newsletters and dissemination materials. The style of the website and the presented materials are
fully consistent with the established branding of the project.

In the second year, it remains an important outlet to raise awareness about the project, but also
provide detailed information on the individual results achieved during this time. The website is
maintained regularly and news articles are posted several times a month. From the website, it is
easy to connect with social media channels - Twitter and LinkedIn, and log in to the FORMOBILE
Secure Portal.

During the last 12 months, a few changes were made to the website, which resulted from the
interaction with users and stakeholders, and the need to provide them with all the necessary
information about the project and individual activities. Therefore, to add value to the current
website and the FORMOBILE audience, Frequently Asked Questions (FAQ) section was added to the
site. The objectives of this action were to describe, at a glance, to interested stakeholders what the
purpose and value of FORMOBILE is and to provide answers to the most interesting questions
related to the project and its work packages.

In connection with establishing cooperation with sister projects (LOCARD and ROXANNE), a tab has
been added informing users about the collaboration and will include additional content as the
relationships mature.

Figure 4 FORMOBILE Sister Projects and FAQ Tabs Screenshots
Grant Agreement: 832800

Dissemination level: PU

Page 13 of 42

D8.7. Annual Dissemination Report of Y2
The news articles posted on the website were also of a different nature – from those informing
about the project to those that call for action and offer the opportunity to join the project’s activities
(some examples are presented on Figure 5 below).

Figure 5 FORMOBILE News Screenshots

The website is typically accessed through desktops, but users also visit from their mobile devices,
therefore it is important the website is mobile-friendly.

Figure 6 FORMOBILE – Mobile Friendly

Grant Agreement: 832800
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The most frequently visited tab on the website is the ‘News’ section and this is where the reader can
find out about the most recent activities and latest updates from the project. As in the first year,
statistics show that the articles are well-received by users, with the total number of articles published
between April 2020 and April 2021 being 22. The overview of produced articles in the second year
can be seen in Table 3 below. It is evident from looking at the figures that the main focus points of
the project – specifically the training-related content is the most interesting for the domain. The C&D
team suspect that when articles about the tools of FORMOBILE are released, the results will be
similar. Article 22 was the first in this series.
Date
Published

Project
Month

Article
Hits

Mobile Forensics Investigation - Collaboration
FORMOBILE - Mobile Forensic Improvements Year 1
Summary
The Global State of Cybercrime Legislation and its
Importance
Devices Requiring Forensic Investigation Stacking Up

14/04/2020

12

502

30/04/2020

12

645

11/05/2020

13

461

15/05/2020

13

503

All Parties Moving Towards Mobile Forensic Improvements
Investigation Report: Mobile phone data extraction by police
forces in England and Wales
FORMOBILE goes to INTERPOL

03/06/2020

14

536

19/06/2020

14

362

24/06/2020

14

460

02/07/2020

15

489

17/07/2020

15

715

10

Security Research: Community of Users
A Summary LEAs' Requirements for Mobile Forensic
Improvements
Deliverables From H2020 Project LOCARD

28/07/2020

15

421

11

FORMOBILE - Novel Training in Mobile Forensics

19/08/2020

16

1119

12

Cloud Computing Challenges for LEAs

11/09/2020

17

396

13

Call for Training Participants

30/09/2020

17

2900

14

28/10/2020

18

348

08/12/2020

20

410

16

DG Home Community of Users - Digital Forensics
FORMOBILE and Malware Analysis at the Research Institute
Cyber Defence Meeting
Policy to Reflect the Changing Forensics Domain

21/01/2021

21

150

17

CWA - Open Commenting Begins

29/01/2021

21

621

18

FORMOBILE's First Paper Presented at the DFRWS

29/01/2021

21

218

19

A big thank you to all applicants

24/02/2021

22

96

20

TIMELEX on Sky ECC and Data Privacy

29/03/2021

23

64

21

FORMOBILE Aired on German Radio

06/04/2021

24

117

22

XAMN 6.0 Release Marks FORMOBILE Success

21/04/2021

25

314

Number

Article Title

1
2
3
4
5
6
7
8
9

15

Total

11,847

Table 3 Overview of published articles – year 2
Grant Agreement: 832800
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The summary of the numbers and activities on the website during the second year of project
implementation includes:
•

22 new articles with over 11.5k views, to add to the growing total of 29.5k total views (News).

•

2 published leaflets & brochures (Downloads; Leaflets & Brochures).

•

2 public deliverables – D8.6 Annual Dissemination Report of Y1, D2.2 FORMOBILE Criminal
Procedure Report (Downloads; Publications & Public Deliverables).

•

2 scientific publications (Downloads; Publications & Public Deliverables).

•

2 media materials, including 1 radio broadcast and 1 interview (Downloads; Press Releases
& Interviews).

•

17 public and project events displayed in the event calendar (Events).

•

71 subscribers registered for the newsletter.

•

2 issued newsletters (1 per quarter); available via email to subscribers and downloadable on
the FORMOBILE website (Downloads; Newsletters).

Detailed information about the FORMOBILE website and social media presences can be found in the
public deliverable D8.3 (FORMOBILE Website and social media presences) delivered at the beginning
of the project.

3.2.1. Website Analytics and results
Analytical data is essential to monitor progress and determine what is working and how
stakeholders and audiences consume content.

This section of the report highlights some interesting and valuable figures given by the analytical
software of how the website is currently used and interacted with. Each graphic presented below is
briefly explained with the most relevant points marked.

It is important to note that the website has experienced several ‘spam’ incidents, and although
nothing has been breached, the website figures have been altered to remove the numbers that do
not represent actual hits.
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Website User Location
The graphic below shows that FORMOBILE attracts interest from across the world. The United States
has moved from fourth in the list to second. This demonstrates that Mobile Forensics is a global
topic and there is commonality between countries, probably because of the similarities in technology
and the common challenges faced by all parties.

Figure 7 FORMOBILE Website Users Location

FORMOBILE Website Visitors
The graphic below captures the general data relating to the number of visitors to the FORMOBILE
website from the beginning of May 2020 and compares it with October 2019 to the beginning of April
2020 – reported in the previous period.

The numbers are higher most months, but people spend less time on the site and view fewer pages.
This could indicate that initially, people were visiting to find out about the project, and now users are
coming to the website to view new updates, but it is challenging to interpret the exact reason for
Grant Agreement: 832800
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this. However, we can see a fairly consistent number of users and that the project is still attracting
new users on a monthly basis.

Figure 8 FORMOBILE website Visitors

FORMOBILE Visitors Search
In the previous edition of this report that we highlighted that FORMOBILE had good Search Engine
Optimisation (SEO) ranking for search queries directly related to the project – i.e. FORMOBILE and
H2020 Forensics for Mobile. This year we can see that the project is also ranking well in the broader
domain. The figure below shows that FORMOBILE can appear at the top of the ranking in Google
with search queries connect to ‘Digital Forensics’ as well as ‘Mobile Forensics’.
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Figure 9 FORMOBILE Visitors Search

How users use the website and user acquisition
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Figure 10 Website Access by Device and Channel

These figures demonstrate that, by a significant amount, users mainly interact with the FORMOBILE
site via desktop computers. This is not surprising given the nature of the project, and that most
parties are interested through work-related activities.
Besides, users are typically accessing the site via direct links. This shows that parties are aware of the
project and are linking to the site from previously sent links. It is likely that this figure is reinforcing
the importance for project consortium members to actively share the website links and information
through their networks.

3.3. FORMOBILE Secure Portal – year 2
The FORMOBILE Portal was launched in early 2020. It is a platform dedicated to LEAs and
governmental representatives from Europe connected to mobile forensics. The portal was to be a
secure place for users to engage in topics directly related to FORMOBILE. It was also intended to
build a connection with other related platforms, enabling stakeholders to get the most value from
using it.
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So far, 9 documents have been published on the portal that have been downloaded 99 times for the
project reports and 98 times for standards documents. Until the end of March 2020, the portal had
50 registered users, while currently, by April 2021, there are a total of 166 users.
In order for the portal to be attractive to registered users, it must be alive and regularly supplied
with interesting content. The C&D Manager is responsible for the maintenance of the FORMOBILE
portal, while the entire consortium is responsible for the production of content and the
maintenance of the forum. Although there is still a year left to complete the project, it can be said
at this stage that the portal is not being used as planned. The observations to date also show that
LEAs or government institutions, due to the multitude of existing communication platforms, show
less interest in using another platform, despite the fact that the potential of the FORMOBILE portal
is extremely large.
However, the portal’s primary goal was to provide a repository accessible by selected users.
Therefore, the portal is still useful, but the costs associated with its creation are not
representative of the value it brings. This can be a key lesson for other initiatives considering the
introduction of a similar tool.

3.4. Social Media
The project maintains two social media channels – Twitter and LinkedIn that were both launched in
month 3 (July 2019) of the project. Both platforms support constant awareness and dissemination
of projects news, updates and general information among the followers in a relatively simple and
quick way. Importantly, they are consistent with the website, other materials and branding created
for FORMOBILE. The C&D Manager is responsible for maintaining both accounts, while partners are
regularly encouraged to support FORMOBILE channels and disseminate presented content among
their networks, relevant to the project.
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Figure 11 FORMOBILE Twitter Home Page

Figure 12 FORMOBILE LinkedIn Home Page

3.4.1. Twitter and LinkedIn Results
During the second year of the project, the following results were achieved through the use of social
media.
For FORMOBILE’s Twitter account, we have a total of 214 followers (92 followers in the first year)
and 174 Tweets (62 tweets in the first year). The figure below shows that the audience of
FORMOBILE on Twitter is growing as the project matures.
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Figure 13 FORMOBILE Twitter – ‘Top Tweets’
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Figure 14 FORMOBILE Twitter Analytics May 2020 – April 2021

In the same way as Twitter Analytics, LinkedIn data shows that the presence of FORMOBILE is growing
as the project progresses. The FORMOBILE profile on LinkedIn has 228 members which shows
significant increase from 104 in the first year of the project. Both accounts are observed by a wide
group of recipients, including some project partners, but also other European projects and European
networks and institutions that increase the reach of the content presented here. It is often
recognised that Twitter is a more suitable platform for growing the audience and increasing
engagement. However, perhaps due to the content produced, LinkedIn serves as the most popular
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tool with the audience and the interaction levels and following on the platform is higher than Twitter.
Another promising factor on the LinkedIn platform is that the project is engaging the relevant
Stakeholder Groups. This information is not available through Twitter Analytics, so difficult to
compare, but the change is promising and shows that the project is connecting with its target
audience.

Figure 15 The total number of impressions from FORMOBILE posts on LinkedIn since April 2020 to April 2021
– year 2 & the growth of organic FORMOBILE followers on LinkedIn (228 at the beginning of April 2021) –
year 2
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Figure 16 The number of total visits to the FORMOBILE Page on LinkedIn (462 at the beginning of April
2021) – year 2

Figure 17 The sectors of the visitors viewing the FORMOBILE Page on LinkedIn – year 2

3.5. FORMOBILE Newsletter – year 2
FORMOBILE produces quarterly electronic newsletters that summarise the ongoing activities of the
project and present the latest achievements of the consortium. Each newsletter is promoted via the
website (Downloads; Newsletters) and social media channels and sent directly to stakeholders who
have confirmed their subscription. In the second year of FORMOBILE, 2 newsletters were published
(in October 2020 and February 2021). In the period from April 2020 to April 2021, newsletters were
downloaded from the website 1407 times, and the total number of subscribers as of 31 st March
2021 was 111 people. In addition to the quarterly newsletters, the team sends direct mass -e-mails
to the relevant stakeholders. In total, the team has sent two - one connected with standards, and
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one with tools. The open rate for both was almost 40% and there was an average click-through rate
of 14% and so far, 0% have unsubscribed. The results are promising and the C&D team will use this
tactic more during the third year of the project to show stakeholders the specific results from the
project.

Figure 18 Recent FORMOBILE newsletters screenshots

4. DISSEMINATION ACTIVITIES & RESULTS
This section provides a brief overview and explanation of the main dissemination activities
implemented during the second year of FORMOBILE.

4.1. Dissemination Materials
At the beginning of the project, initial and more general awareness -raising materials about the
FORMOBILE were developed and presented in the deliverable D8.4 (FORMOBILE Initial Set of Printed
and Electronic Dissemination Materials). These included the Overview Leaflet, FORMOBILE at a
glance, FORMOBILE Portal – Introduction and User Guide.

The purpose of the materials produced in the second year was to focus on promoting specific results
(e.g. CWA development progress) and project activities (e.g. WP7 pilot training), engaging users and
building FORMOBILE outreach.
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In year 2, all activities and dissemination materials were consistent with the branding developed for
FORMOBILE in the first year. Each material presented offline and online contained the logo of the
project, displayed acknowledgement of EU funding along with the EU emblem. All produced
materials are available and downloadable from the FORMOBILE website (Downloads; Leaflets &
Brochures).

Figure 19 FORMOBILE dissemination materials – year 2
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All materials used by the C&D team in posts on social media or graphics for articles on the website
keep the graphic design of the project style, emphasising their coherent links with other materials
and a professional approach to the developed visual identity for FORMOBILE.

Figure 20 Examples of graphics that support consistent dissemination of FORMOBILE activities

4.2. FORMOBILE Stakeholder Database
A FORMOBILE stakeholder database is used to assist the efforts of each work package and that the
overall results of the project reach the most relevant audiences.

The database includes all the stakeholders who have agreed to participate in the project and
provided consent via the relevant policies and terms and conditions connected to WP8. All the
relevant policies are stored on the website and available in the footer. Direct links are always
provided when users are required to provide consent.
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Currently, the FORMOBILE Database contains 279
Stakeholders. The information about the Database
was listed in detail in the deliverable D8.5
FORMOBILE Stakeholder Database. The goal as the
project progress through year two is to grow the
number of subscribers, but also to make sure that
the content and information shared with them is
useful and of value.

Figure 21 FORMOBILE Stakeholder Database Totals

It is worth emphasising that selected European institutions were informed about the activities carried
out under FORMOBILE. EUROPOL actively participated in the CWA Workshop, European Cybercrime
Training and Education Group (ECTEG) was in contact with WP7 Leaders responsible for training
development. INTERPOL has appointed a contact person for FORMOBILE. The project was also
presented to representatives of EUROPOL, INTERPOL, the European Network of Forensic Science
Institutes (ENFSI), as well as European Network of Law Enforcement Technology Services (ENLETS)
and the i-LEAD network in their ‘Research Day’9.

As mentioned, the team will utilise direct engagement tactics to notify the database about the
specific actions connected to the project’s results. An example of this will be the dissemination of the
WP4/5 specialised workshop for LEA mobile phone forensic experts. The workshops planned for 2022
will be disseminated without the use of Social Media and the website. This activity will test the
effectiveness of FORMOBILE’s community.
The C&D team also regularly encourages all WP leads to use the database and interact with the
relevant stakeholders.

9

https://ppbw.pl/en/i-lead-research-day/
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4.3. FORMOBILE Events – year 2
Due to the current COVID-19 pandemic and the restrictions imposed across Europe, the consortium
was unable to participate in physical events from March 2020 and is still an ongoing issue. The
sudden outbreak of the pandemic resulted in the cancellation of most events important for
FORMOBILE, and most of them did not take place either physically or virtually. Nevertheless, until
April 2021, despite the difficult circumstances, the project was presented at 17 national and
international events, mostly remotely.

An important event for FORMOBILE was the CEN Workshop Agreement kick-off meeting, which took
place in April 2020. The event was intended to bring together consortium representatives and
experts in the field of standardisation and mobile forensics in Vienna, but due to the circumstances
caused by COVID-19 the meeting took place online. In total, 50 people contributed to this 1-day
session adding their unique experiences and professional expertise.

FORMOBILE representatives presented the project within the Mobile Forensic communities, during
such events as INTERPOL Digital Forensic Expert Group Meeting, Prosecutor General of Bavaria,
Annual Presentation of ZITiS Projects to German LEA and Intelligence, ECTEG ForMobiBasic Course
Kick-Off Meeting, ENLETS NCP Meeting, DFRWS APAC 2021, i-LEAD Research Day and others.

The events where FORMOBILE has taken part are listed in table 4 below.

Where suitable, the C&D team gather input from the individuals who participated in the meeting.
This includes photos and a summary of proceedings. The information is provided via the FORMOBILE
Event Feedback Form, a document available to all project members in an online repository. The input
is then extrapolated into an online article which is shared via the website and social media channels.
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Date of the
Event

Project
Month

Form of Event

Materials
Prepared

April 2020

12

Online Project
Workshop

The entire
workshop
dedicated to
the project

Data in FCT Follow-up Workshop on
legal & ethical clarifications

June 2020

14

Online
Workshop

Presentation

INTERPOL Digital Forensic Expert
Group Meeting

June 2020

14

Meeting

Presentation

July 2020

15

Webinar

Presentation

#

Name of The Event

1

CWA Kick-off Meeting: Creating a New
Standard for Mobile Forensics

2

3

4

EEMA - In association with LOCARD
Weak Links - Can we build a robust
cross-border chain of trust for digital
evidence?

5

Annual Presentation of ZITiS Projects
to German LEA and Intelligence,

July 2020

15

Meeting

Presentation

6

Mobile Forensics Workshop

September
2020

17

Workshop

Presentation

7

FORMOBILE 2nd CWA Meeting

September
2020

17

Online Project
Workshop

The entire
workshop
dedicated to
the project

8

Prosecutor General of Bavaria

September
2020

17

Meeting

Presentation

9

WP1 Meeting at ZITiS

September
2020

17

WP Workshop
(with external
participants)

The entire
workshop
dedicated to
the project

10

ECTEG ForMobiBasic Course Kick-Off
Meeting

September
2020

17

Meeting

Presentation

11

DH Home Community of Users
Meeting October 2020

October
2020

18

Security
Community
Workshop

n/a

12

CODE RI Analysis of suspicious
applications from evidence-relevant
Android devices under real
reconstructed conditions

November
2020

19

Conference

Presentation
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13

ENLETS NCP Meeting December

December
2020

20

Meeting

Presentation

14

DFRWS APAC 2021 Program

January
2021

21

Conference

Presentation

15

i-LEAD Research Day

March
2021

23

Conference

RoundTable
Discussion

16

Kerngruppe Mobilfunkforensik Mobile Forensics (Confidential)

March
2021

23

Meeting

Presentation

March
2021

23

Summit

Presentation

17

Summit Research, Innovation and
Standardization

Table 4 The Events FORMOBILE has participated in during year 2

4.4. FORMOBILE Interviews & Press Releases – year 2
FORMOBILE was presented in the media three times in year 2 of the project:
•

Forensic Focus, Digital Forensics Standards: Recent News and Research referred to
FORMOBILE – August 2020.

FORMOBILE was mentioned in the article published by Forensic Focus as one of two new initiatives
in Europe aimed at improving the work of the Police dealing with digital Forensics.
Forensic Focus is the web’s leading digital forensics platform for computer forensics and eDiscovery
professionals.
•

FORMOBILE on German Radio Show Deutschlandfunk – March 2021

FORMOBILE Coordinator Dr Christian Hummert took part in a German radio broadcast dedicated yo
the complex topic of mobile Forensics, explaining what some of the current concerns are in Germany
regarding the nature of mobile forensics and how the FORMOBILE project is helping.
The radio programme is about computer and IT topics and airs weekly. The full written and audio
version of this material is only available in German. A transcript in English was provided the reporting
journalist and is available here.
•

Modern Polizei (Modern Police) Interview with FORMOBILE Coordinator Dr Christian
Hummert – April 2021.
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The FORMOBILE project Coordinator also gave an interview for the German magazine ‘Moderne
Polizei” (Modern Police) who, in an interview with Marco Feldmann talked about the FORMOBILE
and indicated what the new project will bring to the area of mobile forensics. The article is available
in German on pages 18-19.

The publication of further articles in cooperation with Forensic Focus is planned in the coming
months.

4.5. Peer Reviewed Open Access Publications – year 2
In the first year of project implementation, a publication plan was developed, which presented the
intended titles of articles proposed by the partners and possible journals in which they could be
published. The goal of FORMOBILE is to deliver 10 peer reviewed open access scientific publications
by the end of the project, while the publication of most of them is scheduled for the third and final
year of FORMOBILE. By March 2021, two scientific publications have been published, while several
are already in preparation and will be issued in the following quarters of 2021. The table below shows
the current status of work related to research articles, however, several papers that are planned but
not confirmed have not been included. They depend on the progress and findings achieved in
research works. Scientific articles already published are available on the FORMOBILE website, were
disseminated via social media channels, highlighted in the newsletter as well as uploaded on the
authors' ResearchGate accounts, thanks to which they reach academia and research institutions.

#

1

Organisation
NMPS
(PHS)/FORTH/MSAB

HSMW/ ZITiS
2

3

Grant Agreement: 832800

Topic/ possible Journals /submission date/link to
the article
Topic: Law enforcement educational challenges for
mobile forensics
Journal: Digital Investigation & Conference DFRWS
APAC 2020
Date of publication: January 2021
Link to the article here
Topic: Making the Invisible Visible – Technics for
recovering deleted SQLite data records
Journal: The International Journal of FORENSIC
COMPUTER SCIENCE
Date of publication: January 2021
Link to the article here
Topic: “Android Apps and Advertising Networks – A
Survey on Data Privacy”
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HSMW/ ZITiS

4

HSMW

5

HSMW

6

HSMW/ ZITiS

FORTH
7

Journal: Int. J. Information Privacy, Security and
Integrity (IJIPSI)
INDERSCIENCE PUBLISHERS
Link to the article abstract here
Topic: Towards a Joint Semantic Analysis in Mobile
Forensics Environments
Conference Paper: International Conference on
semantic processing (Semapro)
Submission date: approx. time June 2021
Topic: 3 Cloud services forensically investigated
Journal: unknown yet
Submission date: unknown yet
Topic: Survey on mobile forensic process models and
standards
Journal: unknown yet
Submission date: unknown yet
Topic: Encryption key recovery methods and forensic
investigations
Journal/Venue: unknown yet
Submission date: unknown yet

Under
preparation

Under
preparation
Under
preparation

Planned

Table 5 FORMOBILE Peer Reviewed Open Access Publications – as of March 2021

4.6. Cooperation with sister projects – year 2
In the second year of the project implementation, cooperation was initiated with European projects,
which were financed from the same Horizon2020 programme and topics as FORMOBILE. After a
detailed analysis of the goals and activities of the selected projects as well as common themes to
FORMOBILE, LOCARD and ROXANNE were chosen. In addition, EXFILE project was also identified as
significant, and there was one inter-project meeting organised in this period.

The following individual steps for establishing cooperation with other projects have been agreed:
•

Send an invitation to cooperate with a selected project; highlight the project goals, activities
and the current stage of work, information about the possibility of joining the project
stakeholders’ group, newsletter subscription, as well as information about C&D channels
(website and social media). Propose a meeting between projects to make a short presentation.

•

If there is an interest in cooperation, raise the topic internally with the intention of agreeing a
meeting between projects and discussing the details of cooperation.

•

If both projects confirm their willingness to cooperate, Non-Disclosure Agreement (NDA)
between both projects should be signed (and accepted by the General Assemblies and the
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Coordinators).
•

Organise a joint brainstorming session on the overlapping of interest and topics of both teams
and define small collaboration groups dedicated to selected areas.

•

C&D teams from each project maintain constant contact and undertake promotional activities
related to this cooperation.

Collaboration between projects is only gaining momentum. So far, two meetings have been held
between FORMOBILE and LOCARD on legal topics. In the case of the ROXANNE project, the NDA is
currently under review, and among the indicated areas of interest to both projects are legal issues
and the technological developments.

A tab has been created on the website that contains information about two ‘sister projects’
(LOCARD, ROXANNE), giving information about each project, why the project is important to
FORMOBILE and what areas of collaboration have been defined. The project logo is linked to the
home page of the respective project. In the news section of the website, there were posts about
cooperation and promotion of events organized by projects. The cooperation was also mentioned
in the FORMOBILE newsletter. FORMOBILE also gave a presentation at the LOCARD webinar ‘Weak
Links – Can we build a robust cross-border chain of trust for digital evidence’ that was held on
16/07/2020. In the news section of the FORMOBILE website and in the newsletter, posts related to
cooperation and joint actions were published. Likewise, FORMOBILE participated in another session
organised by LOCARD – ‘A new common approach to manage cross-border digital evidence’ which
was held on 23.02.2021.

In the following months of the project implementation, further meetings and joint activities
between the teams of FORMOBILE, LOCARD and ROXANNE are planned.
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Figure 22 Mentions of cooperation with sister project on the FORMOBILE website and in the newsletter

5. CONCLUSIONS & NEXT STEPS
5.1. Summary
Throughout the first two years of the project, the project has made significant progress, establishing
itself within the mobile forensic domain. As the initiative’s results come to fruition, the C&D team
aims to maximise the project’s impact by broadcasting the results across multiple channels and
directly engaging practitioners and relevant experts in various communities in Europe.
To aid this work, the C&D currently considers new opportunities to exploit the actions of partners
by identifying new networks and exploring options of hosting events and webinars to amplify
achievements.
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Figure 23 FORMOBILE summary of FORMOBILE activities

In the last report, we highlighted that ‘a systematic approach to Communication and Dissemination
was implemented to build the brand of FORMOBILE from the ground up’. As we close the second
year, we are satisfied that the C&D efforts of the project are still moving in the right direction and
many of the KPI are already reached. However, there must be increased focus and consistent and
coherent actions from all partners to effectively share the results of the project and distil the
tangible benefits available to stakeholders.

5.2. Future work
In the same vein as last year, we plan to continue with the original plan laid out in Deliverable 8.1
(Initial Communication and Dissemination Plan). As referenced, the team considers new tactics for
implementing the strategy and continues to question if there are opportunities to be explored that
can boost the results of the C&D actions.
Work package 8 will focus on phase three of the plan, making direct contact with the relevant
stakeholders and the growing community.
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A focus of year two was to develop relations with sister projects, and we will continue to explore
options for cooperation. However, the team is aware of the effort connected to establishing links
and will prioritise the actions that can increase FORMOBILE’s impact rather than creating
integrations with finite projects that will end at a similar time.

Utilising existing communities and established networks will hopefully enable FORMOBILE to be seen
and heard by many stakeholders relevant to the domain. Many of the project’s initial KPIs have been
achieved, which shows that current methods are working and there is an appetite in the mobile
forensic community for the changes FORMOBILE offers. We look forward to continuing efforts and
maximising the project’s impact.
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Glossary/Definitions and Acronyms/Abbreviations
Term/acronym
FORMOBILE

Definition / Description
From mobile phones to court – A complete FORensic investigation chain targeting
MOBILE devices

WP

Work Packages

PPHS

Polish Platform for Homeland Security

C&D

Communication & Dissemination

KPI

Key Performance Indicators

CWA

CEN Workshop Agreement

EU

European Union

LEA

Law Enforcement Agencies

ENLETS

European Network of Law Enforcement Technology Services

i-LEAD

Innovation – Law Enforcement Agency’s dialogue

DG Home

Directorate General for Migration and Home Affairs

FAQ

Frequently Asked Questions

SEO

Search Engine Optimisation

EUROPOL

European Police Office

ECTEG

European Cybercrime Training and Education Group

INTERPOL

International Criminal Police Organization

ENFSI

European Network of Forensic Science Institutes

COVID-19

Coronavirus disease 2019

NDA

Non-disclosure agreement

Table 6 Glossary/Definitions and Acronyms/Abbreviations
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