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1. INTRODUCTION AND SCOPE

1.1. FORMOBILE overview (abstract)

Mobile devices, especially smartphones represent a unique challenge for law enforcement. Criminal
offenders use phones to communicate, coordinate, organise and execute criminal actions. This is
especially true for organised crime and terrorist organisations. This development provides new
challenges for criminal prosecution and it is vital to empower law enforcement to access the data
stored on mobile devices to use it as court evidence ina trustworthy and reliable manner.

The overarching objective of FORMOBILE is to establisha complete end to end forensic investigation
chain, targeting for mobile devices. To achieve this goal three objectives will be pursued. Novel tools
shall be developed that include the acquisition of previously unavailable mobile data, unlocking
mobile devices, as well as the decoding and analysis of mobile data. Based on the definition of
requirements of law enforcement and legal and ethical issues a new mobile forensics standard shall
be developed. With the developments of the new standard and the new tools, training for police
and criminal prosecution will be established, providing the end users with the latest knowledge ina
novel and an innovative curriculum to ensure a quality standard of investigations.

The European Union (EU) has developed as a Security Union, building on the European Agenda on
Security. This aims to ensure that people livein an area of freedom, security, and justice, without
internal frontiers. To strengthen digital forensics in the context of criminal investigations is crucial
to achieve this vision. FORMOBILE contributes to the fight against virtually all forms of crime. This is
because mobile devices are widely used in crimes, especially in the arrangement of conspiracies.
Yet, there are crimes more closely related to mobile devices; this includes child abuse and emerging
forms of cybercrime in particular. To fight crime effectively, law enforcement has to be empowered

to access all evidence stored on mobile devices.
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1.2. FORMOBILEonsortium

‘ Name of participant organisation ‘ Short name Type ‘ Country
‘ 1 Mittweida Universityof Applied Sciences HSMW Uni DE
(coordinator)
L Netherlands ForensicInstitute NFI PublicBody NL
L Micro Systemation AB MSAB SME SE
’ 4 Austrian Standards International AS.l. NSB AT
‘ 5 Central Office for Information Technology in the ZITiS PublicBody DE
Security Sector
L Home Office HO LEA UK
’ 7 Spanish National Police MIR-PN LEA ES
‘ 8 The Polish Police Regional Headquartersin Poznan KWPP LEA PL
‘ 9 Malta Police Force MPF LEA MT
‘ 10 Portuguese Judicial Police PJ LEA PT
‘ 11 Delft University of Technology TUD Uni NL
\i University of Patras UPat Uni EL
’ 13 Foundation for Research and Technology Hellas FORTH Research Org. EL
‘ 14 Norwegian Ministry of Justice and PublicSafety NMPS PublicBody NO
\i Law and Internet Foundation LIF NGO BG
’ 16 Polish Platform for Homeland Security PPHS NGO PL
‘ 17 time.lex TLX SME BE
\i Strane Innovation SI SME FR
\i Kyrgyz State Technical University named after|. KSTU Uni KG
Razzakov

Table 2 FORMOBILE Consortium
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1.3.WP2Overvien

Work Package 2 Legal and ethical issues (WP2) is aimed at ensuring, first, that the FORMOBILE action
is carried out with respect to applicable ethical and legal rules; and, second, that the results
produced in FORMOBILE are elaborated in compliance with criminal procedure rules in mind, so
that no compliance issues arise during or after the implementation of the action, hampering
potential exploitation of the tools and results. Additionally, WP2 will facilitate the implementation
of the European legislation in the field of data protection, notably Directive 680/2016 (Law
Enforcement Directive; LED), and Regulation 2016/679 (General Data Protection Regulation; GDPR)
where applicable and any other act i n netslne f i
WP2 will provide on-going legal input and reflections through the implementation of the action, as
well as through a specific validation task. The same approach is to be used for any other legal issues

that might arise in the course of FORMOBILE implementation.
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1.4. Structure of the deliverable

This document includes the following sections:

T

Sectionl: provides an overview of the project, the project consortium, and the scope of work.
It also outlines the methodology, the main legal documents that were used as a departure
point for the analysis and outlines its scope and limitations.

Section2: provides an introduction to the analysis of expert questionnaires, used to gather
all the relevant information on the mobile forensics’ implications from 30 countries.
Section3: presents the specifics of mobile forensics implication in the scope of pretrial
proceedings.

Sectiond: presents in a greater detail mobile forensics implication in the scope of the trial
proceedings.

Section 5 presents an analysis of the proposed Production and Preservation Orders
Regulation from the viewpoint of mobile forensics.

Section6: presents conclusions drawn from all activities executed in the scope of the current
task.

Section7: provides recommendations on the design of FORMOBILE tools, and de lege ferenda

suggestions as a result of the completed research.

Grant Agreement: 832800 Dissemination level: PU Page 11 of 143



D2.2 Criminal Procedure Report

1.5. Methodology

The current report is a product of a mixed approach taken by the two main contributing partners —
Law and Internet Foundation (LIF) and Timelex (TLX). The approach includes literature review, case
law analysis, expert questionnaire and validation interviews, evaluation of legislation and analysis.
9 Literature reviewof open access scientific publications was undertaken to identify relevant
sources of information to be used as a foundation of the research work. For the purpose of
creating an inconclusive theoretical framework, literature on the topic of mobile forensics

was identified and analysed. The full list of the papers used to initially define the scope of the

current work, and to identify existing gaps, is available in Reference Section.

1 Case law analysisf the decisions of the European Court of Human Rights (ECtHR) and the
Court of Justice of the European Union (CJEU) was concluded, using the functionalities of their
data bases, through review of concrete legal acts and search via key words (e.g. “mobile
device”, “device”, “electronic”, “phone”, “right to remain silence”, “evidence”, “equality of
arms”) to map relevant court decisions that could support the construe of the legislation and
definition of recommendations. The e-Justice portal was alsoused, in particular the European
Case Law Identifier (ECLI) search engine, to identify national court rulings. Nevertheless, the
identified decisions were mostly with respect to surveillance, e-privacy protection, and the
European Arrest Warrant (EAW). The conclusions of the courts were amplified ex analogia to

the specifics of mobile forensics as a new and sui generis approach in the field of mobile

forensics.

91 Evduation of legislationwas undertaken to provide the FORMOBILE perspective to EU
legislative proposal which will have impact in the field of mobile forensics, and more broadly,
to international cooperation in criminal matters. A dedicated section was introduced to

7

outline the FORMOBILE takeonthe E ur o p e a n C obwidence packagen’ s e

1 Expert questionnairewas developed to identify both, the national legal framework, and
practices with regards to the application of mobile forensics. The questionnaire was used as
tool to carry out a wide legislation mapping exercise, alsoreferred to as “study” in the current

report. To this end, the detailed questionnaire was crafted, encompassing both the pre-trial
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and trial stage of the criminal proceedings to allow the development of an appropriate level
of understanding as to how mobile forensics are viewed across the EU Member States (MS)?,
Norway and Kyrgyzstan, whether the regulation is deemed sufficient by the legal
practitioners, what are the similarities, where differences lie, and if this could be transformed
into recommendations that the FORMOBILE tools could embed in their design. Particular
emphasis was put on the interpretation of the forensic procedure and its results by the court.
Furthermore, these national perspectives combined with the court practice analysed
herewith provide the opportunity to formulate de lege ferenda proposals that are in the

competence of the EU bodies.
The expert questionnaire consists of 61 questionsdivided in 6 Sections

1. Criminal procedure when searching/reading mobile devices, seizing mobile devices

and for acquisition of data on mobile devices;
2. Criminal procedure rules on analysis of data from mobile devices;
3. Admissibility of evidence before court;
4. Interpretation and presentation of evidence from mobile forensics before the Court;

5. Implications of the use of mobiles forensics on the role of the different parties in the

trial;
6. Comments.

Introductory notes were included to present the experts the FORMOBILE project aims, and to
provide guidelines what particular understanding and knowledge should be provided when
answering the questions. A template and the completed expert questionnaires are available

as an appendice.

The questionnaire was completed from the perspective of all 28MS of the EUNorway, and
KyrgyzstanParticular emphasises was put on the interpretation of the forensic procedure

and its results by the court, presenting insights from 30 jurisdictions in total. The experts,

1The UK is still partofthe EU as per the timing of the current report evaluation.
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contacted to fill in the questionnaire were legal professionals, with background in national
criminal procedure practices. The professional network of both, LIF and TLXwas used to select
practitioners or academics with expertise and experience of criminal procedure law in the
respective jurisdiction and of the national data protection rules under the Directive 2016/680
on the protection of natural persons with regard to the processing of personal data by
competent authorities for the purposes of the prevention, investigation, detection or
prosecution of criminal offences or the execution of criminal penalties, and on the free
movement of such data (LED Directive). A basic understanding of information and
communication technologies and a thorough understanding of the human rights at stake
were also part of the selection criteria. Where a respondent could not be identified through
the professional network, a recommendation was requested, and/or desktop research was
used to engage an expert with the necessary experience in above-mentioned fields. Because
of particular troubles in finding and expert for the UK, the FORMOBILE team went ahead with
an appropriate respondent who chose to contribute voluntarily (i.e. without remuneration,
like the other respondents), hence the different format of that contribution. In addition,
because this meant that additional budget was available, it was decided to re-invest this
budget in obtaining an additional expert opinion from Germany. The reason for this is that an
additional expert became available who has experience with the topics as a judge, which
presents a unique point of view that was not yet reflected in the questionnaire. In that sense,
the FORMOBILE team considered it quite relevant to be able to compare this view with the
answers from the other German respondent, a defence attorney. Moreover, the addition of
another respondent for Germany seemed particularly justified because of the weight of
German partners both in the consortium and in the Ethics Advisory Board, which translates
itself in having certain German legal concepts enter the project work, such as the idea of a
core area of private | ife as a Tnordedtofully
engage with the Germany partners and especially with the German ethics advisors, it was
deemed useful to have additional input on the German legal situation and concepts, and to
be able to position them quite accurately in relation to the other Member States. Hence, the

decision was taken to engage two Germany experts.
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9 AValidation interview was organized with each national respondent in a semi-structured
format. This method was used to firstly, resolve any misunderstanding or unclarities that
might result from the received inputs through the questionnaire. And secondly, the
interview allowed the respondents to discuss in more informal manner additional

questions and national practices or case law related to mobile forensics application.

1 Comparative analysisfacilitated by a mapping matrix juxtaposed the examined
jurisdictions. It highlighted novel legislative approaches towards mobile forensics and
provided insights on how mobile forensics are regulated on a national level. The
comparative analysis allowed for the drawing of de lege ferenda recommendations

pointing out solutions that have proven efficient and effective.

1 The witing of the findings in this reportwas done on the basis of both the
guestionnaires, the interviews and the mapping matrix. In particular, it is important to
realize that questions discussed below in this report as separate subsections are not
directly taken from the questionnaire. They are based on the overview of the mapping
matrix first. While the questions in the mapping matrix are directly based on the questions
in the questionnaire, they may slightly differ fromthem, as the mapping matrix dealt with
a reduced number of questions, trying to create a more high-level view of the national
situations. The reduction is due to the fact that the 61 questions in the questionnaire were
designed to be partially overlapping in certain of the sections of the questionnaire, in
order to extract all necessary information from the national respondent. While this was
useful for the data gathering phase, it was decided that the analysis and presentation of
the findings in this report should avoid such overlap and repetition. Hence, there are not
61 subsections in this report, each dealing with a single question of the questionnaire, but
areduced number, dealing with relevant questions and topics as identified in the mapping
matrix. Each question discussed as a separate subsection in this report may deal with a

number of related issues and findings.

1 Conclusionsvere drawn on the basis of body of knowledge and analytical outcomes
providing a summary of the status quo of mobile forensics legal framework on national

and EU level.
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 Recommendationsvere elaborated, as a final step, in view of 1) how legal principles and
requirements could be embedded in mobile forensics technology by design, and 2) how
the pertinent legal framework could be improved as to not better regulate the use of
mobile forensics but also to provide bespoke procedural safeguards to the variety of

parties engaged in the criminal procedure processes.

—— . P Lccal Research - : -, e Assessment
sScientific =Juestionnaire

blicati i
:.':t IIEE fons *Case Law Analysis U= S » Conclusionsoutline
sArticles i
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Review

Figurel: Research Methodology
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1.6. Assumption$ Limitations/ Delimitations

This section explains the scope of the current report and the research assumptions? valid while
executing the current task. It includes the research team understanding of the main concepts and

notions throughout the report.

At aninitial stageofthere s earch activities, the - eawindemds” ow
set according to the understanding of LIF and TLX, as there are no common definitions set in the
legislation. To this end, it should be noted that the Criminal Procedure Report while employing the
notion of a “ mo bmobile phahé&3almasteexclusiveky. Atrthe sarfie time, the

analysis of the relevant legal framework pertains around the rules of electronic evidenceAcross the
report the | atter iesultingfrom ther ositpgutoobad anaogue dévicenapd/od a t a

a digital device of potential probative value that are generated by, processed by, stored on or

transmitted by any electronic device“4, while digital evidence s used in the me a
Electronic Evidencew h i ¢ h i s generated or c o.nThereporeaso t o a
empl oys ftohessicimagé mswhi c h i s a ppl“iae-bpbittsectot-by-eectame a n i |

direct copy of a physical storage device, including all files, folders and unallocated, free and slack
space. Forensic images include not only all the files visible to the operating system but also deleted

files and pieces of fibfes |l eft in the sl ack a

Since the main aim of this deliverable is to analyse how mobile forensic tools aimed at retrieving,

2 Simon, M.K. PhD and Goes, J. PhD, “Assumpti ons, Li mitations, Del i mi t
<www.dissertationrecipes.com/wp-content/uploads/2011/04/Assumptions-Limitations-Delimitations-and-Scope-of-
the-Study.pdf> accessed 30 November 2020.

3“3 wi hardhelel desicethatallows userstomakeandreceivecalls..t oday’ s mobi |l e phones ar
call ed “s mar t p hal ofée & & keetaas eeoodfce and d aat per Technopedia,c e s t |
<https://www.techopedia.com/definition/2955/mobile-phone>, accessed 15 October 2020.

4 EVIDENCE Project, D2.1 EVIDENCE semantic structure, 2015 < http://s.evidenceproject.eu/p/e/v/evidence-ga-
608185-d2-1-410.pdf>, accessed 15 October 2020.

5 1bid.

SRous e, M. , ‘ F o r Whatfs.dom, <hitpstf/wehatis.techtarget.tom/definition/forensic-image> accessed

on 29 November 2020.
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decoding, analysing and presenting of information from a mobile device are regulatedin the EU MS,
Norway and Kyrgyzstan, and of concrete legal rules (do not) exist and how those correlate with the
applicable international and European legislation, the survey method was employed. In order to get
a broad input, the concept of mobile forensics was not defined at the outset by the expert
questionnaire b u t wa s expl ained i n {WMbabde focensicd ¢ »a broad f FO
interpretation of the concept, could be understood as relating to all forensic operations on or in
relation to a mobile device and hence may also include remote access and monitoring operations,
remote hacking or actions such as obtaining data from, for example a service provider about the
mobile device and its use, rather than obtaining information from (saved on the memory of the
device) or accessible through the mobile device. Many respondents also cover those type of
situations in their answers to the questionnaire, as can be seen in the appendices. However, it is
important to realize that the core situations addressed in FORMOBILE relate to situations where the
mobile device is in the lawful possession of the police/the LEA/the IT forensic laboratory, and hence
there is no remote access to the memory/operating system of the device, although there may be
remote access to the Cloud data that is accessible through the mobile device. Such situations may
exist when a phone is found at the crime scene, on a suspect caught red-handed, seized or searched
during a questioning, etc. This also indicates that typically the actions performed will be open
measures (as opposed to covert or secret measures), such as an open search of a mobile device or
an open examination of a seized mobile device. It is important to read the report with this

background in mind.

It should be noted that the core sections of the report, namely Sections 2-4, are elaborated primarily
from the viewpoint described above, and the analysis concentrated as little as possible on issues as
surveillance and interception of communication. Notwithstanding the latter, some insights from

these perspectives are included in the conclusions of the current report. To this end, when the report
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include s d e f i draffic dadat,s sutssariber' datd®a n dontént data’ , vy aréehuaderstood

in the meaning of the Convention on Cybercrime of the Council of Europe (Budapest Convention).

Furthermore, software and hardware? specifics are outside the scope of the current report. Methods
of acquiring information from computers are also not considered, as well as solely technological
aspects in acquiring information. The report concentrates on the legal aspects of the process of
mobile forensics implication, such as the chain of custody, judicial control of investigative actions in
thepre-t r i a | stage of the proceedi ngand]imitdtienfieviewl a nt s
of data seizure, the role of forensic examiners, rules on (in)admissibility of evidence, the role of the

prosecuti on, def endants, wi tness'’ and victim

collected via mobile forensics, etc.

When conducting the survey, it was assumed that the answers of the respondents are truthélil a
accurate Any answers that surprised or confused the FORMOBILE researchers, were discussedin
detail during the interview. However, because of the limited means, it was not possible to verify all
answers again in the national systems, which would also defeat the purpose of working with national
expert. In order to guarantee the best possible quality of information, the experts chosen to answer

the questionnaires were selected based on their proven experience in the field of criminal justice. In

7“ a moynputer data relatingto a communication by means of a computer system, generated by a computer system t
hat formed a partinthe chainof communication,indicatingthec o mmu n i corgin,idestimdtien, route, time, date
, Size, duration, or type of underlyings e r v Artclglif. d, Budapest convention.
8“any information contained in the form of wwaderp ut er dat
relatingto subscribers of its services other than traffic or content data and by which can be established:
a. the type of communicationserviceused, the technical provisions taken thereto and the period of service
b. the s ubscr i b elorgepgraphicaddress,telgphonemna stheraaccess number, billingand
payment information, available on the basis of the serviceagreement or arrangement;
c. anyother information on the site of the installation of communication equipment, available on the basis
oft he service agr eemen tsec.8, BudapestCoavengon,me nt ” , Ar t . 18,
9 Ahmed, R. and Dharaskar,R.V. MobileForensics:an Overview, Tools, Future trends and Challenges from Law
Enforcement p e r s p g(2008) v e’

<https://www.researchgate.net/publication/255586187_Mobile_Forensics_an_Overview_Tools_Future_trends_and_

Challenges_from_Law_Enforcement_perspective> accessed 30 November 2020.
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addition, as indicated, their answers were reviewed by the FORMOBILE legal experts and confirmed
at a later stage in oral interviews to avoid any misunderstandings and to obtain clarifications.
Nonetheless, it should be pointed out that none of the input receivedn the questionnaires
(attached to this report in Annex) should be interpreted as legal advic&he same is true for any of
the findings of this report. All information is provided in good faith but without any guarantees as
to the accuracy or usefulnes®oreover, it should also be clear that there are no claims as to
exhaustivenessf the information presented in this report. Infact, itis almost certainly the case that
aspects of national law were missed by the respondents during the questionnaires and interviews,
because of the complexity of the topic and the number of issues to be covered. Hence, it is not
because in the sections of this report, the correspondent for one country touches upon certain rules
and another correspondent does not, that this must be interpreted as meaning that the country of
the correspondent who does not mention such rules, does not have any rules in this regard. It may
simply have been the case that neither the questionnaire nor the questions during the interview
triggered the relevance of said rules in the mind of the respondent and consequently they were not
mentioned. The report merely presents a best effort overview of the rules that were identified and
mentioned as relevant by our national expert correspondents, following a best effort of the
FORMOBILE team to prompt each correspondent to mention all relevant provisions of national law,

both by means of the questionnaire and during the follow-up interviews.
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1.7.Criminal Procedure Systenicross the Surveyed Jurisdictions

This section explains the specifics of the judicial systems of the jurisdictions on focus of the research.

To ensure a better understanding of the matters, related to mobile forensics implications, itis firstly
necessary to outline the basic specifics of the legal system in general. Thus, when developing the
methodology and anal ysi ng r e s, pthe ndidferemcess between ringuisitosal and
adversarial legal system were considered. The inquisitorial and adversarial legal systems present
different variations of the conduct of a criminal trial. The adversarial systemis more popular in the
common law jurisdictions (such as the United Kingdom), while the inquisitorial systemis primary
used in mainland Europel®. The inquisitorial system gives more power to the judge and enables him/
her to oversee the process, whereas the judge in the adversarial system plays more the role of a
mediator between the prosecution and defence.!! The different jurisdictions have adapted these two
approaches and the criminal procedures to the bestinterest of each state, its citizens and justice for

the victims of crime.12

Inquisitorial Adversarial
.. Common
Civil Law
Law
The judge The parties
is active are active

10AIl  Answers Itd, 'Adversarial and Inquisitorial Systems of Justice' (LawTeacher, August 2019)
<https://www.lawteacher.net/free-law-essays/criminal-law/adversarial-and-inquisitorial-systems-of-
justice.php?vref=1>accessed 30 September 2020.

1Da mmer, H. R. and Al banese, J.Ss., ‘“Comparative Cri mina
Learning, 5t ed.

12E 4 ) Uni versity Module Series: Organized W@node May2018) Adv er
<https://www.unodc.org/e4j/en/organized-crime/module-9/key-issues/adversarial-vs-inquisitorial-legal -

systems.html> accessed 30 September 2020.
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Figure2: Approaches tahe JudicialSystem
1 Inquisitorial System

The inquisitorial criminal proceedings system is common for most of the European countries
under civil law systems (such as France). The judicial system of these jurisdictions has derived
from the Napoleonic or roman codes.'® In this system, the role of the judge is not only as a
recipient of information but also the judge is primarily responsible for supervising the gathering
of evidence that is relevant to the case. Furthermore, the judge not only guides the collection of
evidence, but also questions the witnesses, including the parties of the case. The defence does
not participate so actively in the proceedings, they suggest the routes of inquiry for the judge,

and also contribute with brief additional questions to the primary ones during the proceedings.*
1 Adversarial System

This criminal procedural systemis based on the concept that two opposing sides compete in the
course of trial proceedings to convince that their position is the rightful one. Under the
adversarial system, the parties to the case gather and present the evidence with their arguments
to a judge or a jury. The judge or the jury do not have information on the litigation until this
presentation is made. The lawyers can choose which issues to be presented to the Court, what
evidence to adduce, and which witnesses to call. The judge decides if the questions to the
witnesses are appropriate and when there is a need for clarification of the evidence. However,
his/ her role is mainly passive as he/ she is not able to ask questions beyond the facts that are

presented by the both parties and is only permitted to advise the jury on the operation of the

13 Al Answers Itd, 'Inquisitorial and Adversarial System of Law' (LawTeacher, June 2019)
<https://www.lawteacher.net/free-law-essays/constitutional-law/inquisitorial-and-adversarial-system-of-law-
constitutional-law-essay.php?vref=1>accessed 30 September 2020.

| nqui s i t olawilrank, Septgmber @0A0) <hitps://law.jrank.org/pages/7663/Inquisitorial-System.html>

accessed 30 September 2020.
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law.15

Alarger part of the jurisdictions in Europe are based on the inquisitorial system, however, it could be
claimed that the line between the adversarial and the inquisitorial systems is often blurred. This
occurs due to the factthat in some occasions the adversarial system enables the judge to be active
and do more than just advice the jury to the legal matter of a case, which is usually a common trait
of the inquisitorial system. Furthermore, some countries use both inquisitorial and adversarial
elements in their judicial system (such as Italy).1® Similarly, in Spain the hearings are of an adversarial
nature, however, the prosecuting is done on the basis of the findings of an investigating judge by a
prosecutor.l” Such states show that there is an emerging mixed system between the inquisitorial

and adversarial types that combines different elements but achieve an adequate trial and sentences.

The type of system was taken into account in processing the results of the national questionnaires,
as they provide useful background against which the answers can be interpreted. Itis not within the
scope of FORMOBILE to either provide an overview of the prevailing system(s) in the EU, their

evolution, or to normatively assess how a certain type of system should deal with mobile forensics.

For this reason, the questionnaire did not contain a dedicated question about the type of criminal
system. It wa s however consi dered during t he

partners.

15 All Answers Itd, 'Adversarial and Inquisitorial Systems of Justice’ (Law Teacher, August 2019)
<https://www.lawteacher.net/free-law-essays/criminal-law/adversarial-and-inquisitorial-systems-of-
justice.php?vref=1>accessed 30 September 2020.

16 Al Answers Itd, 'Inquisitorial and Adversarial System of Law' (LawTeacher, June 2019)
<https://www.lawteacher.net/free-law-essays/constitutional-law/inquisitorial-and-adversarial-system-of-law-
constitutional-law-essay.php?vref=1>accessed 30 September 2020.

7Brooks, A. and Eisenhart, C., ‘ C h a(20G@9)kNateonal Irstittute of usticef E ur o

<https://www.ncjrs.gov/pdffiles1/nij/grants/230400.pdf>accessed 30 September 2020.
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1.8.The European Cowention on Human Rightsand the Charter of
Fundamental Right®f the European UnionCritical Interpretation

Considering that the legislation of the European Union and the international law instruments have
a priority over the national legislation!8, the European Convention on Human Rights (ECHR) and the
Charter of Fundamental Rights of the European Union (the Charter) were examined prior to the
development of the questionnaires to map critical research points. Furthermore, mobile forensics
raise concerns with respect to fundamental rights. The most relevant fundamental rights, laid down
inthe ECHRo be considered in the context of mobile forensics, and in particular the seizure of data
from mobile phones, and the devices themselves, are related to the right of a fair trial, and the right
to respect for private and family lifeThe provisions from the Charterthat were examined in the
scope of the current analysis, relate to the judicial system—the right to a fair trial, the presumption
of innocencetheright to a defence

It is important to clarify that the EU joined the ECHR in 2009 with the implementation of the Lisbon
Treaty. As a result, the EU became a subject, with respect to fundamental rights, to review by an

external judicial body and, in particular, subject to the review of the ECHR. Hence, EU and non-EU

citizens can challenge directly before the ECtHR a Member State, on t he basi

provisions and the legal acts of the Union that were passed under the same conditions as the legal
acts of the Member States. On the other side, since the succession of the EU in the ECHR is assumed
to be an external mechanism that controls and guarantees the compliance of the legislation and the
policies with the fundamental rights, an internal mechanismat EU level was needed in order to allow
the preliminary and autonomous judicial review by the CJEU. Therefore, the Charter was drafted and
is now asource of primary law. Even though the Charter is based on the ECHR and other international
tools that promote fundamental rights, itis innovative in many ways. The latter stems from the fact
that the Charter considers disability, sexual orientation, and age to be among the prohibited grounds

for discrimination. Moreover, the Charter regards the access todocuments, personal data protection

B Counci l of Eur ope, ‘“Comparative Study on t he I mpl em

<https://rm.coe.int/16806fbc14> accessed 6 October 2020.
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and good administration as fundamental rights. In sum, Article 51 of the Charter!® limits its
implementation to the bodies and institutions of the Union and, when they implement EU law, to
the Member States. In other words, this provision draws the line between the reach of the Charter

and that of the ECHR and the national constitutions.2°

The analysis observes also the case law practice of the ECtHR and the CJEU relevant to both stages
of the criminal procedure, since mobile forensics implications fall outside of the scope of traditional
forensics and evidence gathering and examination. Indeed, mobile forensics propose a new way of
collecting digital evidence and the information is gathered from mobile devices. This new generation
of evidence gathering is based on obtaining information from the internal memory of the devices.
The vast popularity of mobile phones makes the data retrieved from them extremely valuable. The
capacity to coll ect and eahelpfonforensicspgrofessionalpbacause
it provides strong investigative capacity. Forinstance, mobile forensics regards data such as: the logs
of the device, statistics, information about the user, information about the applications and even
about the time which the certain user spends using them. On the other side, the traditional digital
forensics encompass information relating to SIM cards, information/data that is established and that

is brought to the device by the end-user, and information generated from the mobile applications.?!

19 Article 51 Field of application; 1. The provisions of this Charter are addressed to the institutions, bodies, offices and
agencies of the Union with due regard for the principle of subsidiarity and to the Member States only when they are
implementing Union law. They shall therefore respect the rights, observe the principles and promote the application
thereof in accordance with their respective powers and respecting the limits of the powers of the Union as conferred on
it in the Treaties;2. The Charter does not extend the field of application of Union law beyond the powers of the Union
or establish any new power or task for the Union, or modify powers and tasks as defined in the Treaties.

20 Marzocchi, O., 'The Protection of Fundamental Rights in the EU | Fact Sheets on the European Union | European
Parliament' (Europarl Europa, 2019) <https://www.europarl.europa.eu/factsheets/en/sheet/146/the -protection-of-
fundamental-rights-in-the-eu>accessed 21 August 2020.

21pjeterse, H., 'Mobile Forensics: Beyond Traditional Sources Of Digital Evidence' (Research Gate, 2020)
<https://www.researchgate.net/publication/342347256_Mobile_Forensics_Beyond_Traditional_Sources_of Digital_E

vidence> accessed 21 August 2020.
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The analysis of the case law of the ECtHR identified Article 622 — the right to a fair trialand Article 823
— the right to respect for private and family lifefrom the ECHR as most relevant to the mobile
f or e n s lications’ Theipn@gumption of innocencand the right to an adequate defencare laid
down as elements of the right to a fair trial and are aspects, connected to the gathering of evidence
from mobile devices. In line with Article 6.2 ECHR, anyone charged with a criminal offence shall be
presumed i nnocent unt i |l proved gui l ty accord
questions on the practical implementation of the presumption of innocence (e.g. the burden of proof
is on the prosecution, but in the case of mobile forensics, the LEAs/ forensic labs have the technical

advantage to prosecution and the defence alike).

According to Article 6, 3. (b) ECHR everyone should be guaranteed to have adequate time and

facilities for the preparation of his/ her defence. During pre-trial proceedings, the defence should be

22 ARTICLE 6 Right to a fair trial; 1. In the determination of his civil rights and obligations or of any criminal charge against
him, everyone is entitled to a fair and public hearing within a reasonable time by an independent and impartial tribunal
established by law. Judgment shall be pronounced publicly but the press and public may be excluded from all or part of
the trial in the interests of morals, public order or national security in a democratic society, where the interests

of juveniles or the protection of the private life of the parties so require, or to the extent strictly necessary in the opinion
of the court in special circumstances where publicity would prejudice the interests of justice; 2. Everyone charged with a
criminal offence shall be presumed innocent until proved guilty according to law; 3. Everyone charged with a criminal
offence has the following minimum rights: a) to be informed promptly, in a language which he understands and in detail,
of the nature and cause of the accusation against him; (b) to have adequate time and facilities for the preparation of
his defence; (c) to defend himself in person or through legal assistance of his own choosing or, if he has not sufficient
means to pay for legal assistance, to be given it free when the interests of justice so require; (d) to examine or have
examined witnesses against him and to obtain the attendance and examination of witnesses on his behalf under the
same conditions as witnesses against him; (e) to have the free assistance of an interpreter if he cannot understand or
speak the language used in court.

23 ARTICLE 8 Right to respect for private and family life; 1. Everyone has the right to respect for his private and family
life, his home and his correspondence; 2. There shall be no interference by a public authority with the exercise of this
right except such as is in accordance with the law and is necessary in a democratic society in the interests of national
security, public safety or the economic well-being of the country, for the prevention of disorder or crime, for the

protection of health or morals, or for the protection of the rights and freedoms of others.
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given all the relevant information from the authorities in a timely manner. With respect to mobile
f or ens i c s the siamephould beapplicabla. The investigation should provide the persons
suspected or accused of a crime with all the data gathered from their seized mobile devices or at
least all data relevant to prepare a proper defence. Article 6, 3. (d) ECHR requires that the authorities
do not deliberately hamper the defence, for example by concealing the existence of evidence or by
not producing evidence before they were ordered to do so by a higher authority?*. This clearly
requires a measure of transparency in the information that authorities disclose to the defence. It
must be defined in practice what the extent is of this transparency. Must all data gathered be
accessible to the defence in an electronic format? Must they be informed about all police methods
used, the specific (combination of) tools used and the reasoning behind actions taken by
investigators? How about problems with the results produced by tools known to the scientific
community or to investigators? While the ECtHR has allowed restrictions to the principle of disclosure
of relevant evidence to protect police methods, such restrictions must be strictly necessary to be
allowed under Article 6 ECHR.2> While details remain to be settled in practice, itis clear that a higher
measure of transparency is needed than is currently provided in most legal systems across the EU.
Despite some exceptions, in many jurisdictions, the defence merely is informed about the outcome
of the investigation and has access to those pieces of evidence that made their way into the case file.
Quite often with electronic evidence, it is not even the actual evidence that is presented, but a print-
out of the digital data, or even solely the written protocols. Even in jurisdictions where the defence
does get full access to a digital copy of the evidence acquired from the mobile device (typically by
making a full copy), insufficient information is provided on how the investigators then approached
that evidence. While a number of countries are aware of the importance of having a standardized
process that provides for a clear chain of custody (including timestamping and identification of the
person working on the evidence), the approach seems to be piecemeal and almost no countries in
the EU acknowledge access to this information as an inherent right of the defendant. To exacerbate

things, there is a clear digital divide between the IT forensic experts producing evidence and the

24 Case40412/98 of V v. Finland [2007], ECLI:CE:ECHR:2007:0424JUD004041298.
25 Paci v Belgium (2018) ECHR 45597/09, para 85; Van Mechelen and Others v. The Netherlands, 55/1996/674/861-864
(ECHR, 23 April 1997), para 58.
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prosecutor, the court, and the defence, that have to question the reliability and admissibility of such
evidence, each from their own procedural position. Especially for the defence this is relevant, as a
lack of understanding of the evidence may seriously impair their facilities/ability to properly organize
their defence, as is illustrated by the Danish case, where the courts had to review 10.700 cases after
having found that cell phone location data on which they had based numerous convictions turned
out the be flawed. As a result, some 32 prisoners were released.2® Their guilt or innocence is not the
question, rather the lack of transparency over the potential pitfalls that may be brought by the usage
of mobile forensic evidence. In the Danish case, it was clear that neither the court nor the defence
possessed the necessary knowledge to question the evidence in question in some 10.700 cases.
Court experts may provide useful assistance in this regard, but it was found that most countries do
not make this obligatory, even despite a general lack across the EU of formal training to ensure that
all procedural parties are knowledgeable on this topic. Hence, for the proper administration of justice

and a truly fair trial, it seems that more is required of the criminal procedure of the Member States.

According to the case law of the ECtHR, the right not to incriminate oneself is predominantly related
to the respect of the right to remain silent. But how this should be construed in the light of mobile
forensics where, at a first glance, the access to the electronic evidence depends on the will of the
suspect/ accused to unlock their device via password, fingerprint, or simply their face? As per ECtHR
case-law there are limits to the right to remain silent, and “it does not extend to the use in criminal
proceedings of material which may be obtained from the accused through the use of compulsory
powers, but which has an existence independent of the will of the suspect such as, inter alia,
documents acquired pursuant to a warrant, breath, blood and urine samples and bodily tissue for the
purpose of DNA testing”.?” This is particularly relevant to the discussion whether a suspect/ accused
might be forced to unlock their device using biometrics, and here national approaches widely diverge

as event from the following chapters of the current report.

26 See forexample:He n | ey , J . ! Denmar k frees 32 i nmat e sGUARDIAA r
<https://www.theguardian.com/world/2019/sep/12/denmark-frees-32-inmates-over-flawed-geolocation-
revelations>accessed 6 October 2020.

27 Case19187/91 Saunders v. United Kingdom, [1996], ECLI:CE:ECHR:1996:1217JUD001918791.
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Naturally, evidence gathered upon a search warrant or production order does not engage the
privilege against self-incrimination,?® on the contrary - the sole use in criminal proceedings of the
a c c u gestichdnysprovided under coercion is a breach of the privilege against self-incrimination
and, as such the testimony is inadmissible.?? Furthermore, the investigative bodys h o uptow thelr
case against the accused without resort to evidence obtained through methods of coercion or
oppression in defiance of the will of the accused” 39 It is worth considering whether these basic
assumptions can be transferred to the field of mobile forensics, whether the forced unlocking of a
mobile device is an act within the legitimate powers of the investigating authorities, or it violates the
right of a suspected or accused entity to remain silent. The current state of the art does not allow a

definitive answer to this question.

In line with Article 8 ECHR, the private and family life, and the confidentiality of the correspondence
of the individuals should be respected. In the context of mobile forensics implications, there are
several aspects that should be considered. Mobile devices contain highly personal information, that
often does not relate to the respective criminal proceedings. In many investigations, itis therefore
not necessary to, for example, access family photos, private correspondence with people not
implicated in the investigation, intimate sexual or medical details, etc. An idea that relates to this is
to have a core area of private life that should not be touched upon by investigators, unless of course,
this area of private life is related to the crime being investigated. Forensic software solutions should
be used, which allow the LEAs to extract only the data that is in the scope of a current investigation.
This does not preclude acquiring all the data on a device where the investigation necessitates this,
but there must be a measure of proportionality, sothat the investigation of crimes does not generally
lead to an excessive and unnecessary invasion of the privacy of both the defendant and third parties,

or worse, to fishing expeditions.

28 Binning,C.;” The wuse of compel |l ed testi mony in cri minal proce
< https://www.lexology.com/library/detail.aspx?g=b3861f80-20bb-41bc-a5bb-4f7051e965d8>accessed 30 November

2020.

23 |bid.

30 Case19187/91 Saunders v. United Kingdom, [1996] ECLI:CE:ECHR:1996:1217JUD001918791
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The most recent report on t he t oplifodowshhg sameh e |

vein - namely, that the technology used by police forces in extracting data should take account of
privacy by design principles to ensure it supports the investigation in complying with their legal
obligations.32 The report was triggered by findings in the UK that privacy was insufficiently being
respected by a number of police forces through a lack of information, unclear use of powers and
excessive acquisition and further processing of personal data from mobile devices. The conclusions
of the report do not only point to the factthat proper information to the data subjectis of paramount
importance (perhaps coupled with consent for victims & witnesses), but that LEAs must try to both
limit the acquisition of unnecessary data (working in iterations of acquisition where possible), and
the further processing ofinformation that is excessive inrelation to the purposes of the investigation.

The report alsoindicates that LEAs should only procure tools in the future that support this approach.

The right to privacy indeed seems to require a more restrictive approach to gathering data and
processing data from mobile devices that simply acquiring all data and sifting through it all (whether
manually on a screen, or using Al and other techniques to pre-select). Data protection law clearly

requires a more granular and detailed approach as well.

Despite that finding, the right to privacy is not an absolute right. Thus, it can be restricted where this
in accordance with trdeessalyiaandensoaradic sdcietyrintthle imterasts af
national security, public safety or the economic well-being of the country, for the prevention of
disorder or crime, for the protection of health or morals, or for the protection of the rights and
freedoms of others” 33 This means that privacy concerns can be overridden by the need to keep
society safe and to prevent and investigate crimes. Restrictions should however be necessary and

proportionate to what is strictly necessary. This is also expressed in the principles of data protection

31l nformati on C o mfiobileptonedat extrastiorthy pblicedoeces in England and Wales Investigation
report’ JCO, 020), Version 1.1, <https://ico.org.uk/media/about-the-ico/documents/2617838/ico-report-on-mpe-in-
england-and-wales-vl_1.pdf>accessed 6 October 2020.
32 nformation Commi ssi oner’ s (bypblicedoecesinEnplandandWales pntesdigatien
r e p ol€0 2020), Version 1.1, <https://ico.org.uk/media/about-the-ico/documents/2617838/ico-report-on-mpe-in-
england-and-wales-vl_1.pdf>accessed 6 October 2020.

33 ECHR, Article8.
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law under the Law Enforcement Directive (Directive 2016/680 EU, LED), where the main principle is

o

that data gatheringsh oul d b e

This main principle should be followed in the scope of all investigative measures aimed at gathering
evidence from mobile devices and should be clearly ingrained in the procedural law of the Member
States. While the latter of course are aware of the importance of the protection of the fundamental
right to privacy, family life, honour and secrecy of correspondence there is a clear gap with regards
to the protection of these rights in the new situation that is mobile forensics. Since smartphones and
other mobile devices contain so much information, existing procedural rules and practice on
protection of privacy seems to leave many gaps. In addition, it is not only the privacy of the suspect
that is at issue, but also of many third parties on whom data is gathered when a LEA accesses the
device of a suspect (family, friends, colleagues, other contacts). These concerns become even more
pressing when the device atissue belongs to a victim or suspect, further widening the range of people
whose data are processed in the course of an investigation where they are in no way implied. In this

context, it becomes important to rethink existing approaches in the law of the Member States to see

not excessive” to the goal

how privacycouldbeb et t e r safeguarded, whil e not (overl

and investigate crime and consequently the
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2. MOBILE FORENSICS AS SEEN BY THE LAW

2.1. How mobile forensics are (un)defined

This section presents the results of the expert questionnaire with regards to the (non)existence of a
legal definition for a mobile device. It also includes an analysis whether such is seen as recommended

and useful to be at place.

Having surveyed all 28 MS, as well as Norway and, for purposes of comparative law, consortium
partner country Kyrgyzstan, it became quite clear that none of the countries has a very clear
definition of mobile device in their criminal material or procedure law.3* Most countries have legal
definitions that are more general intheir criminal law, primarily inthe substantive criminal law, under
which mobile devices are caught because of the technology-neutral drafting of the legislation, but
which are primarily aimed at more traditional computer forensics. Most countries also have
legislation encompassing mobile devices from another legislative point of view, i.e. regulatory
(telecommunications regulation, ePrivacy etc.) rather than criminal procedure. Many references
were alsomadetomobiledevice s bei ng encompassed in the

Budapest Convention on Cybercrime.

The main finding however is that the surveyed countries apply existing criminal rules mutatis
mutandis to mobile forensics, but often without a clear policy or direction, let alone legislative
intervention. The extent to which there is awareness of the pitfalls and challenges of mobile forensics
for the right to a fair trial and the right to privacy differs among the surveyed jurisdictions but is
generally quite low. Standardization is also generally absent, so that the resulting situation is largely
an ad hoc application of general, mostly technology-neutral rules, to a situation that was in most

cases not envisioned when those rules were drafted.

Mobile forensics is therefore rather undefined in the law, and many correspondents found it quite
challenging to identify all applicable rules. Consequently, one of the findings of the FORMOBILE
research into the application of the criminal law in the Member States to mobile forensics is that it is

somewhat undefined and unguided, despite the general finding that in most jurisdictions technical

34 Save for Denmark where such exists to - encompassing cell phones, tablets, and smartwatches.
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tools can be used to access mobile devices in a number of circumstances. Hence, in practice mobile

forensics, tools utilising quite invasive methods are being used, but without appropriate oversight.

This situation is potentially quite harmful for the application of fundamental rights in this area, as will
be elaborated on throughout this report. This is of considerable importance as mobile devices,
especially smartphones, are quickly becoming essential sources of evidence in most criminal
investigations with their importance set to only increase in the (near) future. Moreover, mobile
devices tend to contain ever increasing amounts of (personal) data and are increasingly used as
portals to access even more information online, often also abroad, which may raise jurisdictional

issues. Permitting this situation to continue would harm European values and human rights.

Hence, it would deserve recommendation to define a more concrete approach. Whether this

requires t he | egal definiti on o f° butkeattinly some“ mo b i

kind of legislative impetus is needed to define an approach to this type of evidence gathering through
mobile forensics by LEAs in criminal investigations and to review criminal procedure in the surveyed

countries.

Such an approach can be taken on a national level but of course deserves EU intervention, to
harmonize the approach throughout the Union. Section 5 below discusses the current e-evidence
proposals and the relation to FORMOBILE, but it suffices to say that this does not cover most of the
topics relevant to mobile forensics as it is understood in FORMOBILE, i.e. the use of technical tools
to access mobile devices and acquire the data contained in their memory or which is accessible
through the mobile device, specifically in cases where the mobile device is in the possession of the

investigator.

With respect to all of the above-mentioned, Section 7 below contains some recommendations de

lege ferenda.

35 Such concerns were also expressed by the national correspondents, the majority of which emphasised on the risk that

a strictdefinition of a mobile device would not be technically neutral and mightbecome obsolete inthe near future.
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2.2.What does the court say¥

This section presents the results of the case law reviews and the expert questionnaires with regards
to (non)existing court practice on the issue of mobile forensics. It also includes reflections as to how
the rich/ scarce/ non-existent practice should be interpreted. Last but not least, this section also

reports on forthcoming changes in the national legal framework identified in the scope of the project.

In the questionnaire the respondents were asked about case law in their jurisdiction with relation to

mobile forensics, especially in relation to:
1 How mobile forensic evidence must be gathered and when itis admissible/inadmissible ?
 How mobile forensic evidence must be presented?

1 How fundamental rights such as privacy and fair trial are respected when mobile forensics

are used?

The current research includes mapping of court practice in the national context of the countries in
focus. The mapping served to intensify if there is a case law on the admissibility of evidence from
mobile forensics, the presentation of evidence from mobile forensics in court, and on how to respect
the right of a fair trial. The main finding in this regard was that in most countries there was no, or
very limited case law. In addition, for those countries, where the respondent did indicate some case
law, the cases that were identified by respondents (e.g., in Belgium Croatig France Greeceltaly,
Malta, the Netherlands Romania Slovaka) quite often had limited impact on mobile forensics as
such, but were about related topics (general admissibility, treatment of electronic evidence in
general, quality and reliability of electronic evidence, application of principles of equality of arms and

fairtrial).

Across all jurisdictions, only a handful of cases of direct relevance to mobile forensics were identified.
This case law of direct relevance to mobile forensics related mostly to how mobile forensic evidence
must be gathered and its admissibility. The identified case law came to conclusions such as that a
backup copy of the evidence must be made, that evidence must be authentic and reliable (indicating
the need for a chain of custody) and that or that photos of data on a device were not s ufficient to

respect the right to a fair trial.
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All in all, the findings were quite basic, and it is of relevance to find that virtually no case law was

identified that really dealt with the presentation of mobile forensics evidence as such.

The reason for this general lack of case law across the EU may very well in part be due to a lack of
access tosuch case law, also for national correspondents. References to such situations were made

by a number of correspondents in the course of carrying out the study.

However, another, and more worrying reason, may be that, as the Danish cases 3® mentioned above
illustrate, that courts too often treat mobile forensic evidence as objective and true, without
sufficiently questioning the methods by which it was gathered, or the way it is presented. Due to a
lack of training (only in a couple of countries the judges and prosecutors are engaged in trainings
with respect to mobile forensics, as to gainon specific knowledge to allow them to draw a conclusion
when dealing with evidence form mobile forensics) and perhaps awareness of the potential pitfalls
and legal challenges of mobile forensic evidence. There are no rules on the interpretation of mobile
forensic evidence, and there are no strict requirements with regards to the admissibility of mobile

evidence to court proceedings.

Courts typically either accept the evidence as it stands, or fully rely on expert witnesses to explain
the evidence to them when the complexity of the evidence demands this. Even though, there are
lists of experts available for the court (and defence), in some of the surveyed jurisdictions (mostly
from Eastern Europe), a common doubt was express as to how deep their expertise is. Despite the
factthat inall of the surveyed countries the defence could alsotake actions to question this evidence,
the lack of cases indicates that this is not a common practice, as was explicitly confirmed by virtually

all of the respondents.

Awareness about the topic of mobile forensics, and the potential legal challenges it brings seemed
to be an issue across the board, with most respondents reporting a (strong) lack of awareness

amongst relevant actors in the trial.

36 See for example: H e n | eDgnmarkl frees 32 inmates over flaws in phone geolocation evidence’ ( 2GOARDBIAN
<https://www.theguardian.com/world/2019/sep/12/denmark-frees-32-inmates-over-flawed-geolocation-revelations >

accessed 6 October 2020.
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The conclusion should hence be, that there is an existing lack of awareness and practice in the EU
when it comes to dealing with mobile forensics and the legal and practical challenges it brings. On a
positive note however, several respondents actively indicated that they expected more case law to

develop in the coming years, as mobile forensics are actively usedin practice.

2.3. Legislator to the rescue?

This section reports on forthcoming changes in the national legal framework identified in the scope of the

project.

One of the questions that was asked to every respondent during the interviews was whether the
current framework in their jurisdiction, across the EU characterized by a (relative) lack of practice

and awareness on mobile forensics, was set to change in the near future.

Most countries indicated that there are at this time not legislative proposals and that this is not
expected for the near future. A number of respondents (Belgiumthe Czech Republjireland, Latvig
Portuga) mentioned that the law would have to change pursuant to the adoption of the e-evidence
proposals, which are discussed in section 5 below.3” A couple of respondents (Belgium the Czech

Republig also mentioned pending legislation dealing with issues of data retention.

Next to these specific issues, where the intended legislative measures are consequences of legal
developments on an EU level in specific areas, only 3 countries mentioned possible future legislative
initiatives affecting mobile forensics more broadly. In the Czech Republjcthe correspondent
indicated that new rules for electronic evidence are afoot. In Denmark there is an initiative to
establish an independent supervising agency concerning the use of all technological forensics and
evidence. Inthe Netherlands there is a draft criminal procedure code which would introduce a broad

definition for a mobile device and apply to mobile forensics.

In addition, while legislative initiatives are not directly expected for the near future, the respondent

37 Proposal for a Regulation of the European Parliament and of the Council on European Production and Preservation
Orders for electronic evidence in criminal matters, COM/2018/225 final - 2018/0108 (COD); Proposal for a Directive of
the European Parliamentand of the Council laying down harmonised rules on the appointment of legal representatives

for the purpose of gatheringevidence incriminal proceedings, COM/2018/226 final -2018/0107 (COD).
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for Cyprusindicated that there are a number of cases pending for the CJEU that may provide an
impetus in this area for the courts. Logically, depending on the outcome, this may also subsequently
stirup the legislator to take action. In Estonig the discussion on direct access to data in the Cloud is
ongoing, despite there being no clear initiatives as of yet. In Finland there is a working group on the
possible reform of the coercive measures act and mobile forensics is on the agenda there, so there

may be changes in the years to come.

In conclusion, just like court practice, the legislative initiatives applicable to the field of mobile
forensics are scarce and limited in scope. This is an important finding, given that mobile forensics are
increasingly used in practice and, as will be elaborated on throughout this report, the main findings
are that there are potentially serious issues in merely applying the existing rules mutatis mutandis,

especially in the absence of appropriate court practice.

It should be pointed out that this is merely a snapshot of the situation as it was known to our
respondents at the time of the study. In the meantime, different initiatives may have emerged or
been made public and certain initiative may finally not pass into law. It should also be kept in mind
that the implementation of the e-evidence proposals, if and when they are accepted, may provide a
strong impetus for national legislators to not only regulate specific issues as required in the context
of those proposals, but to address other topics of electronic evidence, such as mobile forensics, as

well.

3. PRETRIAL PHASE OF THE PROCEEDINGS: MORERSICS
IMPLICATIOSION PROCEDURRARTIES R OL E

This section analyses the different rights and obligations each of the parties in the pre-trial criminal
procedure is entitled to. The analysis departs from a pan-EU context looking at the construe of the
major legal texts regulating this field in the EU— ECHR, as well as cornerstone EU instruments which
relate to a cross border dimension, namely the European Investigation Order (EIO) and existing
Mutual Legal Assistance Treaties (MLATs). The Roadmap for strengthening procedural rights of

suspected persons in criminal proceedings is taken into consideration, the Green Paper Strengthening
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mutual trust in the European judicial area®®, as well as other studies on the pre-trial detention.

The analysis likewise considers the central EU tools harmonizing the field of criminal procedure,

namely:

9 Directive 2014/41/EU3° with respect to the obtaining of data to be used in the scope of

criminal proceedings.
9 Directive 2002/58/EC*0 with respect to the rules on providing of evidence.

9 Directive (EU) 2016/680*' considering that the parties in the pre-trial phase of the
proceedings also have the right to claim restriction of the processing when the personal data

must be maintained for the purposes of evidence, in line with EU.

9 Directive (EU) 2016/343%2 with respect to the right to remain silent and right not to

incriminate oneself.
9 Directive 2012/13/EU*3 with respect to the right of access to the materials of the case

9 Directive 2012/29/EU** with respectto the specific rules on privacy rights of victims of crime.

38 /* COM/2011/0327 final */ GREEN PAPER Strengthening mutual trustin the European judicial area —A Green Paper
on the application of EU criminaljusticelegislation in thefield of detention.

39 Directive 2014/41/EU of the European Parliamentand of the Council regardingthe European Investigation Order

40 Directive 2002/58/EC of the European Parliament and of the Council of 12 July 2002 concerning the processing of
personal data and the protection of privacyin the electronic communications sector (Directive on privacy and electronic
communications, e-Privacy Directive)

41 Directive (EU) 2016/680 of the European Parliamentand of the Council of 27 April 2016 on the protection of natural
persons with regard to the processing of personal data by competent authorities for the purposes of the prevention,
investigation, detection or prosecution of criminal offences or the execution of criminal penalties, and on the free
movement of such data, and repealing Council Framework Decision 2008/977/JHA

42 Directive (EU) 2016/343 of the European Parliament and of the Council of 9 March 2016 on the strengthening of
certain aspects of the presumption of innocenceand of the rightto be present at the trial in criminal proceedings

43 Directive 2012/13/EU of the European Parliament and of the Council of 22 May 2012 on the right to information in
criminal proceedings

44 Directive 2012/29/EU of the European Parliament and of the Council of 25 October 2012 establishing minimum

standards onthe rights, supportand protection of victims of crime
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The analysis also considers the case law practice of the ECHR and the rulings of the CJEU, relevant to
this stage of the criminal procedure. The pan-EU dimension is based de lege lata as of 30" of October

2020. Then, information is provided of the status quo at national level.

3.1. The Investigation and the Prosecutor Office

This section analyses the mandate of the LEAs (incl. investigators) and the prosecution office with
respect to the search of a mobile device. It outlines the procedure that is followed in the case of a
formal seizure of the devices, and when a formal seizure is not in place. The conclusions are drawn
based on whether there are differencesinthe procedure with, or without a formal seizure. The section
also includes information in terms of the chain of custody and if judicial control is at place. It further
details the similarities and differences between the examined jurisdictions in terms of the procedure
for access to information stored in a cloud. This section also summarises the findings on established
golden standards and practices in view of the extraction and analysis of information from mobile
devices and discusses whether there is an established cooperation with the private sector in the

examined jurisdictions.

3.1.1. ParEuropeanPerspective

Considering the vast technological development, the EU legislation strives to simplify the data
retrieval for the LEAs. Nevertheless, investigation should be carried out in accordance with the
fundamental rights of all parties involved (as laid down in the ECHR and the Charter). Main
conclusions to be drawn from the case law analysis of the ECtHR, is related with the actions of the
investigation and prosecutor bodies, namely — that they should be executed upon a written request
and have a solid legal basis in national law.** Before retrieving information, the LEAs should have at
least a reasonable suspicion fora committed criminal offence.*® As national law rarely outlines as to

how to handle electronic data in the course of investigative actions, it is important that the

45 Case50001/12, Breyer v. Germany, [2020] ECLI:CE:ECHR:2020:0130JUD005000112.
46 |bid.
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investigation upholds the procedural rules mutatis mutandis*’.

3.1.1.1. Fairness and the presumption of innocence

As a general rule, fairness and balance between the effective law enforcement and the interference
withthei ndi v i du mdst'bereaghediduwirg inwestigative actions to allow for the evidence
to be reliable and admissible. Thereby, suspects and accused persons are to be presumed innocent
until proved guilty according to the law. Furthermore, as additional guarantee, the burden of proof
for establishing the guilt of the accused lies on the prosecution.*® Following the adversarial principles
described in previous sections, typically both inculpatory and exculpatory evidence are to be

gathered.

In the context of mobile forensics, the adherence to the right to fair trial raises questions specifically
when it comes to the acquisition of data prior to the seizure of a device, or without a court order or
in the absence of any form of judicial control. Two main scenarios were identified with regards to

the acquisition of evidence, without the formal seizure of the device:

1 Remote acceswhereas a general rule a dedicated court order should be in place, and the
person should be informed. As stated above, the current report aims to examine situations
where the device is physically in the possession of LEAs and strives to refrain from analyzing

surveillance measures, since they are not in the scope of project activities.

1 Investigative actions in urgent crcumstancege.g. on the crime scene), whereas no general
rules could be outlined due to the different approaches at national level and the existence of
grey areas when it comes to applicability of the provisions in view mobile forensics. In the
course of the current report, those situations are looked at having in mind the driving legal
principles is criminal procedures, namely: the right to remain silent in relation to the criminal

offence, and the right not to incriminate oneself, both related to the fundamental principles

47 Case 74336/01, Wieser and Bicos Beteiligungen GMBH v. Austria [2007], ECLI:CE:ECHR:2007:1016JUD007433601, §
63,

48 DIRECTIVE (EU) 2016/343 OF THE EUROPEAN PARLIAMENT AND OF THE COUNCIL of 9 March 2016 on the
strengthening of certain aspects of the presumption of innocence and of the right to be presentat the trial in criminal

proceedings, Article6.
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of fairtrial.

Furthermore, during the current research it became evident that there are no common practices
among the examined jurisdictions when it comes to the d e f e raacess’tothe material evidence,
gathered through mobile forensics. The challenging of the evidence gathered from mobile phones
usually takes place on the basis of written protocols, while according Art .7, Directive 2012/13 access
to the material evidence, without prejudice of their nature (for or againstthe suspect or accused
person), and which is in the possession of the competent authorities, should include access to
documents, and where appropriate photographs and audio and video recordings.*® The same
provision reiterates that the accused and the defence should be provided access to all material

evidence, which in the context of mobile forensics may be construed as access of the forensic image.

Inthe course of the current research, some aspectsinrelation to the presumption of innocence were
alsoidentified, which have an innovative element in the application of the rules on the presumption
of innocence, and are related to the nature of the mobile forensics. These are namely the forced
unlocking of an unseized mobile device through the biometrics of its user, and the sharing of a
password versus the right to remain silent and not to incriminate oneself, the latter as an important
aspect of the presumption of innocence. Both rights imply that LEAs should not compel suspects or
accused persons to provide information? if they have not expressed their explicit consent, or the
authorities have a legal basis or a dedicated warrant/ judicial order to do so. An in-depth analysis of

this fundamental rights is included in the following section.

3.1.1.2. Privacy andPesonal data potection implications

This is clear also from the practice of ECtHR which many times has reiterated that although the right

to privacy is not absolute, going beyond the reasonable intrusion does violate the Art. 8. The

49 Directive2012/13, Recital 31
50 Directive (EU) 2016/343 of the European Parliament and of the Council of 9 March 2016 on the strengthening of
certain aspects of the presumption of innocence and of the rightto be present at the trial in criminal proceedings,

Recital (27).
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assessment of proportionality plays a major role to this respect. To this end, investigative and
judicial authorities are urged to always apply the least intrusive measures>1.

In this regard, it is important to consider the so-called Law Enforcement Directive (LED), which came
into force in 2018, jointly with the GDPR. Thereby, processing activities carried out by the
authorities for the primary purpose of law enforcement, namely, to gather enough information to
press charges against a person, suspected in the commitment of a crime, are covered by the rules of
the LED. All principles laid down in the GDPR are applicable for the processing of personal data under

the LED, namely:
I Lawfulness and fairness.
9 Purpose limitation.
I Data minimisation.
9 Accuracy.
9 Storage limitation.
9 Integrity and confidentiality.

During the examination of the selected jurisdictions, a particular emphasises was put on the
implementation of the rules regarding the protection of natural persons when processing their
personal data by the competent authorities for the purposes of the prevention, investigation,
detection or prosecution of criminal offences or the execution of criminal penalties. The main
findings are that there was no discussion in none of the examined countries when implementing the
Directive’ s r to hatosal legisiation when it comes to mobile forensics. Furthermore, in some of

the jurisdictions it is arguable if the implementation process of the LED is finalized.

One of the main tasks in this regards that was to examine whether 1) personal data considerations
do influence criminal proceedings in view of the investigative actions applied; 2) a difference is

drawn at practices, when it comes to the different participants in the proceedings. As this piece of

51 Case26419/10, Saint-Paul Luxembourg S.A. v. Luxembourg [2013], ECLI:CE:ECHR:2013:0418JUD002641910, § 44.
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legislation is fairly new, only a couple of examples were identified in this direction. They are

presented in the following sections.

3.1.1.3. International CooperationMechanisms

The main instruments that are practically used for an effective cooperation in cross-border cases in
criminal matters are the European Investigation Order and the existing Mutua Legal Assistance
Treaties. A basic overview of what these instruments are is necessary in order to avoid

misunderstandings while discussing international judicial cooperation.

The European Investigation Orde(EIO) is a mechanism for judicial cooperation and mutual
recognition of judicial decisions among EU Member States, established by Directive 2014/41/EU.>2 In
order to facilitate the collection and transfer of evidence between Member States regardless of the
various legal standards and administrative procedures through issuing a single comprehensive
document. Additionally, EIO aims to speed up the process of requesting and obtaining evidence
related to cases with cross-border element by setting strict timeframe for gathering requested
evidence. In accordance with the determined deadline, the executing Member State has 30 days to
make a decision on whether to recognise the Order. Such a decision is taken by the designated
Central Authority in each Member States. Once a recognition of the Order is undertaken, the
executing authority (relevant national force) has 90 days to carry out the request. In case of an
impossibility for the actionto be executed within the given time frame, an extension of 30 days might
be granted upon informing the Central Authority. If the Order cannot be fulfilled within the given
extra period, the national force should inform the Central Authority about a date by which it will be
completed. Failing to provide adequate resources is not an acceptable reason for the non-
completion of an Order. In the case of exceptional serious offences and/or urgent situations, a
shortened deadline is foreseen. Two Member States (Republic of Ireland and Denmark) opted out
from EIO, which means that they have to go through regular mutual legal assistance procedure when

requesting evidence. Article 3 from the

52 Directive 2014/41/EU of the European Parliament and of the Council of 3 April 2014 regarding the European
Investigation Order in criminal matters, OJ L 130, 1.5.2014, p. 1-36, <http://data.europa.eu/eli/dir/2014/41/0j>,
accessed 29 October 2020._
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measur e with the exception of me as ur dishthe x p | i
EI O can be issued are bas ehdtthenmspettidederdisamoffenceni n a | |
in both the issuing and executing countries. It should be noted that the Directive does not preclude

the application of MLATSs by the respective national authorities.

For accessing evidence (including electronic and mobile ones) from third countries or in cases when
EIO is not applicable (e.g., evidence gathered within Joint investigation Teams, some elements are
missing toissue an EIO), Member States use Mutual Legal Assistance Treati@¥ILATs). They can be
either multilateral or bilateral agreements for cooperation between states for obtaining assistance
in the investigation or prosecution of criminal offences. For instance, gathering and exchanging
information, including obtaining e-evidence. Such requests are made by a formal international Letter
of Request. Such assistance is usually requested by courts or prosecutors and is also referred to as
“judici al cooper at i ocomplex prodess. Thers are foseseen brocadurea forl o n g

emergency requests under specific circumstances.

The major differences between EIO and MLATSs is the fact that the former one is an order while the
latteris arequest. Thus, the nature of the order allows executing country limited grounds for refusing
to comply with it. The requested assistance should be provided. The timeframe is significantly shorter
for obtaining the requested assistance with the EIO. A standard template for EIO is used while letters

of request might differ from one another.

3.1.1.4. e-Privacy Directivémplications

In addition to the legal framework on the fundamental rights, the EU legislation in the field of
electronic communications has also informed the research. Despite of the fact that
surveillance measures and other methods for remote access tomobile device contents are out of the
scope of this report (as explained in previous sections), some of the rules established by the e-
Privacy Directive deserve to be included in the current section, since they elaborate on principles to
be followed when gathering information in the course of an ongoing investigation. To begin with, the
listening, tapping, storage or surveillance of communications and traffic data without the consent of
users, is prohibited, save for the cases when such is authorized. The requirements of the e-Privacy

Directive for example provide for the confidentiality of electronic communication, on the one hand,
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and on the other — enable Member States to introduce the rules LEAs shouldfollow to lawfully obtain
information in the course of criminal proceedings. Nevertheless, these actions should be executed in

compliance to the data protection legislation (and fundamental rights).

Another aspect of the e-Privacy Directive related to the current report, is the right of the parties to
the communications to be informed prior to the recording. This is a guarantee ex lege for the respect
of their rights. The provided information should cover the purpose of the recording, and the duration
of its storage. The recordings should be erased by the competent authority as soon as possible or at
the latest by the end of the period, during which the transaction can be lawfully challenged.>3 During
the current research, it became evident that there is no common approach in the examined
jurisdictions with respectto the storage of evidence, gathered from mobile devices. Correspondingly,
the general rules apply. But a question remains unanswered, if the general rules on traditional

evidence storage could be effectively applied to electronic evidence.

To summarise, according to Article 5 of the e-Privacy Directive, Member States have a general
obligation to ensure the confidentiality of communications, and of the related traffic data. In most of
the examined jurisdictions, there is an existing legal framework on covert intelligence gathering, and

it may be concluded (based on the experts’ statements) that the rules are being followed in practice.

3.1.2. Nati onal perspectives: eHthew’ s

mobile device is not seized?

The main finding from the legal mapping of the selected jurisdictions is that the above-mentioned
general obligationsof LEAsi n vi ew of s us p motohlyhaveadegalreguationch s

national level, but are also being followed in practice.

Search and seizure are the primary means for the LEAs to secure evidence from a mobile device in
the course of an open investigation. At the same time, it should be pointed out that the procedural
rules and guarantees for the fundamental rights differ from jurisdiction to

jurisdiction. In Bulgarig Franceand Slovakiafor example, itis not possible for a mobile device to be

53 Directive 2002/58/EC of the European Parliamentand of the Council of 12 July 2002 concerningthe processing of
personal data and the protection of privacyintheelectronic communications sector ( Directive on privacy and electronic
communications), Recital (23).
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searched without seizure, except of situations of remote access, and LEAs can access the contents of
a device only after it is formally seized, while in Greeceand Lithuaniasearch of a mobile device is
limited to in flagrante delicto cases.InCyprusthe Czech Republi&Germany ireland the
Netherlands Norway, Portuga) Slovakia Slovenia Span itis lawful to search an unseized device if
the consent of the person in possession of the device is priorly obtained by the investigation. Consent
is the legal basis for a mobile device search only in situations pertaining to victims and witnesses in
Croatia In Austria, seizing the device is an exception, and in practice the device is secured, while a
copy of the relevant data is being made. All in all, in all surveyed jurisdictions the search of a mobile
deviceif lawful upon the presences of certain conditions — a dedicated warrant, urgent cases, consent
of the owner. In this context, many respondents provided insights related to remote access or
surveillance measures. Although the latter is out of scope of the present report, it is important to

note that such could be applied only in case a dedicated court order is issued.

With regards to the limits of the search, it came out as a common denominator, that all surveyed
jurisdictions observe the general principles on proportionality and the constitutionally foreseen
rights on protecting the private life of citizens. The confidentiality of communication (Austrig
Bulgarig CyprusFinland KyrgyzstapnLatvig Portuga) and the seal of confession (Poland Sweden
are also explicitly laid down in some jurisdictions. In Luxembourgthe search also has temporal
limitations, depending on the nature of the crime (i.e., in terrorism-related crimes), searcher cannot
take between midnight and 6 AM on pain of nullity. When it comes to the application of technical
tools for the extraction, decryption and analysis of information out of a mobile device, a number of
respondents have reported that in their respective jurisdiction it is unlawful to use such prior to the
formal seizure of the device — Bulgarig GreeceLithuanig LuxembourgPortugal SloveniaSweden
while in Finland KyrgyzstanNorway, the Netherlands Poland Spainthere are no definitive legal

rules, nor practice in that matter.

Furthermore, in the course of the current research, it emerged, that the national legal frameworks
of the examined jurisdictions, do not include any specific rules for evidence collection from mobile
devices, and if there are some — they are fragmented. In case the device can be lawfully searched,
prior to the seizure, the rules to creating copies of its contents are different. In Bulgarig Croatig

Greece Portuga) Swedenit is not possible to make copies of information prior to the seizure,
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while in Austria, Finland Germany Ireland, KyrgyzstanMalta it is possible to copy information
from an unseized device under certain conditions, e.g. if there is a dedicated warrant, following the

“"

i dea of a p reifithierenis armanseny from thei personrinep8ssession of the device. In

the rest of the examined jurisdictions, the respondents answered this question affirmative.

When it comes to the authorisation of a search, the table below provides an overview of the chain

of custody in the examined jurisdictions:

Authority

Austria Prosecution office

Belgium Prosecution office

Bulgaria Court upon a prosecutor’ s reque

Croatia Court

Cyprus Court

The Czech N/A (search is not performed pursuant an authorisation)

Republic

Denmark Police upon a court order

Estonia Prosecution office

Finland Police authorities

Germany Court upon a prosecutor’ s reque

Greece Prosecution office/ investigator

Hungary Court/ prosecutor/ investigator

Ireland Police authorities

Italy Preliminary judge, and judicial police with validation from prosecutor

Kyrgyzstan Investigator with a request to the investigating judge and notification
to the prosecutor

Latvia Investigating judge/ Court

Lithuania Prosecutor upon approval from a pre-trial investigating judge

Luxembourg Investigating judge

Malta Police authorities

Netherlands No specific legal framework

Norway Court

Poland Court or prosecutor

Portugal Magistrate or public attorney

Romania Court upon a prosecutor’ s reque

Slovakia Court upon a request of the prosecutor, or police officer with
authorization of a prosecutor

Slovenia Investigation judgeupon pr os ecut or’ s reques:t

Spain Judiciary police

54 Respondent’s quote.
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Sweden Prosecutor or police authorities
United Kingdom | No specific rules
Table2: Authority Authorizing a Search

Another sensitive issue where contrasting national approaches are identified is the access of data in
the cloud via a mobile device. These specific concerns are especially pertinent in the scope of pre-
trial proceedings where investigative actions might be executed without a judicial control. The lack
of rules on the evidence gathering from cloud service providers, allows for the LEAs in some
jurisdictions to obtain data without consent, a warrant, or application of international cooperation
mechanisms. Although, principles related to the proportionality, the right to privacy, the right to the
protection of personal data are generally followed, access to cloud services, such as iCloud, Google
Drive etc., allow the access to a huge amount of data that is most certainly irrelevant to the
investigation. The survey of the national aspects, related to direct Cloud access, has identified that
the approaches vary from jurisdiction to jurisdiction. The main difference lies whether or not
procedures for international cooperation in criminal matters should be followed (e.g. Croatig the
CzechRepubli¢ France Germany>, Kyrgyzstafb, Latvig Norway, Poland Romania Swedenthe
UK) or the lawful (physical) access to the mobile devices grants also the lawful access to the
information stored in the cloud (e.g. Austrig, Cyprus Denmark Finland Greece Hungary Italy,
Luxenbourg, Slovenig. Some jurisdictions (Croatig Germanyjalsointroduce consent as a legal basis
for access, while others (e.g. Belgium the CzeclRepubli¢ Slovakia Spain envisage the issue of a
dedicated court order so that the cloud is accessed via the mobile phone. There also exist the
approach that the difference in the approach is drawn depending on the headquarters of the service
provider’ s | oFor &xaniple, according to the Czechrespondent, if the service provider is Czech,
data in the cloud could be accessed upon a court order, regardless of the physical location of the
data. In EstonigHungary Ireland Kyrgyzstanand Spainthe execution of above-mentioned powers,

on an unseized device, is lawful regardless of the type of crime involved. In the rest of the examined

55 Both respondents for Germany report that incompliance with this procedure would not render the collected
information i nadmissible, Author '’ s Not e

56 The respondent, however, noted that “lwjhen there are sufficient grounds to believe that information relevant to a
criminal case is stored on a Cloud, an investigator may, on the basis of the order by an investigating judge, instruct an

authorized unit of the body conducting the inquiry to secretly withdraw the necessary information” , Aut hor
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jurisdictions, those measures may be applied only when there is a suspicion for the commitment of

a certain type of crime. Usually, such punishable with imprisonment.

Nati onal perspectives: How’s

mobile device is formally seized?

After the examination of the status quo in cases where the mobile phone is not formally seized, we

now cast a glance at the legal framework where the device is a subject of a seizure. The majority of

the examined jurisdictions demonstrate that there is indeed a difference in the rules of procedure

provided thatin the device is formally seized. Latvig Malta, and Kyrgyzstarare the only jurisdictions

where such differences are not reported. The table below provides an overview of the chain of

custody in case of a seizure.

Authority

Austria
Belgium
Bulgaria
Croatia
Cyprus

The Czech Republic

Denmark
Estonia
Finland
France
Germany
Greece
Hungary
Ireland
Italy
Kyrgyzstan

Latvia
Lithuania

Luxembourg
Malta
Netherlands

Norway
Poland

Court order

Prosecution office

Court order upon the prosec ut i on
Police and Prosecution office

’

s reques:t

Police/ Prosecution office in case of a severe crime.

Police, authorised (or following approval) by the prosecutor

Upon a court order

Prosecution office/ court

Officials with powers of arrest

Judicial police/ investigative judge

Court

Prosecution office/ investigator

Court/ prosecution office/ investigation authority

Judge / peace commissioner)

Prosecution office (probationary seizure) / judge (preventive seizure)

Investigator with a request to the investigating judge and notification to the
prosecutor

Police/ Prosecution office (in case of a severe crime, approved by Court)
Prosecution office/ pre-trial investigation officer, upon approval by a pre-trial
investigation judge

Judicial police on behalf of the investigating judge

Police authorities

Examining magistrate/ police officers, public prosecutors (in a case of crime
punishable more than four years imprisonment)

Prosecution office

Prosecution office
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Portugal Criminal Police Body upon a court order

Romania Criminal investigation bodies /the court

Slovakia Prosecution office/ police

Slovenia |l nvestigation judge upon prosecutort
Spain Policeuponpr os ecutor ' s order

Sweden Prosecutor or police staff leading the preliminary investigation

United Kingdom Police (under PACE) or a judge of the peace
Table3: Authority Authorizing a Seizure

While there is no uniform approach in this case, the majority of the respondents reported that in
their respective jurisdiction there is a judicial control over the seizure, which constitutes either ex
ante control over the nature and scope of measures to be applied or ex post control where the
affected persons are entitled to appeal the seizure. In Hungary the judicial control is exercised in
cases where the suspect/ accused is subject to coercive measures limiting their freedom. With
respect to the information which may be accessed by the investigative authorities once a device is
seized, similarly to the previous section (Ho
not seized), general rules on proportionality must be followed. When the seizure is being executed
upon a warrant (order)>’, then the limits setin the warrant should be respected. In Greecethe “data
shall be copied to a single storage device, which becomes part of the case record”. In
Kyrgyzstaninformation cannot be accessed and/or copied without a court order, even when the
device is seized”.The legal framework of Norway, Poland Sweden and Sloveniarequires that
“copies of data which do not relate to criminal prosecution and for which there is no other legal reason
that they should be kept, shall be excluded and copies of such data should be destroyed”. In Austria
there is a high level of protection of the confidentiality of correspondence, and thus messages could

be accessedonlyupon a dedicated court order for limited types of crime (e.g., kidnapping, terrorism).

Similar considerations are alsoinplace in Cypruswhere the access to correspondence is limited, and
in the Netherlandswhere personal data considerations influence the scope of the information
accessed. Thesituationis similarin Bulgarig where messages couldbe accessed onlyin caseasevere
crime is investigated, while in Croatiathe limits are set ad hoc, stipulated in the warrant, considering

not only proportionality but also data protection requirements. Proportionality is a leading

’Termi nol ogy differs as a result of the differences i n
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consideration in Denmark Estonig Finland Germany Hungary Latvia (where privacy and
commercial confidentiality are also taken into account), Lithuanig LuxembourgNorway, the UK.
There are also jurisdictions, where no limitations are reported — the Czech Republj¢rance and

7’

other’' s where the | i mi tkelardrtely, SpainTHere areeatkothese t h e
jurisdictions where the limits of the seizure follow the values established by the respective
Constitution — Poland Portugal It should be noted that all surveyed jurisdictions report that
attorney-client privilege cannot be subject to search and seizure measures, and the information of

this communication cannot be accessed.

Although the respondents have predominantly shared that there are in fact limitations to the scope
of information accessed, there are yet to be seen examples as to how in practice data protection
considerations are implemented, or indeed the access to data is limited. With respect to the use of
technical tools, such as the FORMOBILE tools, to bypass the security of a seized mobile device, the
LEAs have the right to apply them in all examined jurisdictions. When discussing the legal possibility
to administer technical measures when extracting evidence from the device, the respondents stated
either that it is allowed, or that it is not forbidden, which leads them to employ the principle
"everything which is not allowed is forbidden". Nevertheless, rules on proportionality and data

preservation are still to be respected.

When reviewing the rules on direct Cloud access inthe context of a seized mobile device, the majority
of the respondents state that there is no difference in that scenario —the rules are same as when the
device is not seized. Often, if the device is lawfully seized, the investigation can access the contents
regardless of its (actual) location. With respect to identifying rules or any protocols on data
acquisition from mobile devices, andits further analysis, the majority of r e s p o nsthte thats ’
there are none existing. There are no rules relating to data decryption, decoding and further use of
the contents, extracted from mobile devices, nor suchrelating to not altering data in the course

of the investigation. In Slovakig Norway, Latvig Denmark Belgiumit seems that there are rules,

but they are not public.
Some good investigative practices were identified, namely:

1 InAustrig, all findings must be documented appropriate and in a way that corresponds to the

acknowledged rules and methods used in that specific area of expertise.
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1 In Estonigthe investigation is making a forensic hashed copy of evidence.
1 In Francethere guidelines on how to seal documents.
1 In Germany there are guiding principles on IT forensics.

1 Inltaly, there is a rule on how to seal of the device from the network, make a forensic copy
and return the device, two copies are being made and from there on the changes can be

monitored through hash functions;

1 In Romanigthere is an undergoing project which aims to introduce among investigation
bodies (ie.Pr os ecutor’ s Of fice attached to t he f
National Anticorruption Directorate and The Directorate for Investigation of Organized Crime

and Terrorism) a unitary working methodology regarding the computer search;>8
1 SwedishLEAs use a software which contains targeted instructions.

Surveying the national perspectives, and analysing the existing international case law on mobile
forensic implication, lead to a conclusion that the obligation to create a record or protocol for each

investigative action is a procedural guarantee per se.

Following the draft report on artificial intelligence in criminal law and its use by the police and
judicial authorities in criminal matters®®, and the importance of Al for each technical solution, in the
guestionnaire a question was included, aimed at clarifying if in the examined jurisdiction there are
rules in place, with respect to mobile forensics tools, using Al. Al is a strategic tool of new
technologies, and evenifit is a fact that Al leads to certain benefits in efficiency, accuracy, and
convenience, in general and it brings a positive change to the European economy,®® Al should

not be seenas anend in itself, but as a tool.

8’ Strengthening the capacity ofentctee gPautbhleird nMi pir ottrey ua fe ¢
— SIPOCA 54; <http://www.sipoca54.ro/index.php/presentation/> accessed 30 November 2020.

5% DRAFT REPORT on artificial intelligence in criminal law and its use by the police and judicial authorities in criminal

matters, (2020/2016(INI)), Committee on Civil Liberties, Justiceand Home Affairs.

60 |bid.
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However, the national respondents state that there are none such regulations in their respective
jurisdictions. In Hungary there is a monograph, written by prosecutors, dealing with that specific
topic. In general, all rules on reliability and admissibility of evidence should be applicable. The lack of
targeted rules on Al raises questions on the necessity of specific legal rules, similarly to the same
when it comes to the definition of mobile device. Meanwhile Al technologies for analysis could be

used asa common element inmobi | e f o r @ Futhérmose,” theyt anuddl aglow such

architecture of the respective software solutions,wh i ¢ h i nc | u d e loundarreewhen ne:

investigating large amounts of data.

The questionnaire, developed for the purposes of the current report, aimed not only to identify the
legal provisions, but also to spot existing best practices related to cooperation with the private sector
related to mobile forensics. In the Czech Republidhere is an established cooperation
mechanism with academia. In Denmark the “National Cyber Crime Center’s public-private-
partnerships operate exclusively within the realm of crime prevention”. In Germanyand Sweden
investigating bodies can rely on external IT experts. In Luxembourgthere is an established training
mechanism for civilian IT experts as police officers. There are also cybersecurity initiatives identified,
“aiming to improve the security of passwords” and local branches of private companies cooperate
voluntarily regards basic subscriber information. In Poland there are legal rules on the access to

information from private telecommunication companies.

61 Mo bi | e Phone Arti ficial I ntel |l i gence For en

<https://www.datlabsdatarecovery.co.uk/mobile-phone-artificial-intelligence-forensic-analysis-technology/> accessed

30 November 2020.
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3.2. The Accused and theiDefender

This section presents which fundamental rights are relevant to this stage of the proceedings in view
of mobile forensics. It includes findings from literature review, case law and national perspectives.
The right to a fair trial is interpreted through the lenses of mobile forensics. Due weight is given in
particular to the cornerstone principle to remain silent and not to incriminate oneself. Furthermore,

the principle of equality of arm in this stage is also discussed.

3.2.1. ParEuropean Perspective

In correspondence to the obligation of the investigation and prosecution to respect the fundamental
rights and the legitimate interests of persons engagedin criminal proceedings, the accused, and their
defender, have the right to require the respective rights to be observed. The accused and their
defender can submit requests also in accordance with the personal data protection legislation, as
stated above —to ensure that evidence, gathered from mobile devices is erased after itis no longer

needed.

The right to remain silent and the right no t t o i ncr i mirecagnhised internatiosnaé |

standards which lie at the heart of the notion of a fair procedure” 2 As mentioned in the previous
section, not only the ECHR and the Charter are laying down the right to remain silent and not
incriminate oneself, but also Directive 2016/343 on the strengthening of certain aspects of the
presumption of innocence and of the right to be present at the trial in criminal proceedings, in its
Article 7 stipulates that suspects and accused persons have the right to remain silent, and the right
not to incriminate themselves with respectto the criminal offence that they are suspected or accused
of. No specific rules are in place when it comes to mobile forensics, but all the general principles are
applicable. The right not to incriminate oneself is also laid down in most of the national legislation

frameworks of the examined legal systems.

With respect to the accused and their defender, the principle of equality of arms is the one which

should be taken into careful consideration, contemplating that the prosecution has an advantage

62 Case19187/91 Saunders v. United Kingdom, [1996] ECLI:CE:ECHR:1996:1217JUD001918791.
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when it comes to the possibility of engaging various experts in the examination of the evidence.

Nevertheless, some good practices were identified: in a few of the examined legal systems the
defence is allowed to appoint an expert of their choosing to the proceedings, and/or there is an
established mechanism to be present at the gathering of the data itself, which provides for a better

control over the integrity of the evidence.

3.2.2. Natonal perspectives: How’s
for?

3.2.2.1. The rights of the accused in case the device is not seized

An interesting issue presented to the national respondents, is the one revolving around the consent
of the mobile device owner as a legal basis for any procedural measure employed towards the said
device. This is not consent in the recently meaning made popular by GDPR, but consent in the
meaning of a voluntary action on behalf of the suspect/ accused so their mobile phone could be
subject to investigative measures. To this end, the following jurisdictions have reported that in case
the suspect/ accused is owner of the device in question, they could consent to the coercive measure
of search: Bulgarig Cyprusthe Czech Republj¢reland the NetherlandsPortugal In the absence
of a court order, consent would be legal basis for a search in Germany KyrgyzstanLuxembourg
Slovakia Slovenig Spain On the other hand, in Austria, Belgium Croatig Denmark Estonia
Finland France Greece Hungary ltaly, Latvig Lithuanig Malta, Norway, Poland Romania

Swedenconsent cannot be employed in a scenario where itis sought from the suspect/ accused.

And what of situations where the device is not directly handed over by the suspect/ accused? Should
and when they be informed of these procedural measures. 24 hours is the term established in
Austrig, and 10 days in Romanigwhen the owner be informed. Theyare be informed alsoin Belgium
Finland Germany Greecelreland, Italy, KyrgyzstanLithuania, Norway, Portugal Slovakia Spain
while in Bulgarig Cyprusthe Czech RepubljErance Hungary Malta nosuchobligation exists. Grey
areas in this regard are observed in Croatig Latvig Luxembourgin case the owner is absent), the
Netherlands, Slovenigand Sweden In Poland the notification to the suspect/ accused depends on
the rules of procedure applied, as they are found across number of pieces of legislation. The

notification of a seizure of a mobile device is resolved a bit differently, majority of the examined
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jurisdictions reporting that the suspect/ accusedis informed. This notification, however, could be
delayed, provided that the interest of the justice requiring so. The lack of information even if
concerning a simple search of a mobile device, could influence negatively the principle of equality of

arms, limiting the opportunities of defense.

Another central issue examined in the current research is whether the right to not incriminate
oneselfcould be extended to a refusal to unlock the mobile device, including by means of biometrics
or facial recognition. The majority of respondents are adamant that the use of biometric data without
the person's permission (or a court order) is an act that violates the right to not incriminate one self,
but in some jurisdictions (e.g. the Netherlandg investigators are allowed to unlock and access the
device using fingerprints. A dangerous analogy can be made, taking into account the possibility to
use facial recognition, given the sensitivity of biometric data, and even more so, the importance of
the human rights that underlie criminal proceedings and for which protection must be sought at all
stages. It can be concluded that a legislative measure needs to be taken to avoid, as far as
possible, gaps in the legal framework that could create a risk of violating fundamental rights
recognized in all democratic societies. On this matter the national perspectives widely differ
stemming out of the different local interpretations of the Saunders case®3. Some jurisdictions (the
Netherlands Denmark Finland Germany Lithuanig Norway, and Italy) consider that the use of
biometrics or facial recognition to unlock a device is not a coercive measure but use of material that
“has an existence independent of the will of the suspect®®, while others maintain a diametrically
different stance — Austria, Croatig Greece Malta and Slovakia In Swedenthere is a decision issued
by the Parliamentary Ombudsman stating there is no legal support forimplementing sucha measure,
i.e.forcefully taking and using a fingerprint to unlock a mobile device®>. Theissue of a dedicated court
warrant is another solution to this problem, employed by Belgium Cyprus Ireland, Kyrgyzstan

Luxembourgand Spain This question is of particular importance in a cross-border scenario where

63 Case19187/91 Saunders v. United Kingdom, [1996], ECLI:CE:ECHR:1996:1217JUD001918791.

64 |bid.
5For mor e i nf or rilaeprovisian,inChaptee 28,Seetiorvl4 of the Codé of Judicial Procedure on taking
fingerprints does notconsti t ute | egal support for a decision to forci

order to unlockthe phone’ htps://www.jo.se/en/Search/?query=fingerprint> accessed 30 November 2020.
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the minimum standards of procedural rights needs to be in place so that the right to fair trial is
observed, and the evidence is admissible. Since case-law practice is scarce on issues related to
collection of evidence by another Member State competent authorities following an European
Investigation Order, relevant insight could be sought in the practice related to the execution of an
European Arrest Warrant (EAW). Recently, there have been cases when the execution of a EAW was
refused on the basis non-respect of the right to fair trial by the issuing state®®. Although the context
of these cases is rather different, a similar issue might arise out of the different national
interpretations of the right to not incriminate oneself and mobile forensics. This lack of uniform

understanding might lead to circumvention of the law or breaches of the right to fair trial.

66 E.g. Ausl 301 AR 156/19 by Higher Regional Court (HRC) of Karlsruhe, Germany, <https://eucrim.eu/news/fair-trial-

concerns-german-court-suspends-execution-polish-eaw/>, accessed 29 November 2020.
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3.3. TheWitnhess

This section analyses to what extent difference is made when seizing and analysing the mobile device
of a witness as per Directive 2016/680. It includes insights from literature, case law and most
importantly — the national perspective shared by the respondents. Considering the general rules for
seeking a balance when intruding someone’s privacy during criminal proceedings, it is implicit that

the witness benefits from a different regime.

The role of the witness in the pre-trial phase is rather supportive, and his/her rights and obligations

are correspondingly arranged.

The LED also underlines the importance of having a different approach between the treatment of

personal data of suspects, accused, convicted persons, and witnesses.®”

In general, no specificrules were identified which relate to the seizure of mobile devices of witnesses.
In some legal systems, the rules on gathering of evidence are applicable only to the person accused
or suspectedof acrime, and itis not possible to seize the device of a witness (e.g. Portugal. As stated
above, the LEAs follow the procedures taking into account that the private sphere of a witness cannot
be interfered to the same degree as the private sphere of a suspect and they seek a fair balance
between the intrusion in the privacy of a witness, and conducting a successful investigation. In
Poland thein f or mat i on on the witness’ s dommilateindte, W ¢
contained in the minutes of the interrogation, but in a separate document which is stored in a
separate file accessible only to the authorities. In Sloveniathere are tailored rules in the Criminal
procedure code on the seizure of an electronic device of a witness. Such measures should be carried

out in a way as to infringe as little as possible their rights. Confidentiality is in the foreground, and

proportionality rules must be taken into greater consideration.

67 Directive (EU) 2016/680 of the European Parliamentand of the Council of 27 April 2016 on the protection of natural
persons with regard to the processing of personal data by competent authorities for the purposes of the prevention,
investigation, detection or prosecution of criminal offences or the execution of criminal penalties, and on the free

movement of such data, and repealing Council Framework Decision 2008/977/JHA, Article 6.
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3.3.1. National perspectives: Is there a different approach
witnesses?
Other than the basic rights on privacy and protection of witnesses, in Denmarkwitnesses cannot be
forced to submit evidence, in Luxembourga third party with a legitimate interest can appoint an
expert. In certain jurisdictions witnesses are mandatorily required to aid the investigative authorities,
including by unlocking their devices, and in case of a refusal they could be even fined — Austrig
Croatig Germany Hungary Poland Norway. In the Netherlands the public prosecutor might
require a “person who may be reasonably presumed to have knowledge of the manner of encryption
of the data, referred to in these sections, to assist in decrypting the data by either undoing the

encryption, or providing this knowledge” .

When it comes to handing over a device for a search, some jurisdictions have established that
witnesses can do so only if they consent to. This is the situation in Croatiaand the UK while in
Norwaywi t nes s’ c ons e n Accoalingtothe Gyprusa rseasf peognudaerndt.,
might be employed as a legal basis in the absence of a court order for the search and/ or seizure of a

mobile device.

Many of the questions part of the questionnaire were discussed in the light of the suspect/ accused
rights. When it comes t o wi tnoteetlsatscértainrintedehenceas with thetir
private sphere are forbidden. For example, in Greece the confidentiality of communications could

be lifted only with regards to the suspect/ accused, and no coercive measures could be applied with

to

wi t

i s

respect to witnesses. The situation is rather similar in Portugalwh er e wi t nes s’ dev
searched nor seized.

Specific regulation in view o f the witness'’ rol es , -trinlistggdot the a n d
proceedings when itcomes to mobile forensics is scarce, as evident from the responses received. The

main differences could be found in the guarantees associated with the right to fair trial which benefit

the accused. In reality, only a limited number of jurisdictions reported special rules of procedure

wh e n it Cc omes wi tnes s’ invol ved, a npdrticipatioa.r e a

However, taking into account the provision of Art. 6, LED, it is welcomed that differentiated approach

is introduced at national level, noting on the role and importance of witness participation.
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3.4. TheVictim

This section analyses to what extent victims’ rights as provided for in Directive 2012/29 and the LED
are implemented in the pre-trial proceedings when employing mobile forensics. It includes insights
from legal acts and policy documents in the field and most importantly — the national perspective
shared by the respondents. The dignity, personal and psychological integrity, and the privacy®® of the
victim in criminal proceedings are a cornerstone of the European legislative framework. The
fundamentals of victimrights | i e i n Directiwve 201 2WwhkB®canfeYoi ct i n
reinforce the horizontal approach taken by the EU when it comes to ensuring the rights to all
victims®?. As the criminal procedure is predominantly oriented towards the suspect/ accused/
defendant, this is the first legal act of such nature that provides for the establishment of minimum
rights of the victims not only in terms of access to support and compensation, but alsoin terms of
their effective participation as parties to the extent which the respective jurisdictions allows?°. In this
direction, two main aspects should be observed —the right to participate in the procedure (incl. the
right to produce and access to evidence, gathered as a result of mobile forensics investigation) and

the right to a private life of the victim.

All statements expressed with respect to the witness are applicable with regards to the role of the
victim in the scope of the pre-trial proceedings. Their privacy enjoys a higher level of protection.”?
With regards to the pre-trial proceedings, the correlation between the v i ¢ t i mans mobilie g h t

forensics could start from the very first moment —Ar t . 5 and 6 from the Vi

68 Resolution of the Council of 10 June 2011 on a Roadmap for strengthening the rights and protection of victims, in
particularincriminal proceedings 0JC187, 28.06.2011.

69 European Commission, DG Justice, Guidance Document related to the transposition and implementation of Directive

2012/29/EU of the European Parliament and of the Council of 25 October 2012 establishing minimum standards on the

rights, support and protection of victims of crime, and replacing Council Framework Decision 2001/220/JHA (2013).

70 1bid., p. 10.

Protecting Victims'’ Pr i v a c y Protdctingy enforane and aidvankinig wicims’aights, P r i v |
(National Crime Victim Law Institute, 2017) <https://law.Iclark.edu/live/files/25187-ncvli-newsletter---protecting-

victims>accessed 6 October 2020.
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outline their active role in the criminal procedure (eg,when the victim’s C 0 My
investigation) and provide for the right to information. Cons i deri ng Rec. &84 Vi
victim is also entitled to provide evidence (incl. mobile evidence). However, as per Rec. 38, the
participation of the victim in the process should not results in secondary victimisation’?, nor repeat
victimisation’3. In the context of mobile forensics, in particular when extracting evidence from the

7

victim’”s mobil e ph o ringhe liglttto tale thd least introsivelagoroaichnThie r pr e
is reiterated in the recent report issuedbythe UK | nf or mati on C’6calling thes i o n e
i nvestigative a utateasoftheirlifethey htvea reasbnsibée expeetatidn wauld “

be kept private”. When gathering evidence from a mobile phone, this should be interpreted as

collecting only the strictly necessary information to the open investigation, e.g., in case of a rape,

there is no need to browse and extract photos oft h e v holiday thre¥ years ago from the mobile

phone gallery.

Furthermore, the victim has the right to be heard and to constantly receive information about the
progress of the investigation depending on its procedural role, as enshrined by the respective

national legal framework.”> The procedural rules concerning the hearings and the right to provide

72 Understood in the current portreport in the meaning of Council of Europe, Committee of Ministers, Recommendation
Rec(2006)8, of the Committee of Ministers to member states on assistance to crime victims, i.e. victimisation thatoccurs
not as a directresultof the criminal actbutthrough the responseof institutions and individuals to the victim.

73 Understood inthe current port report in of Council of Europe, Committee of Ministers, Recommendation Rec(2006)8,
of the Committee of Ministers to member states on assistance to crime victims, i.e. a situation when the same person
suffers from more than one criminalincidentover a specific period of time.

I nformation CommMebiilomepHhonofda tdaecexinEnglara and Walesinvebtigatop o | i ¢ e
repor t 2020), erdsi@@.1, p. 16 <https://ico.org.uk/media/about-the-ico/documents/2617838/ico-report-on-
mpe-in-england-and-wales-vl_1.pdf>accessed 6 October 2020.

75 Directive 2012/29/EU of the European Parliament and of the Council of 25 October 2012 establishing minimum
standards on the rights, support and protection of victims of crime, and replacing Council Framework Decision

2001/220/IHA, Article 6, Article 10.
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evidence’®, are a matter of national regulation. Hence, the victim should have the option to submit
evidence on their own, regardless of the stage, meaning the victims ought to be able to submit mobile

evidence even after they have filed the complaint.

The EU legislator has also adopted a couple of legislative acts that provide for the rights of victims of
specific types of crime, namely Directive 2011/36/EU of the European Parliament and of the Council
of 5 April 2011 on preventing and combating trafficking in human beings and protecting its victims,
and replacing Council Framework Decision 2002/629/JHA (Directive on Trafficking in Human Beings)
and Directive 2011/92/EU of the European Parliament and of the Council of 13 December 2011 on
combating the sexual abuse and sexual exploitation of children and child pornography, and replacing
Council Framework Decision 2004/68/JHA (Directive on Child Sexual Exploitation). The provisions of
both legal acts are rather scarce when it comes to evidence collection and mainly refer to
implementing approaches which protect the victim and prevent secondary and repeat victimisation

in case of interview and cross-examination’”.

Inaddition,r el evant statistics fhbeuxaposedfromtholdstfesyearsO C T A
in order to obtain relevant and recent insights about victims of cybercrime and the challenges related
to them. This will support the need to provide clear guidelines in terms of obtaining and using
electronic evidence acquired from mobile devices. Developments and innovation within the cyber

realm will be considered as well. For instance, the fact that there is a significant increase in the child

76 European Commission, DG Justice, Guidance Document related to the transposition and implementation of Directive
2012/29/EU of the European Parliament and of the Council of 25 October 2012 establishing minimum standards on the
rights, support and protection of victims of crime, and replacing Council Framework Decision 2001/220/JHA, p.29,
ec.europa.eu (2013)
<https://ec.europa.eu/info/sites/info/files/13_12_19 3763804 _guidance_victims_rights_directive_eu_en.pdf>
accessed 5 October 2020.

77 For example, Directive 2011/93/EU of the European Parliamentand of the Council of 13 December 2011 on combating
the sexual abuseand sexual exploitation of children and child pornography, and replacing Council Framework Decision
2004/68/JHA, Art. 20.4; Directive 2011/36/EU of the Parliament and of the Council of 5 April 2011 on preventing and
combating trafficking in human beings and protecting its victims, and replacing Council Framework Decision

2002/629/IHA, Art. 12.4.b.
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sexual exploitation content online caused by COVID-19. Due to the increased time spent online by
both children and criminals. Thus, the exposure is exacerbated as well as the number of

vulnerabilities. It has a serious impact on the capabilities of LEAs.”®

I n today’ s worl d there is a cyber component

unusual time of pandemic. Both regular citizens as well as criminals live in digital age facing new and
old challenges with a cyber aspect. Thus, law enforcement specialists are also confronted by cyber
components of investigations. So, they have to come up with an effective response. However, during
COVID-19 pandemic, the potential pool of victims has enlarged, enormously, due to the fact that
even people who have not been present online before (or atleast not to that extent), have become
now. These people are not experienced in the online space, so they are relatively easy targets for
criminals. Furthermore, many users are IT illiterate, which increase their vulnerability. Additionally,
some people have been using devices, which are not properly secured. Some companies allow that
as they have to ensure business continuity even at the expense of alleviating certain security
measures under such unusual circumstances. Thus, the most current IOCTA report has emphasised
on the fact that new victim groups are differentiated. However, the modus operandi as such has not
changed, drastically, in accordance with that report. There are some new features/characteristics
and variations to already known practices, which present a challenge to the not well-prepared LEAs.
In terms of the current trends in cybercrime IOCTA 2020 has identified ransomware (one of the top
priorities in previous editions of the report), child sexual exploitation, non-cash payment frauds,
social engineering, Cybercrime-as-a-Service (CaaS), Distributed Denial of Service (DDoS), online
investment frauds (not new but huge losses) and others. 72 The most horrific cybercrime is child
sexual exploitation and the high volume of child sexual abuse materials online (CSAM). The numbers
have increased, significantly, during the pandemic, especially life streaming. Crime as a service is
considered as a significant threat, which is an industrialised cybercrime. The very fact that there is a

repetition in the most pressing cybercrime in the last few years (in accordance with the IOCTA

78  Europol, INTERNET ORGANISED CRIME THREAT  ASSESSMENT  (IOCTA) 2020. Retrieved from
<https://www.europol.europa.eu/activities-services/main-reports/internet-organised-crime-threat-assessment-iocta-
2020> accessed 7 October 2020.

73 ibid.
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reports) means that there is persistence of this issue and furthermore effective actions are needed.

An emerging trend is SIM (subscriber i tasedhti ty
(SMS) two-factor authentication (2FA) measures g a i ni ng f ul | control ove
accounts '’ . | t represents serious consequences

Additionally, Business Email compromise (BEC) increase as well —victims are selected very carefully
by cri minal s. They demonstrate good understanc
systems. All of the abovementioned cyber threats, particularly the latter two are closely related to
the use of mobile devices and respectively the urgent need of a coherent standard and manner for
extracting evidence from these devices to limit and/or prevent their reoccurrence. Additionally, the
report touches upon the concept of cyber hygiene, which is recently gaining popularity. It refers to
the very factthat increasing userawareness about potential threats can minimise the risks, especially
now with the increased time spent on mobile and other electronic devices. IOCTA report identifies

both prevention and awareness as key parts of the overall holistic approach to fighting cybercrime.

It is important to pay attention to some of the main facilitators of cybercrime as well as the cross -
cutting ones as they present other challenges relevantfor various types of crime. For instance, IOCTA
2020 has identified social engineering as major facilitator. Additionally, the cryptocurrencies and the
difficulty they cause in terms of traceability. Both aspects have a dimension in terms of mobile

devices.

There is no gapinlegislation, however when it comes as to how the personal data of victims is to be
treated. When it comes to evidence extracted from mobile phones which includes personal details
of victims of crime, this is regulated by the LED. In particular, Art. 6 calls for different treatment of
the information depending to whom it relates, whereby victims are explicitly outlined. Furthermore,
the former Art. 29 Working Party has reiterated the importance of drawing comparison between the
different categories of data subject whose data is being processed in criminal procedure, zooming in

on the right to higher level of protection of minors°. Although the provisions relating to victims are

80 Article 29 Data Protection Working Party, Opinion on some key issues of the Law Enforcement Directive (EU 2016/680),
WP 258, p. 5, (2017), <https://ec.europa.eu/newsroom/article29/item-detail.cfm?item_id=610178> accessed 5
October 2020.
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rather scarce and practice will ultimately produce golden standards for the treatment of personal
data pertaining to victims, it should be highlighted that indeed, during the pre-trial stage of the
criminal procedure, the reasonable expectation to privacy of victims is observed, while at the same
time they are enabled to come forward and submit evidence on their own without the risk of

suffering from secondary and repeat victimisation.

3.4.1. National perspectives: Is there a different approach to victims?

Transitioning from the pan-EU perspective to the specifically national, the discussionrevolves around
the extent national criminal procedural frameworks provide for a different rule that the competent
authorities in the pre-trial stage of the proceedings need to abide by when it comes to dealing with
victims. However, the legal mapping exercise showcased that almost no specific rules are laid down
inany of the examined jurisdictions. In particular, there is a lack of legislation establishing obligations
to LEAs to pay a greater attention when conducting investigative actions against a victim, above all,
to avoid secondary and repeat victimization.8! It should be also noted that some national
correspondents did not provide specific information as to how victimrights are provided for (if at all)

in their respective jurisdictions.

3.4.1.1. How are victimsrights provided for inwhen the mobilephone is not
formally seized?

When it comes to victim protection and empowerment, one of the important prerequisites that

on

needs to be in place is the specific %&ghal ati
81 Pol y vViiccttii mss:’ Ri ghts BonMitiga tcee me@ & & ¢ cansd aar yT oWilc t i mi z at i
System’, NCVLI  Victim Law Bulletin (2013), Na t ' | Cri me Vi ctim L a,w I

<https://issuu.com/ncvli/docs/ncvli_pv_victims__rights_enforcement_as_a_tool_to_> accessed 5 October 2020.

82 European Commission, DG Justice, Guidance Document related to the transposition and implementation of Directive
2012/29/EU of the European Parliament and of the Council of 25 October 2012 establishing minimum standards on the
rights, support and protection of victims of crime, and replacing Council Framework Decision 2001/220/JHA, p.29,
(ec.europa.eu, 2013)

<https://ec.europa.eu/info/sites/info/files/13_12_19 3763804 _guidance_victims_rights_directive_eu_en.pdf>
accessed 5 October 2020.
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end, it has been a focus of the study to outline to what extent the surveyed jurisdictions outline their
role. Predominantly, most of the researched national legal frameworks do not draw a difference
between the different roles of the parties in the criminal proceedings in the pre-trial stage, when the
phone is not formally seized. This is the situation in Belgium Bulgarig Croatig Cyprusthe Czech
Republi¢ EstoniaFinland France Hungary Ireland, Italy, KyrgyzstanLatvig Luxembourg Poland
Slovakia Spain

In Lithuanig the specific role of the victim as a party affects the judge’ decision when issuing an
order, while in Norway it guides the judge to determine what would be proportionate. The situation
differs in Denmark where a higher standard is established sothatavi ¢t i m” s phone
to search — “if the case concerns an offence punishable by imprisonment, and there is probable cause
to suspect that evidence or objects relevant to the case may be found” In Germany the victim is
imposed with different contribution duties and®? there has to be proportional reason to acquire the
device/data. Greeceensures absolute respect to the right to confidentiality of communicate, save
for the accused. Although no guarantee exists in Sloveniagstill distinction is made when information
pertaining to the victimis being treated a n dnvestigation [is] done in a way to infringe the rights of
victim ... as little as possible, protect the confidentiality of data and not cause any unnecessary
disproportionate damage” According to legislationin Portugaland Sweden the victims cannot be

subject to a search, while in Romaniano equivalent provision exists. Inthe UK the victim cannot be

forced to hand over their mobile phone to the investigation authorities.

Although the reported provisions might be limited of their scope, they still provide for a basis where
the practical implementation of victim rights is possible. However, an open question remains as to
how these are 1) practically abided by; and 2) to what extent they prevent secondary and repeat

victimisation.

The Netherland$ a cks speci fic | egal framework whe
the criminal procedure. Thus, the criminal procedure system there cannot contribute to the victim

needs for a higher level of protection and empowerment as provided for in Directive 2012/29.

83 Emphasisadded;Aut hor '’ s note.

Grant Agreement: 832800 Dissemination level: PU Page 66 of 143

(o)



D2.2 Criminal Procedure Report

34.1.1.1. When the mobile phone is nadeized, musthe victim consent to the actions?

Surveying the national perspective, the majority of the correspondents (Austria, Belgium Denmark
Finland, France Germany Greece Hungary Italy, Latvig Lithuanig Luxembourg Romania
Sweden the UK) report that consent is not a precondition for the lawful search of the mobile device.
Others (Bulgarig Germany Poland Portuga) Slovakig — on the contrary, state that consent is
necessary that consent is present, so that the phone is read, even in some jurisdictions -Cyprus
Ireland, the Netherlands itis the main legal basis. Greece Germany Slovakiaand Sloveniahave
established a two-step approach, where the request for voluntarily handover is always the first step.
If this fails, then a dedicated court order will be issued. Although not universally, some states do

implement different approach when it comes to the different procedural roles and data subjects:
f InCroatigt he access to a grantedtonlyran the bapihobcaneent.c oul d b

1 Inthe Czech Republjthe consent of the victimis sought provided that they voluntarily hand

over the phone.

During the legislative mapping, a number of respondents have outlined the implications arising for

the (non)presence of a court order:
1 InKyrgyzstanconsentis not relevant when there is a court order.

1 In Luxembourgconsent is necessary when the information of interest has to be copied or
“access open connections “in the cloud” [is] discovered during a search” Otherwise, an order

by the respective investigative judge hastobe issued“bef or e a copy i s mad

1 In Spain the consent is not a precondition in two alternative cases — either there is a

dedicated court order, or the law enforcement authority acts in urgency.

Estoniaand Malta did not provide information whether consent is necessaryw h e n t he vic

phone is not formally seized.

3.4.1.1.2. Can thevictim be forced to unlock the mobile device dug the search?

In conjunction to the right to remain silent inherent to the accused, the legislation mapping also
examined whether victims might refuse to provide their passwords, passcodes and biometrics as to

give access to the investigation authorities to the contents of their mobile phone. To this end, the
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following jurisdictions state that the phone owner, in this case the victim, cannot be forced to unlock
their device, provided that that it is not formally seized: Bulgarig the Czech Republj&Estonag,
GreecelLatvig Portugal Romania Slovakia Slovenia Spain SwedenOn the other hand, Finland
Norway, state that there is no obstacle to force the mobile phone owner to grant access to the
device. If a dedicated court order is issued, then the Luxenbourgcompetent authorities could
technically force the owner to comply, however no negative implications would arise if they refuse
to unlock the device. Similarly, in Belgium Cyprus France KyrgyzstanLithuanig court order is
necessary to this end; in Cyprusand Ireland, the owner of the device could be forced only in case the
authorities are acting upon a search warrant. In contrast, in Austria, Croatig Germany Hungary the
non-cooperation of the device owner entails negative consequences, i.e., they might be served with
a fine. However, according to the Germanrespondents,t he e x i s t i doesnotedtitdeihs
authorities to take the fingerprints of a third person” Some jurisdictions (the Netherland$ lack both
the legal framework and case law to provide for this issue, whereas others (Denmark Italy) have not

provided details in case the phone does not belong to a suspect/ accused.

3.4.1.1.3. Must thevictim whoownsthe device be informed about the search?

As stated above, the right to information is amongst the central rights the victimiis entitled to. In case
amobile phone is found at the crime scene or comes inthe possession of the investigative authorities
in other way, e.g., not directly turned in by the victim, the authorities in Austriag, Belgium, Finland
Greece Italy, KyrgyzstanLatvig Lithuanig Norway, Portugal Romania Slovakiawill inform the
victim that their mobile device has been searched. On the contrary, the victimis not informed of the
search in Bulgariaand Hungary In Sweden the victim will be informed in certain situations, e.g.,
when the phone was acquired via a specific investigative action like search of premises. In some
jurisdictions, the provision of this particular information to the victim remains a grey area, lacking
clear legal framework — Croatig Cyprus the Czech Republid_uxembourgthe Netherlands

Slovenia

Denmark Estonig France Germany Ireland, Malta, Poland Spain and the UK have not provided

information what would be the course of action in such a scenario.
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3.4.1.2. How are victims rights provided for in when the mobile phone
formally seized?

Similarly, to the findings presented in the previous section, national approaches widely differ. The
owner of the seized device would be required to unlock it in Austria, Belgium Denmark Finland
Germany (however victims cannot be obliged to provide their biometric data to do so), the
Netherlands while in Bulgarig the Czech RepublicEstonig France Greece Latvig Poland
Romaniag Slovakia Slovenig Swedenthis would not be the case. Anumber of jurisdictions would
likewise require the existence of an explicit warrant, like CyprusKyrgyzstanLuxembourgSpainor
on the basis of statutory powers, i.e., in Ireland, Italy. Some jurisdictions even sanction the non-

cooperation of third parties as victims, i.e., Croatig Lithuanig and Poland
TheUKhas not provided information of this issue.

Although out of the scope of Article6V i ¢t i m R i g h tgsestionDvhether informing ¢he
victim of the seizure is regulated per se by the national legal framework has been investigated,
similarly to the case examined in section 3.4.1.1.3. Such is provided for in Austria, Belgium Finland
France Hungary Ireland, Italy, Lithuanig Luxembourg Norway, Slovakia Sveden. In several

jurisdictions, the victim would have access to broader information:

1 In Germanythe victim will be also informed of “the statements of the prosecutor in such

proceedings” .

9 In Greeceand Poland the victimis not only informed of the seizure, but also receives a copy
of the search and seizure report. In the latter jurisdiction, this procedural activity “is subject
to interlocutory appeal which may be filed by a person whose rights were infringed and all
the decision issued outside the courtroom that are subject to interlocutory appeal have to be

delivered to all entities entitled to file it” .

9 InLatviathe owner of the device will be informed depending on the nature of the data seized
and depending on the crime investigated. To this end, the person to whom the traffic data
pertains will be notified of the seizure, since their consent is one the prerequisites as per
“legislator [who] has provided that traffic data may be disclosed if the data subject has given

specific consent” .
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Inthe Netherlandsthe victim will be informed and receive “a proof of delivery if possible”4 provided
that the mobile phone was directly seized from their possession. Whereas no equivalent obligation
arises for the authorities whenever the person who is in the possession of the phone is not its owner.
The notification of the victim in Spaindepends on the presence of a judicial order. In Estoniaa
presumption that the victim will be informed is in place. The provision of such information to the
victim is not regulated in Cypruswhile inthe Czech Republcertificate of the procedural actions

is issued ex post.

Bulgarig Croatig Denmark KyrgyzstanMalta, Romanig Portugal Slovenia and the UK do not

providei nsi ghts in view of victims’ rights.

When discussing victim rights on the background of mobile forensics in the pre-trial stage of the
criminal proceedings, itis of primordial importance to examine whether in practice such approaches
apply that are reinforcing the victim rightsas enshrined by Directive 2012/29. At the same time, this
legal framework is supplemented with the provision of Article 6 LED which calls for a differentiation

in the treatment of data associated with different categories of data subjects.

However, our legislation mapping exercise has shown that these principles are not implemented in
practice. For example, the mobile forensic application does not take into account the role of the
mobile phone owner in a number of jurisdictions: Belgium Bulgarig Croatig the Czech Republic
Denmark Estonig Finland France Germany lIreland, Italy, Kyrgyzstan Latvig Lithuanig

Luxembourgthe Netherlands Poland Romania Slovakia Slovenia

In Cyprusa different approach would be taken in an absence of a dedicated warrant, then mobile
forensics could be utilised on the basis of consent. Similar considerations are inplacein Greecewhere
search and seizure are applied exclusively to the suspect, and confidentiality of communication is
constitutionally protection and it could be lifted only againsta suspect. In Norwayand Spain it is
reported that the general rules apply, however the role of party might impact the assessment of
proportionality. In Swedern the delimitation line between the parties stands at whom the coercive

me a s useaectsof tHe premises”  a friséksedfch” ¢ oul d b.dheyxannotfb@apphed th

4Emphasis added; Author’s note
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nobody but the suspect.
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4. TRIAL PHASE OF THE PROCEEDINGS: MOBILE FOREN:

| MPLI CATI ONS ON PROCEDURAL

This section analyses the different rights and obligations each of the parties in the trial phase of the
criminal procedure is entitled to. The main principles and rights described in the section on pre-trial
proceedings are also applicable in the trial phase (e.g., the right to remain silent, the right to access
of information etc.). As stated above, the analysis departs from a pan-EU context looking at the major
legal texts regulating this field in the EU — the Charter and the ECHR, as well as cornerstone EU
instruments which relate to a cross border dimension, namely the European Investigation Order and
existing Mutual Legal Assistance Treaties from the point of view of evidence admissibility in Court.
The analysis will also consider the case law practice of the European Court of Human Rights and the

Court of Justice of the European Union relevant to this stage of the criminal procedure.

9 Directive 2014/41/EU®> - with respect to the obtaining of data to be used in the scope of

criminal proceedings.

1 Directive (EU) 2016/3438° - with respect to the rules on assessment of evidence in criminal

proceedings.
1 Directive 2012/13/EU®7 - with respect to the right of access to the materials of the case.

1 Directive 2012/29/EU32 - with respect to the specific rules on privacy rights of victims of

crime.

The pan-EU dimension will be based de lege lata as of 30" of October 2020. Then, information will
be provided of the status quo at national level. Particular attention will be dedicated to the role and

qualification requirements to the expert witness and to the equality of arms.

85 Directive 2014/41/EU of the European Parliamentand of the Council regardingthe European Investigation Order.

86 Directive (EU) 2016/343 of the European Parliament and of the Council of 9 March 2016 on the strengthening of
certain aspects of the presumption of innocenceand of the rightto be present at the trial in criminal proceedings.

87 Directive 2012/13/EU of the European Parliament and of the Council of 22 May 2012 on the right to information in
criminal proceedings.

88 Directive 2012/29/EU of the European Parliament and of the Council of 25 October 2012 establishing minimum

standards onthe rights, supportand protection of victims of crime.
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Most of the examined jurisdictions share certain common characteristics. 26 countries are part of
the system of civil law and define themselves as theoretically inquisitorial which results in certain
common practices. The court is actively engaged in the investigating of the case. Since mobile
forensics evidence is specific and requires special knowledge to be understood, it is a common

practice that the court involves experts in their presentation and examination.

4.2.The Prosecuion

This section is focused on the role of the prosecution in the trial stage of the process. In the light of
the report, the presentation of the mobile evidence and the guarantees that are in place to certify
that the evidence has not been altered. As a general principle in civil law systems, during the court
proceedings the prosecution has the burden of proof, and the already gathered evidence materials

have to be examined during court proceedings.

The majority of EU legislation establishing the minimum standards to criminal procedural rights are
dedicated to the pre-trail stage of the proceedings for reasons related to judicial cooperation in
criminal matters. Some directive adopted pursuant the Stockholm Programme?®® also establish
applicable rules when it comes to the defendant participation in trial such as the right to be present
and stipulating an obligation that no public reference to guilt are made until a final judicial decision
is delivered®®. With regards to the role of the prosecution, the underlaying principle that they bear
the burden of proof is further reiterated by Art. 6, Directive 2016/343. The provision further
stipulates, thatthe| at t er does not interfere of the prose
and exculpatory evidence. When it comes to the trial participation of the prosecution, below a look

is castin terms of specifics when presenting mobile evidence.

8 The Stockholm Programme - An open and secure Europe serving and protecting the citizen,
<https://ec.europa.eu/anti-trafficking/sites/antitrafficking/files/the_stockholm_programme_-
_an_open_and_secure_europe_en_0.pdf> accessed 30 November 2020.

90 Art. 4, Art. 7 Directive 2016/343 on the strengthening of certain aspects of the presumption of innocence and of the

rightto be present atthe trial incriminal proceedings.
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4.2.1.National perspectives: What is the Prosecution role during the trial

phase of the criminal procedure

3.4.1.3. Should a standard be followed when applying migbforensics?

Since one of the main goals pursued by FORMOBILE is the roll-out of a catch-all standard to mobile
forensics, one of the research questions posed to respondents was focused on existing practices,
methods and standards when extracting and analysing mobile data. The majority of the respondents
noted that although good practices are indeed in place, they are neither mandatory nor publicly
available. In this context, it should be noted that all respondents shared that the examination of the
lawfully obtained mobile devices is either executed by independent domain experts, who have
passed through special examination and training according to established rules of procedure, or by
special units created to this end in their respective jurisdiction®l. On the basis of existing literature,
the Estonianr e s ponde nt expertss mastdcondudt mabile forensics by following the
standards established type of forensics by taking into account the current development level of the
respective discipline” , wothearsl|(Feance provided insights that specialised training is available.
The UKcorrespondent shared that there are principles and guidelines available issued by the British

Forensic Science Regulator.

Regardless no exciting standards were mentioned, several respondents -Greece Latvig Romania
Slovenia shared that there are in fact technical standards and methodologies that need to be
observed such as the Guidelines issued by the European Network of Forensic Science Institute and
those by ENISA, while in Portugal“there is a developed cooperation protocol by the Public Prosecutor
Office to apply while investigating cybercrime and obtaining digital evidence” Another solution to
this issue is in place in Cypruswhere “[florensic copies are standardly made and practice is to justify
the actions that have been taken to avoid the judges dismiss of the evidence as not relevant or

reliable” .

Taking into account the overall reported lack of detailed rules as to the examination of mobile

evidence, it is not surprising that majority of the correspondents share that there no specific rules

91 Such as the Service de Nouvelles Technologies in Luxembourg and the Netherlands Forensic Institute. Aut hor
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nor standards but the general rules apply when it comes to the presentation of evidence produced
via the application of mobile forensics. The rule of thumb is that this is done by the so-called expert
witness®?, albeit dedicated guidelines are reported in Denmark jointly issued by the Danish Attorney
General (Rigsadvokaten) and the Danish Police Commissioner (Rigspolitichefen)®3, and Belgum,

where this information is not publicly available.

In general, when it comes to working with evidence resulting from mobile forensics, there is little to
no guidance reported by the respondents. And where such guidance exists, its contents are restricted

for the public — Belgium Estonig Frane, Greeceand Slovakia

And what of specialisedrainingthat might potentially fill these gaps? Is such in place? No available
training, nor planning for such are mentioned by the greater part of the respondents, Hungaryand
Norway reporting a demand for such. Future plans to this regard are noted for Cyprusand Latvig
while in Finland France Luxembourgand Polandcourses related to mobile forensics are available

to the investigation and/ or the prosecution. In Greecesuch training is on hand to expert witnesses.

3.4.1.4. How is privacy taken into account?

The issues related to privacy considerationshile collecting and examining the evidence have
already been presented in the sections above. When it comes to the trial stage of the criminal
proceedings, the majority of the respondents shared that beyond the requirements of lawfulness
and proportionality, and the general data protection principles, no other privacy-related
considerations are in place in the context of mobile forensics. In Cyprus regardless the limited
practice reported, the respondent shared that some landmark cases are pending, while the Greek
respondent shares that their national framework includes details on access to digital data, private
and irrelevant data. In Luxembourg it is reported that dedicated rules outline the work with

automated processing systems, adopted pursuant the LED national transposition, while the

92 The appointed independent domain expert which has examined the mobiledevice(s) searched/ seized inrelation to
the respective cri minal proceedings. Author ' s Note.
93 The guidelines are available on the following address <https://vidensbasen.anklagemyndigheden.dk/h/6dfa19d8-
18cc-47d6-b4c4-3bd07bc15ec0/VB/f3046eca-c8fb-449a-9074-b8ecccf45a16?showExact=true>accessed 30 November

2020.
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correspondents for Portugaland Sloveniamention that the LED is still to be fully transposed in
national legislation. The reported practices from Spain and Sweden demonstrate that data

minimisation principle is applied to mobile forensics.

The rules regarding evidence maintenance are critical when it comes to mobile forensics, since they
must be kept not only during pre-trial and trial proceedings, but also after the decision s final for a
period sufficient enough to allow the parties to challenge the ruling, but no longer than necessary.
Moreover, often - due to the nature of the data that mobile phones contain, there is sensitive
information gathered thatis technically challenging to be excluded from the evidence materials, and
itis important to maintain the principles of storage limitation. In addition, electronic evidence should
be stored in a manner that preserves readability, accessibility, integrity, authenticity, reliability and,
where applicable, confidentiality and privacy.®*To this end, it is important that no only detailed
regulation of this matter is atplace, but also capacity building and specialised training as anadditional

guarantee to the right to fair trial.

4.3. The Court

This section presents the findings from the research. Although to some extent the practice of CIEU
and ECtHR are taken into account, the accent is put into national case law. In particular, the analysis
herewith is focused on court practice on the admissibility of mobile evidence. In this connection, the

information shared by the national correspondents about the work of expert witnesses.

4.3.1.National perspectives: What is the Court role during timel phase of
the criminal procedure when it comes to mobile forensics

Entering the trial stage of the proceedings, a grave importance is posed to the Court in terms of how
evidence is presented by also interpreted. This is particularly relevant in the case of mobile forensics,
being a fairly dynamic field, requiring predominantly technical expertise to access and extract the

evidence. On this complex landscape, the Court needs to assess the evidence and the followed

94 Guidelines of the Committee of Ministers of the Council of Europe on electronic evidence in civil and administrative
proceedings, (2019) <https://humanrights-ev.com/wp-content/uploads/2019/02/europen-concile-guide-with-
elecrtonic-evidence-cm2018169-English.pdf>accessed 6 October 2020.
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methodology in the light of the right to fair trial, but also considering data protection implications.
On this backdrop, it is important to explore whether and to what extent breaches of procedural rules
connected to mobile device search/ seizure/ analysis could (not) render the extracted evidence

inadmissible.

3.4.1.5. The question of mobile forensics evidence admissibility

In order to outline the dimensions of evidence admissibility, firstly it was examined whether there
are separate rules regulating evidence resulting from mobile forensics. All respondents stated that

mobile evidence is not under different regime in comparison to any other type of evidence, save for

Slovakiawere stricter requirements were noted. E x a mp | e s wer e provi ded t
evidence is treated as a document (Italy) or as electronic evidence (Kyrgyzstan, while the principle

of free assessment was cited as relevantin Luxembourgand Sweden

Furthermore, respondents were asked to outline the type of violation that leads to nullity of the
evidence. As a result, it was predominantly reported that whenever evidence is collected unlawfully
(e.g., without the required authorisation or by criminal means) or in grave procedural violation, this
would render it inadmissible. Examples of the latter are infringements of the right to fair trial (e.g.,
breaches of right to remain silent) or of the prohibition of torture and inhuman or degrading
treatment or punishment. This is the case in Croatiawhere evidence would be inadmissible provided
it violates rights to defence, dignity, reputation and honour, private life or constitutional rights. A
similar approach is adopted by Cyprus- in case constitutionally protected rights are infringed, then
the evidence would be inadmissible; however, if this is not the case, it is the Court which
independently decides to include or exclude the evidence. The procedural rules established in Latvia
follows the sameveint o t h e p cevidente gathbred in breach of procedural rules may be
restrictedly admissible (limited admissibility) if they were not essential and they have not influenced
the reliability (which may also be proven through other admissible evidence)” In Estoniaanadditional
cause for evidence nullity is found —in case of intentional breach of procedural rules; the latteris also
applicable in Germany Along the line of the same train of thought, the Luxemburgish approach
provides for three conditions which standalone existence lead to evidence exclusions — 1) non-
respect of certain formal requirements; 2) the irregularity committed has tainted the credibility of

the evidence; 3)u s e of t he evi dence i s contr alnlelando t he
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evidence is excluded when collected unconstitutionally and is a deliberate and conscious breach. In
the rest of the cases (i.e., in case of lesser violation, or illegal obtain of evidence), the evidence still
could be admitted by the court. Interestingly, according to the Irishlegal framework, the presence
of certain conditions may remedy the breach, e.g., the need to rescue a victim in peril. On the
contrary, the Italian responded shared that whenever procedural rules are not upheld, this
automatically leads to exclusion of the evidence in the criminal proceedings; the respective evidence
could still be admitted in civil proceedings. The Kyrgyz Portuguese Romanian Slovakian and
Slovenianconcept are very much alike — it is reported that the incompliance with the Criminal

procedure rules will always render any associated piece of evidence inadmissible.

While discussing the admissibility of evidence, several respondents shared that the reliability of a
pi ece of evidence may infl uence tShckexafmpleswere

provided with regards to the Netherlands

It is interesting to discuss here the application of the fruit of the poisonoustree concept across the
surveyed jurisdictions. The concept refers to a situation where a procedural violation took place and
thereby all collected evidence is compromised, hence rendered inadmissible. Although a limited
amount of respondents have provided commentary on the matter, it should be noted that the
Norwegianstance on the matter is that the concept is not applicable, and evidence could be
admitted by the court provided that there is a sufficient level of transparency is achieved and the no
substantial interference to human rights occurred. In contrast, in Belgiumthe concept finds practical

application.

Considering the overall lack of rules of procedure when it comes to electronic evidence, it comes to
no surprise that across the surveyed jurisdictions case law practice discussing mobile forensics is
rather scarce. Cases of relevance are reported only in Belgium Croatig Ireland, Italy, Malta, the
Netherlands Sloveniga where some of them, the relevance is very weak, and could be interpreted
only ex analogia (e.g., the cited Croatiancase refers to unauthorized search of a SD card, a violation

remedied subsequently upon the issue of a dedicated warrant) in the context of FORMOBILE.

3.4.1.6. Mobile forensics evidence: presentation to the court

As a general conclusion from the questionnaires and the follow-up interviews the respondents

Grant Agreement: 832800 Dissemination level: PU Page 78 of 143



D2.2 Criminal Procedure Report

remarked that typically electronic evidence, and mobile evidence in particular is regarded as reliable,
and is rarely challenged. Furthermore, although not mandatory (with the exception of Bulgarig the
Czech Republi®enmark France and Slovenig the involvement of expert witnesses is common. In
Ireland it is the police officer who provides testimony upon their first-hand use of the mobile

forensics’ tools.

There is also limited case law practice reported when it comes to the presentation of evidence.
Insights are provided from Croatig where the need for back-ups & a professional approach (audit
trail etc.) is highlighted, and the court is the body setting requirements for reliability of the
investigation process, and from Slovenia, where the “Higher court in Maribor emphasized that
evidence obtained with digital forensics must ensure the integrity of the original data” (judgment

Il Kp 34177/2012, dated 5 February 2019).Is there case law on how to respect the right to a fair trial?

Considering the complex nature of electronic evidence and its value in the criminal proceedings, the
relationship by the right to fair trial and mobile forensics was also explored. The main focus was on
case law, namely whether there is court practice on this matter. Predominantly, it was reported that
no such case law exists. The Germancorrespondents provided insights to this relationship stating
that even if requirements are in place, they cannot be enforced, thus cannot arguable be considered
as elements to the right to fair trial. The Latvianunderstanding goes even further, the respondent

sharing that transparency and access rights are limited due to secrecy of investigation.

3.4.1.7. Is there judicial control over the mobile forensic processd other
guarantees to the rightto fair trial

An underlying guaranteeto the right to fairtrialis the judicial control exercisedin evidence collection.
The examination of this matter resulted in confirmation by all of the respondents that such
mechanisms are in place their respective jurisdiction, the most common being an ex ante dedicated
court/ investigative judge order (Austria, Belgium Cyprus Estonia, Germany Greece Ireland, Italy,
KyrgyzstanLatvig Lithuanig Malta, Norway, Poland Slovenia Spain.

Ex post control mechanisms are identified in Croatig Finland France Germany Ireland, Latvig
Lithuanig Poland and Spain Following the same train of thought, the method of assessment of the

mobile forensic evidence by the Court was explored. Thereby, the respondents unanimously

Grant Agreement: 832800 Dissemination level: PU Page 79 of 143



D2.2 Criminal Procedure Report

confirmed that the court always evaluates freely the presented evidence — yet another guarantee to

the right to fair trial.

The availability of capacity building initiatives could be an additional guarantee so that the Court
would rely less on expert conclusion and would be empowered to critically examine the presented
mobile forensics. Out of the examined jurisdictions, such are identified in CyprusFinland France
Latvig Poland The rather limited number serves to justify a need for further developments in this

area on both national and Pan-European level.

3.4.1.8. And what of privacyand data protectior?

As evident, the majority of the surveyed jurisdictions do not envisage dedicated rules in terms of the
implementation of privacy considerations when presenting evidence obtained by mobile forensics to
the Court, nor introduce criminal procedural rules to outline the importance of breaches to data
protection rights in the light of the criminal proceedings. For instance, the Belgianrespondent shared
that itis possible thatincompliance with data protection law to lead to the exclusion of evidence; yet
this is evaluated in the context of the general rules of evidence admissibility. In Croatiathis remains
somewhat of a grey area, while in Hungary, KyrgyzstapLuxembourgand Malta it is up to the court
to assess to what extent the breach of data protection rights should be considered as grave
procedural breach leading to exclusion of the associated evidence. In Franceand Poland the
exclusion of such evidenceis dependent on the defence — whether they challenge it before the court,
and in Greece Latvig and Lithuaniathe degree of the violation is the primary consideration that
leads to inadmissibility. In this regard, there is existing court practice in Sloveniaby the Higher
Maribor court (nr. 4993/2014, on 11" of April 2019), which established that “if the evidence does not
pass the test of proportionality in correlation between the evidential value of evidence in certain
process and prejudicing the rights of Personal Data Protection of a particular person, it is possible

that the evidence becomes inadmissible” .

On the other end, a number of respondents report that data protection violation would not
negativelyinfluence the collected evidence —Austrig, Cyprusthe Czech Republi©enmark Estonia

Finland Germany Ireland, Italy, the Netherlands Norway, Romaniaand Sweden
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4.4. The Defendantand their Defender

This section discusses the right to fair trial and the principle of equality of arms when it comes to
presenting evidence extracted via mobile forensics before the court. The section looks into the access
the defence has to the material of the case and discusses whether the principle could be considered

as truly observed.

As discussed above, the right to a fair trial, and especially in order to have an equality of arms, a
measure of transparency in the information that authorities disclose to the defence. It must be
defined in practice what the extent is of this transparency. Must all data gathered by accessible to
the defence in an electronic format? Must they be informed about all police methods used, the
specific (combination of) tools used and the reasoning behind actions taken by investigators? How
about problems with the results produced by tools known to the scientific community or to
investigators? While the ECtHR has allowed restrictions to the principle of disclosure of relevant
evidence to protect police methods, such restrictions must be strictly necessary to be allowed under

Article 6 ECHR.%>

Absent an appropriate measure of transparency, which includes direct access to the original
electronic data, there is no possibility whatsoever that the defence will be able to really question the
authenticity or reliability of the evidence on a more technical level. While reasons exist to limit full
disclosure of all data acquired by the police (e.g., because of the privacy of third parties implicated
in such data, which may be irrelevant to the proceedings), the defence must be truly given the
opportunity to question mobile forensic evidence. The subsection below assesses the current

situation in the Member States.

In general terms however, it clearly emerged from the study as well as from the literature research
and FORMOBILE interactions with technical partners, stakeholders and the project ethical advisory
board, that too often, mobile forensic evidence is taken to be objective and true, and not questioned
as to its authenticity by either the prosecution, the court or the defence and defendant. The study

conducted clearly confirmed that this is still the case across the EU. Being mindful of the Danish case,

95 Paci v Belgium (2018) ECHR 45597/09, para 85; Van Mechelen and Others v. The Netherlands, 55/1996/674/861-864
(ECHR, 23 April 1997).
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mentioned above, where the courts had to review 10.700 cases after having found that cell phone
location data on which they had based numerous convictions turned out the be flawed, this is
problematic. While the use of mobile forensics is everincreasing, there is huge blind spot nearly no
one is talking about, namely that the evidence produced by mobile tools may be faulty or

misinterpreted.

In order to breach the digital divide between IT forensic experts and the procedural parties (court,
prosecution, defence) and to guarantee the proper administration of justice and a fair trial with an
effective opportunity for the defendant to defend itself, awareness raising and training on the topic

is needed for all parties involved.

Exactly what is needed to guarantee a fair trial will be up for debate, but a Deloitte study published
in the aftermath of the aforementioned Danish cases may provide some guidance as it defines four
relevant topics that must be addressed when dealing with call detail record (CDR) data.?® This can
arguably be extrapolated to mobile forensic data as a much broader category, as the
recommendations address precisely the same issues that affect mobile forensic evidence in general.
Based on the Deloitte study and a number of valuable comments made b vy one of

external ethical advisors, what is needed is the following:

1) There must be a good understanding of the application scenarios of the mobile forensic
evidence at issue. What can it prove? This understanding will then be able to inform proper
judicial scrutiny, and enable the defence to bring arguments as to whether a certain piece of

information can indeed sufficiently prove a disputed fact.

2) Awareness must be raised about the potentially critical areas in using the mobile forensic
evidence. This relates to the fact that despite the common vision that mobile forensic
evidence is objective, dependable and reliable, sources of error and uncertainties are known.

Results may differ among different mobile forensic tools or due to human interaction. There

96 "Undersggel se af Ri gspolitiets handter.
<https://www.justitsministeriet.dk/sites/default/files/media/Pressemeddelelser/pdf/2019/bilag_3.pdf> accessed 30
November 2020.
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should be more transparency and education about this.

3) The main standards and criteria for judicial scrutiny of the gathering of evidence through
mobile forensics should be elaborated. This should be kind of a checklist that a court

can/must apply to verify whether mobile forensic evidence is reliable or not.

4) Clearlegal consequences should be defined, supporting the right to a fair trial and an effective

defence, where the abovementioned standards and criteria are not followed.

A number of these things will be considered in and addressed through FORMOBILE. For now

however, the situation remains as described in the section below.

Next to a fair trial, there is also the topic of the privacy of the defendant, but during the pre-trial
phase, but also during the trial phase. While indeed it will be inherent to the process of a criminal
trial that the privacy of the defendant is in some ways restricted, this should not lead to unnecessary
and disproportionate infringements of the core area of private life of the defendant. This clearly does
not preclude that very sensitive information is addressed, but only when this is relevant to the case.
Privacy as a human right continues to fully apply to not only the defendant, but also third parties

implicated indirectly in the proceedings because of their proximity to the defendant (family, friends).

Out of the materials provided inthe questionnaires by the respondents, the following questions were

distilled for gauging the national situation, which are discussed in detail below:
9 Is there specific attention for the right to a fair trial in case of mobile forensics?
9 Istraining required for any of the involved parties?

1 To what extent is there transparency towards the defendant? Access only to the result (e.g.

emailin file) or alsoto the procedures used? If broader access, is the defendant provided with

the forensic image or only the written protocol?

9 Is there specific attention for privacy concerns in case of mobile forensics?
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4.4.1 .National perspectives: How the rights the defence provided for when
it comes to mobile forensics?

4.4.1.1. Is there specific attention for the right to a fair trial in case of mobile
forensics?

This question taken from the mapping matrix, and the corresponding question in the questionnaire,
seeks to find out whether in the national jurisdictionatissue, there is specific attention for the above -
described potential challenges for the right to a fair trial, brought by the use of mobile forensics in
general. Attention may exist through legislation, case law or general awareness or through a

combination of both.

In terms of legislation, unsurprisingly, none of the identified countries had any specific legal
provisions ensuring a fair trial in the case of the use of mobile forensics. Of course, the general right
to a fairtrial, as provided for in human rights instruments and/or in the constitution of the country,
apply. However, as pointed out, there may be issues with this if not applied in a sufficiently strong
manner. Hence, there would be a need for an awareness of the challenges brought by mobile
forensics to inform the interpretation and effective application of the right to a fair trial in a given

country. Where this is consistently the case, one would expect to find case law as evidence.

Looking at case law first, in most countries the correspondent did not identify specific case law
dealing with mobile forensics and the right to a fair trial. This was the case in Austrig, Belgium
Bulgarig Cyprusthe Czech Republi®enmark Estonig Finland France GreeceHungary Ireland
Italy, Kyrgyzstan Latvig Lithuanig Luxembourgthe Netherlands Norway, Poland Portugal
Romania SlovakiaSpain and Sweden

Only the correspondents from Croatiaand Germanymentioned some case law of direct relevance
to fair trial in mobile forensics. The cases in Croatiarelated mostly to proper procedure in acquiring
evidence and its admissibility, whereas in Germanythe mentioned court practice related to the
guestion of whether a defendant may or may not have full access to the full content of the digital
evidence, since there is a clear right to access the case file, but it is not as clear that this also applies
to the evidence as such. In practice, access therefore depends on whether the digital files containing
the evidence have been formally been made part of this casefile or not. If not, access toa full or even

restricted copy of the digital evidence may or may not be granted by a court, failing whichthe defence
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canonly inspect the evidence at external premises (police office, prosecution, court). Whether or not
a comprehensive copy is available is relevant to enable the defence to have its own experts analyse

the original digital evidence, enabling them to question the validity of the results and findings.

In addition to court practice, we also asked the respondents whether there was otherwise specific
attention for the right to a fair trial in the context of mobile forensic. This is because the FORMOBILE
legal team is aware that scarce court practice may not always be due to a lack of practice, but may
have other reasons (lack of publication, existing practice does not give rise to discussion and hence
there are little cases challenging it, etc.). When asking the correspondents for this, most of them
answered that there was no specific attention to fair trial considerations in their jurisdiction, but that
the general right to a fair trial was simply applicable. For some countries, namely Croatig Cyprus
Germany Norway and Spain the correspondent mentioned that there was a growing general
awareness about these issues. It can be assumed that this is also the case in a number of other
countries, as is for example illustrated in the Danish cases for Denmarkand the recent ICO report on
mobile forensics following a high-profile review of mobile forensic practices in the UK, but was simply
not mentioned by the respondents as growing awareness was not a specific question in either the

questionnaire or the interview, given its quite subjective nature.®’

While the above results may not reveal the whole truth, it is a worrisome finding that so little

awareness and court practice could be identified.

4.4.1.2. Is training required for any of the involved parties?

This question aims to explore the important topic of training of trial participants in mobile forensics,
in order to properly understand this type of evidence, the relevance it may have to the proceedings,

and the potential pitfalls there are in using this type of evidence.

In the questionnaire, there were specific questions about training for all procedural parties:

prosecution, court and defence.

7 nformati on Commi slephionedat extractiorhy pblicedoeces in Enpllandaind Wales Investigation
repor t ‘020),Versiocd D1, <htbps://ico.org.uk/media/about-the-ico/documents/2617838/ico-report-on-mpe-in-

england-and-wales-vl_1.pdf>accessed 6 October 2020.
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The main finding was that in virtually all countries, no specific training was obligatory for either of
the process parties, except for Poland where the respondent indicated that mobile forensics is
covered inthe mandatory training programme for prosecutors and judges. For a number of countries,
the correspondent indicated that while this was not mandatory, this was possible, but importantly,
only for judges and/or prosecutors. This was specificallyindicated by the correspondents for Finland
France Latvig and LuxembourgIn Cyprus future courses are planned for judges specifically. In
Greece expert witnesses (and only expert witnesses) are required to have training on mobile

forensics.

Clearly, for a complex topic such as mobile forensics, there should be training available inall countries
of the EU for procedural parties who deal with it on a regular basis. Arguably, such training should
become obligatory in the future, at least for prosecutors and judges dealing with these matters.
Moreover, in order to guarantee a proper administration of justice, such training should be available
not only to prosecutors and judges, but also to defence attorneys. FORMOBILE will aim to make such

courses available to process parties.

4.4.1.3. To what extent is there transparency towards the defendant? Access only
to the result (e.g. emalil in file) or also to the procedures used? If broader
access, is the defendant provided with the forensmage or only the written
protocol?

This question specifically addresses the matter already introduced above that for the proper
administration of justice and an effective and fair defence, there should be a measure of
transparency towards the defendant in relation to the evidence and how it was gathered. A very
specific part of such transparency relates to direct access of the defence to the original
digital/electronic evidence, by means of a copy. Absent an appropriate measure of transparency, it
is arguably not possible for the defence to really question the authenticity or reliability of the
evidence on a more technical level. While reasons exist to limit full disclosure of all data acquired or
considered by the police or the IT forensic experts (e.g., because of the privacy of third parties
implicated in such data, which may be irrelevant to the proceedings), it would follow from the right
to a fair trial that the defence must be truly given the opportunity to question mobile forensic

evidence and the way in which it was obtained (use of tools, methodology and procedure).
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The current state of play in the Member states is quite divergent, but generallyleans towards a much

more limited access right and limited transparency.

In most countries, the right to access is limited to the case file and does not include the electronic
evidence as such, but only the written protocol of police actions, which are typically quite limited in
terms of information provided and representations of the relevant evidence that is a result of mobile
forensics. This may be on paper or digital, depending on how the case file is accessed. Case files may
also contain details on tools and procedures used, but there is no guarantee on this, nor an
enforceable legal right to obtain such information. This is the case in Belgium Bulgarig Croatig
CyprusEstonig Finland France Greece Hungary Ireland, Italy, KyrgyzstanLatvig Luxembourg
the Netherlands Portugal Romania Slovakia Slovenia Spain This does not preclude that
electronic evidence may be inspected, or that in practice access to electronic evidence may in certain

cases be granted.

In a number of other countries, there is however a principal right to direct access to the electronic
evidence itself. This is the case in Austria, Denmarkand Poland In Norway, there is no clear right to
this, but in practice the defence routinely gets a copy of the electronic data relied on. When the data
volume is large, the police may rely on keyword searches to filter relevant data. If they do, then only
this information is retained in the case file and then the defence only gets access to this data, but still

in electronic format.

In Germary, the situation depends on whether electronic evidence has been made part of the case
file. If so, then there is a clear right to access and to copy. However, if this has not been done, access
is limited to inspection of the evidence, at the court or at the offices of the police or prosecutor. The
legal discussion focuses around the fact that there is a clearright to access and copy the case file but
the same right does not explicitly exist for evidence as such, as this was not needed in the past (e.g.
if the crime was a stabbing, there is no need to have a copy of the knife, this would be simply

inspected). Depending on the judge, access to the electronic evidence may or may not be obtained.

In Swedenthe defendant has a right to access the mobile evidence and gets a copy of the preliminary
enquiry report. If the defendant then wants to question the evidence it can ask questions to the

expert witness of the prosecution, or inits absence, can summon an expert witness of its own.
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In fact, the question of involving anexpert witness was brought up alsoby the respondents for Cyprus
and Hungaryas well, as having an expert witness involved, who presents a detailed report, tends to
open up some avenues for the defence to question the findings in the report. For this purpose, the
defence may then rely on expert advice or to appoint their own expert witness. Inthe Czech Republic
Denmark France and Sloveniathe appointment of an expert witness is mandatory in case of mobile
forensics. In a number of other countries, itis common practice (Germany GreeceHungarylreland,
Poland Portuga) the Netherlands Luxembourg Romanig Spair), whereas in the remaining
countries is it possible, but perhaps less frequently so, i.e. only when the complexity of the case
demands this. It seems that in most countries, the decision to involve an expert witness is made by
the prosecution or the court, with possibilities for the defence to summon their own expert witness
who can access the mobile forensic evidence and examine it being limited to situations where there
is initial doubt about the evidence (Hungary the Netherlands). This may however not prevent the
appointment of experts by the defence as such, as the surveyed systems adhered to free assessment
of evidence in criminal proceedings, so that expert statements, findings or advice may nonetheless
be admissible or find its way in the proceedings in some manner. This was confirmed e.g., by the
correspondent for the Czech Republjevhere it seems generally possible for the defence to appoint
their own expert to conduct forensic examinations, and by the correspondent for Luxembourgwho

indicated that digital investigations carried out by the defence have evidentiary value.

Hence the involvement of expert witnesses may in some cases (in theory) help mitigate the lack of
transparency towards the defendant, as in most countries there is no direct access to the electronic

evidence as such.

Nonetheless, the overall finding of this section is that the access rights are quite limited in most
countries. Itis hard to see how the current situation can be defended in the light of the right to a fair

trial, as this leads to a factual inability for the defence to question the evidence presented to them.

4.4.1.4. Is there specific attention for privacy concerns in case of mobile forensics?

This question aimed to find out whether the privacy concerns associated with mobile forensics where
in practice mitigated in any way. In short, the main privacy concern with mobile forensics is that it

may lead to accessing much more private data than is needed for the investigation, not only about
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the accused, but also about third parties in some way involved with the accused (colleagues, friends,
family, other contacts). There should be some limit as to what information can be acquired and
accessed, of course without limiting the legitimate need for law enforcement to access and use data

of potential relevance to the case, and hence what information can be admitted at trial.

This limitin legalterms is provided both in the fundamental right to privacy and familylife and related
guarantees (privacy of correspondence, right to honour, etc.) and the right to data protection,
guaranteed under the European Convention on Human Rights (Article 8), the European Charter of

Fundamental Rights (Articles 7 and 8) and the national constitutions.

In addition to protection under fundamental rights, such a limitis also generally defined from a data
protection point of view by the Law Enforcement Directive (LED).°® The Directive states that
processing should not be excessiveo the purposes pursued in the investigation (Article 4(1), c) LED).
This gives a broader mandate to process data than the General Data Protection Regulation®® does in
civil matters, which requires that data processedis necessaryor the identified purposes (Article 5(1),
c) GDPR). The LED alsoindicates that a differentiation should be made between different categories
of data subjects (Article 6 LED), indicating that there should in fact be distinction between a
defendant and a victim in terms of whdatdzabouts
them being processed in the course of the investigation. Hence, there is some permission to gather
irrelevant data because it is simply not feasible for law enforcement to perfectly determine at the
outset of the investigation what information will be relevant. However, the LED clearly does not
provide a mandate to gather all information in every case and process it without having a reason to

do so.This was alsoclearlyindicatedin a recent report of the Information Commissioners Office (ICO)

98 Directive (EU) 2016/680 of the European Parliamentand of the Council of 27 April 2016 on the protection of natural
persons with regard to the processing of personal data by competent authorities for the purposes of the prevention,
investigation, detection or prosecution of criminal offences or the execution of criminal penalties, and on the free
movement of such data, and repealing Council Framework Decision 2008/977/JHA,0J L 119,4.5.2016, p. 89-131.

9% Regulation (EU) 2016/679 of the European Parliamentand of the Council of 27 April 2016 on the protection of natural
persons with regard to the processing of personal data and on the free movement of such data,andrepealing Directive

95/46/EC (General Data Protection Regulation),0J L 119,4.5.2016, p. 1-88.
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in the UK, following a broad investigation of the acquisition of evidence through mobile forensics.
100The ICO found that LEAs too often process all the information without this being sufficiently
relevant to the case, hence processing excessiveamounts of personal data. Amongst other things,
the ICO recommends LEAs to acquire information in iterations where possible and to acquire and use
tools that allow more granular extraction of data, i.e., instead of making a forensic copy of all data,
to only extract certain types of data (pictures, messages, etc.) or to limit the acquisition to a certain

period in time.

The general finding in processing the results of the national questionnaires was that all respondents
referred to the fundamental rights at issue, however generally without much court practice to specify
the approach. Most of the respondents referred to the LED, but generally in very limited terms. It
clearly emerged that the intersection of data protection and criminal procedure was not much
thought about in practice. Some respondents mentioned measures of confidentiality (limited access)
when the data is already acquired (e.g., Greece Hungary Latvig). The respondent for Portugal
mentioned limits in retention of the data in this regard. The respondent for Spainmentioned that
there was awareness about not going for a full data dump by default. In Swedenthere was a mention

of case law limiting the access to files not relevant to the investigation.

However, it seems that in most countries, privacy concerns are mainly approached from a traditional

fundamental rights point of view and from principles of criminal procedure, namely proportionality.

The right to privacy and a private lifwas mentioned as a guiding principle by the respondents from
Austria, Bdgium, Bulgarig Croatig Estonia Finland Germany Greece Hungary Ireland, Latvig
Lithuanig the Netherlands Portuga] Romania Slovakia Spain Swedenand the UK despite there
generally being little court practice of direct relevance to mobile forensics. However, according to

the respondents this could be applied mutatis mutandis.

Some related guarantees (e.g., confidentiality of messages) were also mentioned by a number of the

100 |nforma t i o n Commi ssioner’ s Of fi ce, ‘“Mobi |l e amchand Walesd a t a (
Il nvestigation report‘, (1 Cco, 2 0 2 0 ) -the-icd/documents/26178B8/ido; <htt

report-on-mpe-in-england-and-wales-v1l_1.pdf>accessed 6 October 2020.
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respondents.

Proportionality, as a principle of criminal law, was mentioned as guiding privacy concerns by the
respondents from Austrig, Belgium CyprusCroatig Denmark Estonig Finland France Germany
Hungary Italy, Latvig Lithuanig LuxembourgNorway, RomaniaSlovakig SlovenigaSpain Sweden

and the UK

Given the foregoing and the lack of mentions of LED of data protection practice ingeneral, it emerged
quite clearly from the study that most countries primarily rely on the application of well-known basic
principles and fundamental rights to address the privacy concerns in mobile forensics. It was a
general finding that the intersection with the LED was not familiar territory to most respondents or
to the LEAs they involved in their research, with some respondents during the interview clearly

admitting that itis something that is likely not considered at all in practice.

In consequence, it may be questionable whether proper privacy limits are appliedin the EU when it
comes to data gathering and use. From both the questionnaires and the interviews, it seems that it
may be the case that data protection principles are not currently sufficiently respected in a number
of countries, leading to excessive gathering of data, whether or not this data then finds its way into
the final case file. The reader should be reminded of the fact that only a subset of countries actually
provides full access to the digital evidence, so excessive data gathering may in practice go unnoticed,
even though it underlies the selection of evidence that is presented before the court through the

case file.

Many respondents also agreed during the interview that there would likely not be any consequence
to a LEA overstepping the boundaries of privacy/data protection law restrictions, unless they are of
a sufficiently serious nature or touch upon specific constitutional guarantees (e.g., privacy of
correspondence). This is also confirmed by the answers in the questionnaire. There, the
correspondents were asked whether a breach of data protection law (e.g., excessive data gathering)
would leadto inadmissibility of the evidence. Only Bulgarig Portugaland Sloveniastated clearly that
this would be the case. Ina number of countries, such as Belgium Croatig Finland France Greece
KyrgyzstanLatvig Lithuanig LuxembourgNorway, Poland Spainthe correspondent indicated that
this could lead to inadmissibility but would be judged under the general rules for admissibility and

hence could lead to inadmissibility. Here as well however, it was often indicated that such claims for
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inadmissibility would typically only have a chance to be successful if fundamental rights or
constitutional guarantees were infringed upon (e.g., Croatig CyprusFinland Greece Kyrgyzstan
Latvig Norway). Other countries quite clearly answered that breaches of data protection law do not
lead to inadmissibility (the Czech Republi@enmark E4onia, GermanyHungary Ireland, Italy, the
Netherlands Sweden. While inadmissibility may admittedly not be the most appropriate sanction
for breaches of the LED, the number of countries who outright rejected the idea or treated it as an
unlikely outcome was significant.

Hence, fundamental rights and principles of criminal law seem to fulfil the role of limiting data
gathering to what i s “not e x c gis assatisfyeng approdch,
especially combined with a lack of court practice showing that principles of privacy and

proportionality are effectively enforced in practice when it comes to mobile forensics.

4.5. The Withess

This section provides an overview as to how witness’ rights are observed in the trial phase of the

proceedings when mobile evidence is presented before the court.

What is discussed in this section is the rights of a witness who is involved in the case by means of
their mobile device having been examined. This section does explicitly not deal with expert
witnesses, nor with general witness testimony, although testimony may be given by such a witness

to put the data found on the mobile device into context.

The main topic in relation to witnesses is privacy and data protection. When the mobile device of a
witness is accessedin the course of an investigation, there is the worry that mobile forensics may
lead to accessing much more private data than is needed for the investigation, not only about the
witness him/her-self, but also about third parties on whom data is stored in the phone (colleagues,
friends, family, other contacts). There should be clear limits as to what information can be acquired
and accessed, of course without limiting the legitimate need for law enforcement to access and use
data of potential relevanceto the case. This is even more pressing then in the context of the accused,
as the witness did not infringe the law and should hence not be subjected to more restrictive

measures than is strictly speaking needed to allow law enforcement to do their jobs.
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Fundamental rights such as the right to privacy and family life and related guarantees (privacy of
correspondence, right to honour, etc.) and the right to data protection, guaranteed under the
European Convention on Human Rights (Article 8), the European Charter of Fundamental Rights

(Articles 7 and 8) and the national constitutions, also apply to witnesses.

In addition to protection under fundamental rights the Law Enforcement Directive (LED)°! also
provides for a limit in this regard. The Directive states that processing should not be excessiveo the
purposes pursued in the investigation (Article 4(1), c) LED). This also applies in the context of
witnesses, and as indicated by Article 6 LED, the LED requires that a differentiation should be made
between different categories of data subjects. Witnesses fall under Article 6(d) of the LED as parties
least involved in the criminal offence. In its Article 6, the LED clearly indicates that there should be a
distinctionb et ween a def endant and a victim in terms
of personal data about them being processed in the course of the investigation. Hence, there should
be special attention for the proportionality of any measures taken in relation to the device of a

witness.

Moreover, in relation to witnesses, itis not only relevant to determine what data may be gathered
and processed by a LEA, but also to what extent this data should necessarily find its way into the
public courtroom and can be openly presented and whether the witness can be asked to give
additional testimony. Confidentiality rules and restrictions on access to and publication of certain
information in the public case report may in this context be relevant. Moreover, witnesses in certain
cases could perhaps be excused from giving additional testimony in person. The European Court of
Human Rights has inits case law clearly identified that a balance must be made between the right to

a fair trial of the defendant (which would promote an open sharing of all the evidence) must be

101 Directive (EU) 2016/680 of the European Parliamentand of the Council of 27 April 2016 on the protection of natural
persons with regard to the processing of personal data by competent authorities for the purposes of the prevention,
investigation, detection or prosecution of criminal offences or the execution of criminal penalties, and on the free

movement of such data, and repealing Council Framework Decision 2008/977/JHA,0J L 119,4.5.2016, p. 89-131.
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balanced against the rights of witnesses and victims to their private life.192 This is all the more
relevant, knowing that through the use of mobile forensics, witnesses are making available enormous
amounts of sensitive information, over which they moreover have little to no control. Since mobile
devices contain so much data about the personal life of the owner, including data that may seem
innocuous atfirst (metadata suchas location and time), the impact on the personal life of the witness
is potentially huge, which may lead to unwanted consequences for the witness. While some
unwanted or unpleasant consequences for the witness may be necessary to allow for a proper
administration of the trial, this must be restricted in accordance with the applicable legal provisions

as explained above.

Of course, other topics are relevant as well, such as the protection of witnesses, their rights and
obligations and their duty to testify. In order to gauge the national situation in relation to witnesses
whose mobile device has been used in the procedure to provide mobile forensic evidence, a number

of sub-questions were formulated in the questionnaire. The results relate to the following:
9 Is there specific attention for privacy concerns in case of mobile forensics?
9 Are there any limitations to respect the privacy of the witness and/or to protect the witness?

9 Do witnesses have specific procedural rights?

4.5.1. National perspectives: Whatre rights and obligation of the
witness when it comes to mobile forensic during the trial process of the
criminal proceedings?

4.5.1.1 Is there specific attention for privacy concerns in case of mobile
forensics?

As explained in the subsection about privacy concerns in mobile forensics in the defendant section
above, privacy concerns enter the investigation and trial mostly through a general (and given the

lacking court practice, probably rather theoretic) application of fundamental rights and through the

102 Eyropean Court of Human Rights, Guide on Article 6 of the European Convention on human Rights — Right to a fair
trial (criminal limb), available at https://www.echr.coe.int/documents/Guide_Art_6_criminal _ENG.pdf, see p. 87 and

following.
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criminal procedure principle of proportionality. In addition, some correspondents mentioned the
LED, despite many respondents indicating that this was not really a prominent consideration in

practice.

Proportionality was mentioned especially in relation to witnesses when it comes to gathering data in
the pre-trial stage, which has a clear implication on the trial stage as well. In the questionnaire,
regarding the pre-trial stage, the respondents were asked whether or not they apply a differentiation
in practice in their approach to mobile forensics based on the fact that the mobile device belongs to

a witness.

It seems thatin Croatiawitnesses are treated differently than the accused in the situation where the
mobile device is not seized, asking for their consent as a prerequisite for the search of their device
and/or use of data on that device. Norwayindicated that consent, while not necessary would be
used as a safeguard. The UKalso indicated that consent was not relevant for suspects, but relevant
for witnesses. The respondent for the UK also indicated that complainants (which could include

witnesses) cannot be forced to hand over their mobile devices to the police for examination.

However, all countrieswith the exception of Portugalallow for the full seizure of the device of a
witness, and generally agreedthat only a more restrictive application of proportionality (in
comparison to a defendant) might be a factor limiting the extent to which data is gathered from the
mobile device of a witness. The Germanrespondent pointed out that challenging a seizure could
more easily be successful in case of a witness, whereas in Greecethe respondent indicated that
searches and seizures are only exceptionally carried out against other parties. The respondent for
Sloveniaexplained that according to rules in the criminal procedure code, seizure of an electronic
device of a witness must be carried out in such a way as to infringe as little of their rights as possible.
This idea also appeared in a number of the interviews, but without clear legal provisions being
present. The respondent for Swedenexplained that different coercive measures apply to a witness
in terms of search compared to a defendant. A number of respondents (e.g., Croatig Germany
Poland Slovakig however also pointed out that witnesses cannot rely on the protection of the nemo
tenetur principle and can hence more easily be forced to give up passwords and other login data.
However, the respondents for Croatiaand Germanyalso indicated that while biometric data may be

forcedly taken from the defendant, this does not apply to the victim.
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In general, despite the above, it seems that only proportionality may be the limiting factor with
regards to data gathering on the devices of witnesses to protect their privacy. Of course, in addition,
some coercive measures may be virtue of a measure of proportionality introduced by the legislator
to not be available to use against a victim. Still, the lack of court practice and case law on this point
is worrisome, as it may indicate that in practice, limits are not sufficiently respected and excessive
data is gathered about witnesses, whether or not this data then finds its way into the final case file.
The reader should be reminded of the fact that only a subset of countries actually provides full access
to the digital evidence, so excessive data gathering may in practice go unnoticed, even though it
underlies the selection of evidence that is presented before the court. However, even where
excessive elements make their way into the case file, as indicated above, only three countries
(Bulgarig Portugal and Slovenig consider this would then logically lead to inadmissibility of those
elements. In practice therefore, it seems like witnesses may have little recourse to prevent that the
case before the trial court contains excessive information (in the case file) or is based on excessive

information gathering (when this is part of the evidence, but not formally in the case file).

4.5.1.2 Are there any limitations to respect the privacyfdhe witness
and/or to protect the withnes®

This subsection aims to address the question whether there are any limitations during the court

procedure itself that aimto respect the privacy of the witness in relation to mobile forensics.

Without exception, all countriesreferred to general rules on witness protection and agreed that no
specific statutory guarantees are present at the trial stage, despite the fact that mobile forensics may
reveal a lot more information about a witness that a traditional witness testimony. Hence, privacy
protection of witnesses in trials invol vi

from the general national rules on protection of witnesses. Such rules involve:

9 Restrictions on the data used in court, by limiting access to or deleting data related to the

witness that is not relevant, either in general or in relation to the public.

9 Limitations of the public nature of the hearing (e.g., in sexual abuse cases) or the content of

the publication of the case or court report.

9 Rules on confidentiality (e.g., pseudonymization of the name of the witness).
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9 Rules on anonymity and witness protection in cases where witnesses are under a threat.
9 Exceptions to the obligation to testify (e.g., legal privilege).

Next to references to these types of general rules, a couple of respondents made interesting

comments to be reflected here.
In Denmark the respondent highlighted that witnesses cannot be forced to submit evidence.

For Italy, the respondent pointed out that the exceptions from obligations to testify are quite limited.

It seemed that existing exceptions are to an extent hollowed out in practice.

In Luxembourga third party with a legitimate personal interest, including a witness with such an

interest, can appoint their own expert.

In Poland the informati on on the witness emilareaddr e
never contained in the minutes of the interrogation but in a separate document, meaning that
standardly the wi t n epersoralgata is not accessible to anyone but the investigating authorities

and the court.

In Portugaland Romaniathe correspondent highlighted that the witness has the right to avoid self-
incrimination, the right to protection of identity data (by issuing a pseudonym), and court hearings
are possible without the physical presence of a witness, through audio-video transmission devices,

with their voice and image distorted.

4.5.1.3 Do witnesses have specific procedural rights?

In the questionnaire, the respondents were asked to enumerate the procedural rights of the parties
during the trial, including those of the witnesses. The question was asked in a general way,
nonetheless inviting specific remarks and observations in relation to mobile forensics. Especially a
right to access the file and/or evidence or to otherwise submit evidence, requests or observations
would be relevant, in relation to assessing and perhaps objecting to the potentially far-going impact

of having the contents of o ne ' s mo baind, wheredagplicable,@accompanying statements

picked apart in a public courtroom.

In relation to rights during the trial, mention was made of general rules relating to exceptions or

restrictions to the obligation to testify in specific cases (legal privilege, family connection, right not
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to self-incriminate) and of rules regulating the wi t n eppearanse before the court (translation

and interpretation, reimbursement of costs) and regarding witness protection.

As this was not one of the core questions, a number of respondents did not cover the position of
witnesses atall (Bulgarig Croatig CyprusDenmalk, Finland Ireland, Latvig LuxembourgSlovenia
whereas the majority of respondents who did provide information about the standing of witnesses
in a trial referred to the aforementioned general rules on the obligation to testify and the applicability
of restrictions or exceptions and on rules regulating the appearance of the witness (Belgium the
Czech Republj&Estonig France Greece Hungary Italy, Kyrgyzstan Lithuanig Norway, Poblnd,
Portugal Romaniag Slovakia Spain Sweden.

One of the respondents for Germanystated that witnesses have no trial rights. This was echoed by
the respondent for the Netherlands This should not necessarily be interpreted as meaning that none
of the aforementioned general rules apply in Germany or The Netherlands, but as a testament to the
clearly prevailing opinion that witnesses are in no way a participant to the trial other than their

limited role of providing information.

Indeed, in none of the national systems witnesses were given any specific guarantees during the trial
stage such as access to the (relevant parts of) case file or to otherwise participate in or influence the
proceedings. The respondent for Swedenclarified that witnesses have the same access rights as the
general public. In Belgium witnesses may request access to the file, but the prosecutor may refuse

this and there is no appeal to this decision.

4.6TheVictim

This section discusses how victims’ rights as provided for in Directive 2012/29 and Directive 2016/680
are implemented during the trial stage of the proceeding underlining how this could be done in the
context of mobile forensics.

7’

Just like in the case of a witness, a victim’s mobi | e taacuseé andebe

subjected to mobile forensics. For example, during a harassment investigation, it may be useful to

| ook at t he mes s ages the victim has recei

device. Both by providing their device and by submitting additional statements (in writing or in
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person in the courtroom), victims may give specific witness testimony of high relevance to a case.

Just like in the case of witnesses in general, there is a strong concern for the protection of their rights
and freedoms. Whereas witnesses in general would mostly be concerned about privacy while
fulfilling their duty to society to give testimony, victims have additional rights by virtue of their
position of harmed party, as laiddown in Directive 2012/29.103 This includes amongst others the right
to receive information from the authorities about their case and their rights, to submit a complaint
and get acknowledgement of this complaint, to be informed about the outcome of the complaint
(decision to prosecute or not, time and place of the trial, charges), to be heard and to be protected

(both ingeneral and interms of specific measures where this is mandated by the situation ).

Nonetheless, privacy remains a strong concern also, as is evidenced both by the right to privacy in
Directive 2012/29 (Article 21 of Directive 2012/29) and the mention in Directive 2016/680°* of the
need to distinguish between the data of different categories of data subjects, victims being a special
category by themselves (Article 6(d) LED). Moreover, while most of the rights in Directive 2012/29
are general and do not have a very specific bearing on the context of mobile forensics, the right to
privacy does, given the amount of information and potential sensitivity of what may be found on the

v i ¢ stmiobite’ device. Hence, privacy remains the chief concern in the context of mobile forensics.

Same as before, the worry in relation to mobile forensics is thatit may lead to accessing much more
private data than is needed for the investigation, not only about the victim him/her-self, but also
about third parties on whom data is stored in the phone (colleagues, friends, family, other contacts).
There should be clear limits as to what information can be acquired and accessed, of course without

limiting the legitimate need for law enforcement to access and use data of potential relevance to the

103 Directive 2012/29/EU of the European Parliament and of the Council of 25 October 2012 establishing minimum
standards on the rights, support and protection of victims of crime, and replacing Council Framework Decision
2001/220/JHA, OJ L 315,14.11.2012, p. 57-73.

104 Directive (EU) 2016/680 of the European Parliamentand of the Council of 27 April 2016 on the protection of natural
persons with regard to the processing of personal data by competent authorities for the purposes of the prevention,
investigation, detection or prosecution of criminal offences or the execution of criminal penalties, and on the free

movement of such data, and repealing Council Framework Decision 2008/977/JHA,0J L 119,4.5.2016, p. 89-131.

Grant Agreement: 832800 Dissemination level: PU Page 99 of 143



D2.2 Criminal Procedure Report

case. This is even more pressing then in the context of the victim, as the victim did not only not break
the law but already suffered damage from someone else doing so. Hence, the Law Enforcement
Directive (LED)!%> requirement that processing of personal data should not be excessiveto the
purposes pursued in the investigation (Article 4(1), c) LED) must be applied even more strictly in the

context of dealing with data from a mobile device of a victim.

Just as in relation to witnesses, itis not only relevant to determine what data may be gathered and
processed by a LEA, but also to what extent this data should necessarily find its way into the public
courtroom and can be openly presented and whether the victim can be asked to give additional
testimony. Since mobile devices contain so much data about the personal life of the owner, including
data that may seem innocuous at first (metadata such as location and time), the impact on the
personal life of the victim is potentially huge, which may lead to unwanted consequences for the
victim. While some unwanted or unpleasant consequences for the victim may be necessary to allow
for a proper administration of the trial, this must be restricted in accordance with the applicable legal
provisions as explained above a n d mu s t take into accoonmalt’hat
witnesses, have a different position in a trial as the harmed party and the information taken from
their devices may disproportionally impact them, not only from the point of view of the right to

privacy as a principle, but alsoin very real terms of secondary victimization and prolonged suffering.

Because of this precarious position, it is also of relevance to what extent victims may at least have
access to the mobile forensic evidence to be presented in front on the court, and ideally have
procedural powers to influence the course of the trial in this regard. This is also of relevance given
the vested interest of the victim in the offender receiving effective punishment. While Directive
2012/29 provides the victims with a number of minimum guarantees, it could be argued that these
guarantees are insufficient to fully acknowledge the role and safeguard the interests of a victim in

t he context where t he victim’s devi ce ha.s bee

105 Directive (EU) 2016/680 of the European Parliamentand of the Council of 27 April 2016 on the protection of natural
persons with regard to the processing of personal data by competent authorities for the purposes of the prevention,
investigation, detection or prosecution of criminal offences or the execution of criminal penalties, and on the free

movement of such data, and repealing Council Framework Decision 2008/977/JHA,OJ L 119,4.5.2016, p. 89-131.
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This is because Directive 2012/29 treats victims largely as a passive participant in the trial, who must

be protected. Such a view is largely based on the traditional passive witness testimony, where the

victim-wi t nes s ' s rol e i s | i mi t ed t dhisd&owaver & not theg que
real ity i n t he context of mobi |l e f orensics,
enforcement will lead to the gathering and presentation in the trial of an extremely detailed and

i nti mate account of t he yovecwhichrtHe sictin in pfineipledgese r s o n
not have control. By definition such an account goes much further and more in detail than any

ordinary witness testimony could, both because of the volume of data gathered (which could never

be done in court because of time restrictions) and because of the types of data gathered, including

metadata revealing patterns and insights that the victim itself may not be aware of. At the same time

however, the data in itself does not provide objective truths, but must be interpreted and explained

and perhaps supplemented by information about intent, objectives, omitted data and other context

that only the victim is aware of. For this reason it would be arguably that in the context of mobile

forensic evidence, the victim and his/her legal representative should have not only a right to access

to the file, but also procedural rights to ask for additional investigative measures, to ask questions,

to submit statements, motions, requests etc. Such powers do not only serve the protection of privacy

of the victim, but more largely support the proper administration of justice, as witnesses are given

the possibility to actively influence the production and presentation of evidence in relation to which

they are most definitely a relevant source of information.

In the questionnaire, the respondents were asked about how the victim’ s rights, expl i
their privacy, were ensured during the trial in the context of mobile forensics. They were also asked
in general terms about the procedural rights of victims, but with a clear invitation to submit
comments and remarks specifically relating to mobile forensics. The results relate mainly to the

following:
9 Is there specific attention for privacy concerns in case of mobile forensics?
9 Are there any limitations to respect the privacy of the victim and/or to protect the victim?

9 Do victims have procedural rights relevant to mobile forensics?
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4.6.1 National perspectives: How the rights of the victim are provided
for in when it comes mobile forensics during the trial phase of the
criminal proceedings?

4.6.1.1 Is there specific attention for privacgoncerns in case of mobile
forensics?

As explained in the subsections about defendants and witnesses above, privacy concerns enter the
investigationand trial mostly through a general (and giventhe lacking court practice, probably rather
theoretic) application of fundamental rights and through the criminal procedure principle of
proportionality. In addition, some correspondents mentioned the LED, despite many respondents

indicating that this was not really a prominent consideration in practice.

Proportionality was mentioned especially in relation to victims when it comes to gathering data in
the pre-trial stage, which has a clear implication on the trial stage as well. In the questionnaire,
regarding the pre-trial stage, the respondents were asked whether or not they apply a differentiation
in practice in their approach to mobile forensics based on the fact that the mobile device belongs to

a victim.

In general, virtually all respondentsindicated during either the questionnaire or the interview that

victims were treated similarly to witnesses.

It seems that in Croatiaand Francevictims are treated differently than the accused in the situation
where the mobile device is not seized, asking for their consent as a prerequisite for the search of
their device and/or use of data on that device. Norwayindicated that consent, while not necessary
would be used as a safeguard. The UKalso indicated that consent was not relevant for suspects, but
relevant for victims and that specifically victims and complainants cannot be forced to hand over

their mobile devices the police for an initial examination.

However, all countrieswith the exception of Portugalallowed for the full seizure of the device of a
victim, and generally agreedthat only a more restrictive application of proportionality (incomparison
to a defendant) might be a factor limiting the extent to which datais gathered from the mobile device

of a victim.

The Germanrespondent pointed out that challenging a seizure could more easily be successful in

case of a victim, whereas in Greecethe respondent indicated that searches and seizures are only
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exceptionally carried out against other parties such as the victim. The respondent for Slovenia
explained that according to rules in the criminal procedure code, seizure of an electronic device of a
victim must be carried out in such a way as to infringe as little of th e v i rightts sipdsssble. This
idea also appeared in a number of the interviews, but without clear legal provisions being present.
The respondent for Swedenexplained that different coercive measures apply to a victim in terms of
search compared to a defendant. A number of respondents (e.g., Croatig Germany Poland
Slovakig however also pointed out that victims cannot rely on the protection of the nemo tenetur
principle and can hence more easily be forced to give up passwords and other login data. However,
the respondents for Croatiaand Germanyalso indicated that while biometric data may be forcedly

taken from the defendant, this does not apply to the victim.

Notwithstanding the above, proportionality as a legal principle may be the main limiting factor
protecting the privacy of victims. Of course, in addition, some coercive measures may be virtue of a
measure of proportionality introduced by the legislator not be available to use against a victim. Still,
the lack of court practice and case law on this point is worrisome, as it may indicate that in practice
more datathan necessaryis gathered from the devices of victims, whether or not this data then finds
its way into the final case file. As mentioned above, only a subset of countries actually provide full
access to the digital evidence, so excessive data gathering may in practice go unnoticed, even though
it underlies the selection of evidence that is presented before the court. However, even where
excessive elements make their way into the case file, as indicated above, only three countries
(Bulgarig Portugaland Slovenig consider this would then logically lead to inadmissibility of those
elements. In practice therefore, it seems like victims may have little recourse to prevent that the case
before the trial court contains excessive information (in the case file) or is based on excessive

information gathering (when this is part of the evidence, but not formally in the case file).

4.6.1.2 Are there any limitations to respect the privacy of thwctim and/or
to protect the victint?

This subsection aims to address the question whether there are any limitations during the court

procedure itself that aimto respect the privacy of the victim in relation to mobile forensics.

A preliminary finding was that victims are largely treated as witnesses, without much differentiation.
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Without exception, all countriesreferred to general rules on witness protection and agreed that no
specific statutory guarantees are present at the trial stage, despite the fact that mobile forensics may
reveal a lot more information about a victim that a traditional testimony. Hence, privacy protection
of victims in trials involving mobile forensics evidence fromavictm’ s devi ce f ol |

national rules on protection of witnesses. Such rules involve:

9 Restrictions on the data used in court, by limiting access to or deleting data related to the

victim that is not relevant, either in general or in relation to the public;

9 Limitations of the public nature of the hearing (e.g., in sexual abuse cases) or the content of

the publication of the case or court report;
9 Rules on confidentiality (e.g., pseudonymization of the v i ¢ tname)! s
' Rules onanonymity and witness protection in cases where witnesses are under a threat;
9 Exceptions to the obligation to testify (e.g., legal privilege).

Next to references to these types of general rules, a couple of respondents made interesting

comments to be reflected here.

For Italy, the respondent pointed out that the exceptions from obligations to testify are quite limited.

It seemed that existing exceptions are to an extent hollowed out in practice.

In Poland the information on the victims’ 2%, ghone number, work place and e-mail are never
contained in the minutes of the interrogation but in a separate document, meaning that standardly
the wi t n epersomalddta is not accessible to anyone but the investigating authorities and the

court.

In Romaniathe victim has the right to propose the production of evidence, to raise objections and

to make submissions. The victim can thereby have some influence on evidence restricting his/her

privacy.

The respondent for Swedenmentioned that victims have the right to assist the prosecution, which
means that the victim can present evidence obtained by mobile forensics and can ask questions
about such evidence presented by the prosecutor or defendant. The victim can thereby have some

influence on evidence restricting his/her privacy.
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4.6.1.3 Do victims have procedural rightslevant to mobile forensic?

Under this topic, the question is whether victims have specific procedural rights under national law,
to be used in the context of mobile forensics in order to know and/or influence the provision and
presentation of evidence in the trial. Hence, the issue here is not to gauge whether the general
victim’s rights as provided under Directi

active procedural rights exist that go beyond the minimum guarantees of the victim rights Directive.

On a first level, access rights to the file and evidence would be of relevance. On a second level, it
would be of relevance whether victims can actively participate in the procedure by producing and
submitting their own evidence and statements or by asking for additional investigative measures,

asking questions, etc.

As expected, none of the respondents indicated any procedural rights specific to mobile forensics,
however a number of respondents indicated procedural rights that may have a relevant application
in the context of mobile forensics. The procedural rights focused on are those during the trial itself
and not for example rights that apply during the investigation, suchas the right to challenge orappeal

certain investigative or coercive measures, such as e.g., the right to appeal a seizure.

The respondent for Belgiumindicated that once the victim is involved in the case as an injured party,

they have a right of access to the criminal file and may request additional investigative measures.

In the Czech Republjthe victim has the right to participate in the main trial and public hearing held
on appeal or approval of an agreement on guilt and punishment and to comment on the case before
the end of the proceedings. This victim also has the right to inspect the case file and to make a

proposal to supplement the evidence.

In Estonig the victim has the right to participate in the trial which includes examining minutes of
procedural acts and examining the case file, as well as a right to submit evidence, requests and

complaints.

In Germany victims have trial rights if they wish to join the proceedings as private accessory
prosecutors and the court accepts the joinder. If so, they have a right to have the file inspected by an
attorney. In the trial stage they then also have other rights that other procedural parties such as the

defendant enjoy, such as the right to be present, to be summoned to the main hearing, to challenge
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a judge or expert witness, to ask questions, to object to questions and orders, to apply for evidence

to be taken and to make statements under certain conditions.

In Greece the victim can become a civil party, which means that they can be present at the
proceedings. In that capacity the victim may, represented by counsel, file motions regarding

procedural issues and submit evidence. The civil party also has full access to the case record.

In Hungary victims are entitled to be present at the trial, to inspect documents affecting him or her,

to make motions and objections and to file for legal remedy in certain cases.

In Italy, the victim as the injured party may submit pleadings and provide evidence. The injured

person may constitute him/herself as a civil party.

In Latvig the victim has a right to be present, to give testimony, and to participate in debates and
the trial. In addition, victims can submit recusals, requests and evidence, they can participate in the

verification of evidence and can submit written explanations to the court.

In Lithuanig the victim has the right to get information on their procedural status and the right to
participate in the trial. In addition, the victim has the right to submit evidence, to submit requests,
to challenge the judge and to participate in the assessment of his/her special protection needs. The

victim also has the right to a closing speech.

In the Netherlands victims have a right to access the part of the case file that is relevant to them
and, in some cases, they have the right to give a statement, namely in cases that involved crimes of

violence and in case of sexual offences.

In Norway, the victim has the right to be present at the trial and a right of access to the case file and

evidence.

In Poland the victim may become a party at the stage of trial if he or she issues such statement
before the opening statement of the prosecutor. The victim then enjoys all the rights of a procedural
party, especially right of access to the case file, the right to file evidentiary motions and the right to
appeal. The victim has the right to oppose the resolution of the case in plea bargaining procedure

and such opposition is binding to the court.

In Romaniathe victim and the civil parties have the right to propose the production of evidence, to
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raise objections and make submissions, to file applications, to access and study the case file, to be

heard and to ask questions.

In Slovakiathe injured party has the right to participate in the main hearing and at a public hearing
held on an appeal or an agreement on the confession and acceptance of a sentence. The injured
party also has the right to make proposals for taking or supplementing evidence, to submit evidence,
to inspect the files and study them, to comment on the evidence presented, and to give a final

speech, as well as the right to appeal decisions.

In Swedern the victim has the right to assist the prosecution, to present evidence and to question

witnesses, as well as the right to appeal.

By way of comparison, in Kyrgyzstanthe victim not only has the right to know about the charges
brought and to give testimony, but also the right to provide evidence and to bring motions and

challenges.

While the other respondents did not indicate active trial rights for witnesses, this may in part be due
to the fact that questions were at times heavily focused on the privacy aspects and the general
guestions about procedural rights may not have been fully understood in their context. A couple of
respondents alsoindicatedthis either inthe questionnaire or during the interviews. Given the limited
resources available to work with the respondents, it was not inall cases possible toclarify this. Hence,
it may very well be possible that other Member States also have more active rights not reflected

above.

In any case it is quite clear that many Member States do have general rules going beyond passive
presence of the victim at trial as a witness, and give the victim and his/her counsel the opportunity
to actively participate in the production and presentation of evidence before the court, which, as

indicated above, is of great importance in the context of mobile forensics.
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5.The FORMOBILE take dhe e-EVIDENCHEFroposal for a
REGULATION OF THE EUROPEAN PARLIAMENT AND OF T
COUNCIL on Europedroduction and Preservation Orders
for electronic evidence in criminal matters & Proposal for a
DIRECTIVE OF THE EUROPEAN PARLIAMENT AND OF T
COUNCIL laying down harmonised rules on the appointment
of legal representatives for the purpose of gatheringidence
in criminal proceedings

As already mentioned on multiple occasions within this report, electronic evidence (including mobile
ones) plays a key role in most of the criminal investigations nowadays due to the increased use of
information and communication technologies (ICTs). In particular, due to the fact that such cases
usuallyinvolve cross-border element, which requires multijurisdictional transfer of evidence. This has
also been acknowledged by the European Commission (EC) by introducing a proposal on European
Production and Preservation Orders (April 2018) aiming to facilitate and enhance the procedures of
obtaining electronic evidence by judicial and law enforcement authorities from different Member
States.196 That proposal has been supported by an impact assessment (IA) which provides statistics
that more than half of the criminal investigations between 2013-2016, encompasses requests for

cross-border access to electronic evidence. 197

An introduced novelty is that both Orders allow authorities (law enforcement and judicial) from one
Member States to request, from service providers established or represented in another Member
State, access to or preservation of electronic data (such as emails, text or messages in apps, IP
addresses, documents in clouds, etc.) deemed necessary for investigation and prosecution of crimes

under the Regulation irrespective of the location of their headquarters and/or information stored.

106Eyropean Commission, E-evidence- cross-border access to electronic evidence.
<https://ec.europa.eu/info/policies/justice-and-fundamental-rights/criminal-justice/e-evidence-cross-border-access-
electronic-evidence_en> accessed 6 October 2020.

107 Initial Appraisal of a European Commission Impact Assessment, European production and preservation orders and
the appointment of legal representatives for gathering electronic evidence
<https://www.eerstekamer.nl/eu/documenteu/pe621844_briefing_van_het_eprs_met/f=/vkq0 me6qb6zc.pdf >,

accessed 27 October 2020.
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Such an approach will speed-up the process in terms of obtaining evidence. However, it raises other

concerns about the role of service providers and their capacities to undertake such decisions.

The proposal of the EU Production Order imposes an obligation to service providers to transfer the
requested data within 10 days and within 6 hours in an emergency, which aims to speed up the
process. With regard to that, time framework might put pressure on judicial authorities. That will
potentially undermine their capacity to effectively perform an independent review of the orders (in
both issuing and executing MS). However, the proposal provides some fundamental rights and
freedoms safeguards and rules for effective remedies. Additionally, service providers are enabled to
request a review of an order but only on pre-determined grounds (e.g., technical issues or
fundament al n.51%8 gVhethar the idemtifietl grotinds mne sufficient or not, is a matter

of another discussion.

There are other conditions and safeguards foreseenunder the discussed proposal. For instance, both
orders are applicable only in pending criminal proceedings, which excludes their usage for preventive
purposes. They would be used only for stored data rather than interception of telecommunication in
real time. A pre-condition is that the orders should be validated beforehand by respective judicial
authority in one of the Member States. The requests are limited by the principle of necessityand
proportionality in terms of the ¢ r i mi n a | pr oc eTherkiare gedain pagiaularipies
regarding each of the orders. For instance, requests for transactional or content data under the
Production Order are applicableonlyto’ mor e s e r i as pravided by theepmoposal sOh the
other hand, requests for access and subscriber data as well as Preservation Order are issuable for
any criminal offence. There is foreseen measure allowing service providers to object the Production
Order, but only under limited circumstances. For example, when the order is not specific enough or

incomplete, under force majeur circumstances, when there is clear infringement of fundamental

108 |egislative Train Schedule, Civil Liberties, Justiceand Home Affairs — LIBE, European Production and Preservation for
Electronic Evidence in Criminal Matters (2017), <https://www.europarl.europa.eu/legislative-train/theme-civil-
liberties-justice-and-home-affairs-libe/file-jd-cross-border-access-to-e-evidence-production-and-preservation-orders>

accessed 6 October 2020.
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rights and/or when it is de facto impossible to fulfil such a request. Furthermore, there is envisaged
review procedure taking into account the interest of service providers in the cases when the duty to
provide data clashes/is in disagreement with duties arising from third country’ gurisdiction. There
are introduced data protection guarantees for the persons concerned by the measure, in accordance
with GDPR9% and LED 110, Additionally, there is foreseen remedy mechanism against the Protection
Order. If a service provider refuses to fulfil an order by the respective deadline or without providing
the necessary justification for not doing so, an enforcement procedure will be put in place. The
competent authorities of the state where the order is to be implemented are involved in the

procedure. However, they also have little grounds for refusing to comply with such a request.

The main aim of the proposed Directive is to tackle the fragmented nature regarding the way
Member States inflict duties on service providers in criminal proceedings based on the location
where they supply their services. Thus, the proposal aims to improve the legal certainty for
authorities, private companies and persons involved by specifying clear rules for the relationships
between themselves. So, service providers will be obliged to nominate/appoint alegal representative
within the EU regardl ess of eettdmpliance with thardes and

implementation of the orders.

Some critical remarks have been presented by civil society and business organisations. For example,
the argument that private companies are not competent to balance out between law enforcement
and c i t ifandamental rights and freedoms and they do not have legal obligation to safeguard
them. With regard to that, it has been pointed out that this proposal reflects the trend of transferring
responsibility of enforcement tasks to private actors. Whether this is the right approach or not is

beyond the scope of this report. Furthermore, it is argued that some small and medium-sized

109Regulation (EU) 2016/679 of the European Parliamentand of the Council of 27 April 2016 on the protection of natural
persons with regard to the processing of personal data and on the free movement of such data,and repealing Directive
95/46/EC.

110 Directive (EU) 2016/680 of the European Parliamentand of the Council of 27 April 2016 on the protection of natural
persons with regard to the processing of personal data by competent authorities for the purposes of the prevention,
investigation, detection or prosecution of criminal offences or the execution of criminal penalties, and on the free

movement of such data, and repealing Council Framework Decision 2008/977/JHA.
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enterprises (SMEs) might be lacking the necessarycapacityand in-house legal expertise to act, timely
and effectively, on orders. The critics also point out that these two proposals are not based on the
existing MLA principles (e.g. mutual trust, fundamental for the EU), which might lead to undermining
the existing measures, incorporated within them, for ensuring fundamental rights and freedoms.
Another argument is the existing EIO for cross-border access to data and the fact that it can be
upgraded rather than substituted by the proposed Production Order. Investingin already existing EIO
will strengthen the judicial cooperation under this mutual recognition instrument as well as the
principle behind it. The effectiveness of the proposed measures is also questioned as bad actors
always look for innovative methods to avoidl a w e n f o acaess tovtheir tlata.sAdditionally, it
might be difficult for an accused to defend himself/herself if there is illegal order which a private
company is compliant with and in the same time the user has not been notified under particular
exemption rules.'*? Another concern is that procedural rights and/or access to remedies of both
suspects and accused individuals rely on the involvement of judicial authorities in both Member
States which are issuing and executing the order. On the other hand, if adopted in its entirety, it will
overcome the unreliable and fragmented nature of public-private cooperation and the usually
problematic cross-border transfer of evidence, while shifting the paradigm of the EU mutual legal
assistance. It encourages the enforcement of private sector, which might not provide the necessary

safeguardsf o r p e r s.Omthe otherhangd, BU pelicymakers feel pressured by the fact that

the US has adopted the CLOUDAct( “ Cl ar i fyi ng L awf ulin20l8, basedon a U s
the similar rationale asthe E C ’ s p, nagyots aaldress the issues in terms of cross-border

access to electronically stored data in criminal investigations. It allows LEAs across the US to obtain
datafromc o mp a seivees srréspective of the storage location of that data.'?

M EDRI , -e'vEUlehe e” proposals turnasthordictei esr’o,v i(d2e0r1s8 )i, n t<o

work/eu-e-evidence-proposals-turn-service-providers-into-judicial-authorities/>lastaccessed 6 October 2020.
112 Wahl, T, ‘Commission Proposes Legislative Framework for E-Evidence’ (2018).

<https://eucrim.eu/news/commission-proposes-legislative-framework-e-evidence/> last accessed 6 October 2020.
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6.Conclusions

The current report provides comparative insights on two-levels when it comes to the application of
mobile forensics on the pre-trial and the trial stage of the criminal proceedings. It casts a look to the
pan-EU dimension analysing primary and secondary EU legislation that finds implementation in the
said context alongside an interpretation of relevant case law. As a second layer of the analysis, a
detailed comparative analysis of 30 jurisdictions (the 28 Member States, Norway and Kyrgyzstan) is
carried out noting on the details inherent to the different actors in the criminal proceedings — the
investigation and the prosecution, the court, the accused, the witness, and the victim. To this end,

the following general conclusions were drawn:

1 None of the examined countries has a legal definition of a mobile device in their criminal
material or procedure law (except Denmark where the existing definition includes cell
phones, tablets and smartwatches). Thus, criminal law in most of the surveyed countries
handles mobile devices under general legal definitions due to the technology-neutral existing
legislation. In addition, most countries have legislation encompassing mobile devices from a
different perspective, i.e. regulatory (telecommunications regulation, e-Privacy etc.) rather
than criminal procedure. For instance, mobile devices have been often referred to as

’{

computer system’ under the Budapest Conve

9 One of the main findings is thatthe examined jurisdictions usually apply existing criminal rules
mutatis mutandis to mobile forensics, often without a clear policy or direction as they do not
have specific rules for evidence collection from mobile devices. This might be problematic
due to their increased usage in practice along with the limited legislative initiatives and
relevant court practice in the field of mobile forensics.With regard to that, several
respondents indicatedthat they expected more caselawto develop in the forthcoming years,
as mobile forensic is actively used in practice. This will provide more insights, which might
improve both the legal framework and practice. There are undeniable challenges in terms of
complying with the right to a fair trial and right to privacy, especially when employed mobile
forensics across several jurisdictions. So, instruments for mutual cooperation like EIO and
MLAT will be applied. After the detailed examination, it is clear that there is an existing lack

of awareness and practice in the EU when it comes to dealing with mobile forensics and the
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legal and practical challenges it brings.

1 The majority of the examined jurisdictions demonstrate that there is indeed a difference in
the rules of procedure provided thatin the deviceis formally seized. While there is no uniform
approach in this case, the majority of the respondents reported that in their respective
jurisdiction there is a judicial control over the seizure, which constitutes either ex ante control
over the nature and scop of measures to be applied or ex post control where the affected

persons are entitled to appeal the seizure.

1 Some aspects in relation to the presumption of innocence were alsoidentified, which have
an innovative element in the application of the rules on the presumption of innocence and
are related to the nature of the mobile forensics. These are namely the forced unlocking of
an unseized mobile device through the biometrics of its user, and the sharing of a password
versus the right to remain silent and not to incriminate oneself, the latter as an important
aspect of the presumption of innocence. Both rights imply that LEAs should not compel
suspects or accused persons to provide information!3 if they have not expressedtheir explicit
consent, or the authorities have a legal basis or a dedicated warrant/ judicial order to do so.
However, national approached diverge as to the extent the judicial order might impose on
the suspect/ accused to unlock their device. Both positions are supported: according to some
of the respondents, the right to remain silent extends to a refusal to unlock the device that
captures also the use of biometrics, while others report that the legal doctrine in their
respective jurisdiction regards the use of biometrics as having an independent existence

pursuant the reasoning provided by the ECtHR in Saunders v The United Kingdom.

9 Contrasting national approaches are identified is the access of data in the cloud via a mobile
device. These concerns are especially pertinent in the pre-trial proceedings where
investigative actions might be executed without a judicial control. The lack of rules on the

evidence gathering from cloud service providers, allows for the LEAs in some jurisdictions to

113 Directive (EU) 2016/343 of the European Parliament and of the Council of 9 March 2016 on the strengthening of
certain aspects of the presumption of innocence and of the rightto be present at the trial in criminal proceedings,

Recital (27).
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obtain data without consent, a follow-up warrant, or application of international cooperation
mechanisms. Although, principles related to the proportionality, the right to privacy, the right
to the protection of personal data are generally followed, access to cloud services, such as
iCloud, Google Drive etc., allow the access to a huge amount of data that is most certainly

irrelevant to the investigation.
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7.Recommendatios

The wide scope of the research allowed not only for conclusions to be drawn, but also to formulate
recommendations on several levels. The first one refers to the FORMOBILE activities, while the

second one is aimed at policy-makers at EU and national level.

7.1.Recommendations to the FORMOBILE project consortium

The following has been identified as important and relevant to the FORMOBILE activities:

9 With regards to FORMOBILE Toothere is a need to establish a higher level of transparency

as to respect the principle of equality of arms.

9 With regards to FORMOBILE Tool#troduce by design a limit to the information that is
accessed, implementing in practice the search warrant issued and data protection

considerations.

1 Withregards to FORMOBILE Tapénsure that the output does provide exhaustive operation
in view of the manipulations executed so that the prosecution, the defence and the court

could assess the reliability of the evidence extracted.

1 With regards to FORMOBILE Trainingshsure that appropriate attention is dedicated to
procedural rights nature, so that the right to fair trial is reinforced. Make sure to include

considerations relevant also to witnesses and victims.

1 With regards to FORMOBILE Trainingsure the participation of the prosecution and the
judiciary, so that a true assessment of the present evidence could be made in view of its

admissibility, probative value, and reliability.

1 With regards to FORMOBILE Trainingshsure the participation of defence lawyer as an

additional guarantee to the principle of equality of rights.

7.2.De lege ferendaecommendations

The following has been identified as important and relevant to be brought to policy-makers attention.

1 At EUlevel, when introducing new legislation dealing with use of electronic data in criminal
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matters, include mechanisms to guarantee the right to fair trial such as judicial control, and
appropriate remedies. It is important that such control takes place not only in the issuing but
also in the executing state. It is important that these are implemented by the judiciary
themselves, as private sector providers clear not only the resource but also the specific

knowledge when it comes to such sensitive issues.

1 At EU levelwhen introducing legislation to harmonise national legislationin view of more
robust cooperation in criminal matters, consider also a uniform approach when it comes to
electronic evidence sharing in view of ensuring minimum standards applicable across the EU,

namely with regards to the right to fair trial and the principle of equality of arms.

1 At national leve] introduce rules of procedure which specifically deal with search, seizure,
analysis, presentation and storage of electronic evidence, as the pertinent rules cannot
encompass the nature of electronic data, are difficult for ex analogia application, and in

certain situations remain obsolete.

1 At national leve| make sure to draw a clear distinction between the data belonging to the
different categories of data subject participating in criminal proceedings, as required by
Directive 2016/ 680. Take also into account

while employing mobile forensics.

9 At national level plan and organize dedicated trainings to ensure a common understanding
of electronic evidence, in particular such resulting from mobile forensics is achieved by the
participants of both stages of the criminal proceedings. This would present yet another

guarantee for the practical implementation of the right to fair trial.

1 At national leve| harmonise the approach when it comes to the relation of the right to not

incriminate oneself and unlocking of a mobile device.

9 At national level introduce criteria/ conditions which limit the access to digital data to what

is relevant to a particular case.

9 Atnational level introduce rules as to what extent Al might be used in mobile forensics, and

in criminal proceedings more general.
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1 At national leve] establish independent authority, as planned in Denmark. A special
supervising authority to exercise control over requests to obtain evidence and deal with
electronic data only, would ensure a certain level of probative value of evidence, extracted

from mobile devices.
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GossaryDefinitions and Acronyms/Abbreviations

Table of Abbreviations

Abbreviations Description ‘

ECtHR European Court of Human Rights

EC) European Court of Justice

ECLI European Case Law Identifier

ECHR European Convention on Human Rights

EC European Commission

EU European Union

ICTs information and communication technologies
GDPR General Data Protection Regulation

LEAs Law Enforcement Authorities

LED Law Enforcement Directive

MLATSs Mutual Legal Assistance Treaties

MS Member State

PSAC Person Accused or Suspected of a Crime

The Charter The Charter of Fundamental Rights of the European Union
UK The United Kingdom

Table4d: Used abbreviations

Table of Terms

Ad hoc When necessary or needed

De facto In reality; actually

De lege ferenda |Being based on a new law; new legislation proposal; of (or concerning) the law

that is to come into force

De lege lata Of the existing law; as the law is; the law that exists

Ex analogia Analogical reasoning; application of rules based on analogy
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Ex ante Based on forecasts rather than actual results
Ex lege As a matter of law; by operation of law
Ex post Based on actual results rather than forecasts

Force majeure |Unforeseeable circumstances

In flagrante In the very act of wrongdoing, especially in an act of sexual misconduct

delicto

Modus operandi |A particular way or method of doing something.

Mutatis Used when comparing two or more cases or situations) making necessary

mutandis alterations while not affecting the main point at issue

Nemo tenetur |Remainsilent

Per se By or initself, or themselves; intrinsically

Status quo The existing state of affairs

Sui generis One of a kind

Versus against (especially in sporting and legal use); as opposed to; in contrast to

Table 5: Used legal terminology

List of Hguresand Tables

Figure 1: Research Methodology

Figure 2: Approaches to the Judicial System
Table 1: FORMOBILE Consortium

Table 2: Authority Authorizing a Search
Table 3: Authority Authorizing a Seizure
Table 4: Used abbreviations

Table 5: Used legal terminology
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ANNEX [FORMOBILE EXPERUESTIONNAIREE
IMPORTANT TO READ BEFORE ANSWERING THE QUESTIONNAI RE:

The FORMOBILE project is aimed at creating better mobile forensic tools to help combat crime more
eficiently, enlarging the capacites of both first responders, common forensic laboratories and highly
specialised laboratories and experts by providihgm with better tools to acquire, decode, and
analyse data coming from mobile devices. The majority of these tools wil be integrated in the existing
suite of MSAB software (XRY). Please refer to the FORMOBILE website for more information and
especialy o the work package breakdown of WR$:https:/formobileproject.eu/project#.mod

wp-steps It is essential to have this background to be able to accurately answer this questionnaire.

One of the aspects of the FORMOBILE project is to make sure that these tools are able to be used in
the EU for the collection, decoding and analysis of information from mobie phones in a way that

makes the obtained evi denmee sacdemmies stid | o uirnt r Uy

Hence, the questions that make up this questionnaire in essence aim to understand how mobile
forensic tools aimed at retrieving, decoding and further analyzing information from a mobile device
(e.g. a smartphone), are allowed iouy jurisdiction under the applicable criminal law. We are

especially interested in:

whether technical measures may be used (and to what extent) to bypass security;

to what extent the data on the mobile device may be read, searched, used and copied etc.;
what the formal conditions are for accessing data on a mobie device;

who must order such actions and in what level of detail the mandate must describe the
authorized actions;

in what scenarios this is permissible (only in certain scenarios, only if time fd®longs to

the accused?), as well as the potential differences between scenarios;

1 existing limits on the access to or further analyzing and use of the data on a mobile device.

= =4 -4 A

=a
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In addition, we want to know under what conditions information on the @aode accessed and if
this iIs possible by technical means. We are

guidelines and issues in practice, existing case law and any other elements you deem relevant.

As we want to be able to compare answacross jurisdictions, we have drafted this request for
information in a questionnaire format. This, however, does not mean we are looking for simple yes/no
answers. Most questions are open questions and naturally invite an elaborate answer. Some question
may perhaps in theory be answered as yes/no questiople sk give as much guidance and details

as possible within every guestion, to enhance our understanding of the legal system in your
jurisdiction. Always cite the provision of the law or the casdaw you are relying on in providing

an answer and please try to be exhaustive or at least as complete as possiblgou are relying

on practical guidance or other informal rules and practice, please also refer to this and, if

documentation on this is avdable, provide the link to where we can find this documentation.

Please feel free to give addtional guidance in the comments section at the end, in case you feel we

did not sufficiently cover certain elements throughout the questionnaire.
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The questionaire is made up of 61 questions, in the following sections:

A Introductory questions

A Section 1: Criminal procedure when searching/reading mobie devices, seizing mobile
devices and for acquisition of data on mobile devices

A Section 2: Criminal procedureles on analysis of data from mobie devices

A Section 3: Admissibility of evidence before court

A Section 4: Interpretation and presentation of evidence from mobile forensics before the
Court

A Section 5: Implications of the use of mobies forensics on teeafathe different parties in
the trial

A Section 6: Comments
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Introductory questions:

1. Question: Please identify your organisation and your individual position?
Answer: Indication of length of answer: one line.

2. Question Where is your organisation based?
Answer: Indication of length of answer: one line.

3. QuestonnDo you have a | egally defined term for
devices ae included within it? (e.g. Smartphones, Tablets, Smartwatches, Cameras, MP3
players, Navigation devices, @nes)

Answer: Indication of length of answer: couple of lines.
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Section 1: Criminal procedure when searching/reading mobile devices, seizing
mobile devices and for acquisition of data on mobile devices

Question Mobile devices (e.g. a smartphone) mayeeirivestigations in a variety of scenarios. A
suspect or a witness may have a smartphone on them during questioning or at the scene, mobile
devicesmay be found during the search of a home or other premises, a suspect caught in the act may
have a mobile elvice in use etc. We want to know for all these scenarios (and others you may be able

to identify) what the applicable national rules are, namely answering the following questions:

Mobile device not seized

>

Under what circumstances can a mobile device bd @& searched without seizing it?

5. Are there any limits to this search (e.g. core area of private life, privacy limits, limits defined by
the crime, limits defined by the order/warrant)? If so, how precise are these/must these be
defined?

6. Is it allowed touse technical tools to bypass security?

7. Can information be copied or only read at this stage?

8. Is consent of the owner/person in possession of the mobile device necessary?

9. Can the owner/person in possession of the mobile device be forced to unlockdé® devi

10.Must the owner/person in possession of the mobile device be informed?

11.Who can order a search and what are the formal requirements, if any?

12.Does it matter whether this person is the accused or witness/third party or the victim?

13.What about data stored e Cloud, what is the procedure to access/read this data if it is
known or suspected to reside outside your jurisdiction? Is international cooperation like the
European Investigation Order (hereinafter: EIO) or Mutual Legal Assistance Treaties
(hereinafer: MLAT) the only route or do other options exist? Please elaborate.

14.Does any of the foregoing depend on the type of crime involved (e.g. terrorism, child
pornography etc.)?

15.Does not following the applicable rules always lead to inadmissibility in aduhe evidence in

this scenario? If not, please elaborate on exceptions and relevant conditions.
Mobile device seized

16.Can the mobile device (e.g. a smartphone) be seized?

17.What are the conditions for this, who can order it and what are the formal reqentefh

18.1f seized, can the mobile device always be searched, information copied etc?

19. Are there any limits to this search (e.g. core area of private life, privacy limits, limits defined by
the crime, limits defined by the order/warrant)? If so, how precisetla@se/must these be
defined?

20.1s consent of the owner/person in possession of the mobile device ever a relevant element?
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21.Can the owner/person in possession of the mobile device (if identified) be forced to unlock the
device?

22.Must the owner/person in pgesssion of the mobile device be informed? If so, about what
exactly?

23.1s it allowed to use technical tools to bypass security measures and/dowamsic measures?

24.Does it matter whether this person is the accused or witness/third party or the victim?

25.Wha about data stored in the Cloud, what is the procedure to access this data if it is known or
suspected to reside outside your jurisdiction? Is international cooperation like the European
Investigation Order or Mutual Legal Assistance Treaties the onlieroudo other options
exist? Please elaborate.

26.What about data stored in the Cloud, where you are unable to determine the location of the
server or the identity of the service provider?

27.Can you legally access data in the Cloud, even if there is no appriks to this data or other
direct link from the mobile device?

28.How is the access to data kept by a Service Provider related to the device regulated? Is it
performed upon a Court order, or also through other means?

29.Does any of the foregoing depend be type of crime involved (e.g. terrorism, child
pornography etc.)?

30.Does not following the applicable rules always lead to inadmissibility of the evidence in this
scenario? If not, please elaborate on exceptions and relevant conditions.

Please, answer alhese questions separately for each scenario or instance which, in your opinion,

is (partially) subject to different rules than other scenarios. At least, make the difference between the
scenarios where a mobile device is seized and where it is not.déiladicenarios in one of these

scenarios are the same, it suffices to only answer the questions once. However, most jurisdictions
have different situations in which seizure is possible (e.g. in the context of a search of premises vs.
not in the context ah search), so please differentiate between these scenarios, as well and answer
the questions for them separately. If you prefer, you can answer the questions in their totality in an

integrated explanationas long as all elements are covered and again,iouar scenarios are

differentiated between.

Please, give as much guidance as possible to enhance our understanding. Always cite the
provision of the law or the case law you are relying on (legal basis) and mention conditions,

people involved in the actionformal requirements etc., evenif not specifically asked.
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Answer: Indication of length of answer: at least a couple of pages, as this is the main overview

guestion.

31.Question In cases where the examination or data acquisition is not possible withowgicgan
the configuration of the device, is there a strict protocol that should be followed (e.g. procedure
and changes should be tested, validated, and documented)? If yes, please specify on what rules
this is based and what the requirements are. Pleasepatsdde examples.

Answer: Indication of length of answer:-2 paragraphs.

32.Question: Are there any specific rules in criminal procedure that regulate the use of mobile
forensics tools using/deploying Al technology? Are there any conditions which neeudé¢b be
so Alpowered tools could be applied in the process of evidence collection?

Answer: Indication of length of answer:-2 paragraphs.

33.Question: What are the main legal issues in your jurisdiction in the cases when mobile devices
are involved in crimesa@oss geographical boundaries? What procedures are foreseen to tackle
these multijurisdictional issues? Should the forensic examiner be aware of the nature of the
crime and the regional laws/legislative framework?

Answer: Indication of length of answer: aple of paragraphs

34.Question: Is there an established procedure/course of action to decide whether to apply the
EIO or another instrument for crod®rder gathering of evidence within the EU?
Answer: Indication of length of answer:-2 paragraphs.

35. Question: Since, the abovementioned Directive does not preclude the application of MLAT by
judicial authorities under some circumstances, what is the practice in your jurisdiction?
Answer: Indication of length of answer:-2 paragraphs.

36. Question: Are you aware cany existing cooperation mechanisms and practices with the
private sector?
Answer: Indication of length of answer:-2 paragraphs.
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Section 2: Criminal procedure rules on analysis of data from mobile devices

37.Question When data has been made accesdibteugh mobile forensics, are there any rules
on how the data must be analysed, especially to take into account:
- Data protection concerns (Law Enforcement Directive 2016/680 and implementing national
law)
- Privacy concerns and respect for core area of a@/ife (i.e. how is it guaranteed that very
sensitive information, not relevant to the investigation is not used)
- Human rights such as the right to a fair trial (tools may deliver faulty results and methods
used are often untransparent) and the righhtm-discrimination (tools that are
untransparent may contain bias)
- What information can be retained/copied? For how long?
Please elaborate on both criminal procedure law, relevant data protection law and any other

measures or guidelines that may exideaBe also cite and explain relevant case law.

Answer: Indication of length of answer: couple of paragraphs.
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Section 3: Admissibility of evidence before court

38. Question: Are there general rules or guidelines on the admissibility of electronic evidence

your jurisdiction applicable to mobile forensics, not yet discussed above?
Answer: Indication of length of answer:-2 paragraphs.

39. Question: Are the criteria for admissibility of evidence collected through mobile forensics the
same as for the other tgp evidence? Please elaborate in any case.
Answer: Indication of length of answer:-2 paragraphs.

40. Question: What if procedural rules are not followed? Can evidence from mobile forensics still
be submitted to the Court in certain circumstances, balanaitdhe interest of the criminal
justice with the severity of the procedural breach?

Answer: Indication of length of answer:-2 paragraphs.

41.Question: Specifically, if data in the Cloud is accessed according to criminal procedure, but it
turns out to be loated outside your jurisdiction does this mean it is not admissible at all? Is it
relevant that there was reasonable doubt about the location of the data at the time?

Answer: Indication of length of answer:-2 paragraphs.

42.Question: What are the consequerscé mobile evidence are altered either intentionally, or
unintentionally due to their dynamic nature during the investigation process? Note that
intentional alteration refers to using a process to uncover data which is known to alter some
(meta)data, noto the falsification of evidence. The question is more whether any alteration,
even on small and not relevant data may render the evidence inadmissible.

Answer: Indication of length of answer: couple of paragraphs.

43. Question: Specifically, are there rulesnahe used technology, methodology or standard, such
as for example that this must be forensically sound as a prerequisite for admissibility? If yes

please elaborate.
Answer: Indication of length of answer:-2 paragraphs.

44.Question: Are you aware of extigig caselaw in your jurisdiction, dealing with the
admissibility of evidence produced using mobile forensics? If yes, please elaborate.
Answer: Indication of length of answer:-2 paragraphs.

45. Question: Is there in your jurisdiction an established andagnoised standardisation(s) of the
processes of collection, analysis, interpretation and reporting of digital evidence that must be
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46.followed for the evidence to be admissible? (as critical to the validity of evidence, their quality
and i mpact ceptancedbg thecceudts? Ifyeas, please elaborate.
Answer: Indication of length of answer:-2 paragraphs.

47.Question: Is a failure to comply with Data Protection law, or privacy rules in itself, enough to
refuse admissibility of the evidence, even whengatoe is otherwise followed?
Answer: Indication of length of answer:-2 paragraphs.

48. Question: Is there case law in your jurisdiction on evidence collected through mobile forensics
having been questioned or rejected in Court because the admissibilityuestsogned? If yes,
please elaborate on at least 3 cases.

Answer: Indication of length of answer: 3+ paragraphs.
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Section 4: Interpretation and presentation of evidence from mobile forensics
before the Court

49. Question: Are there general rules or guidelimen the interpretation and presentation of
evidence from mobile forensics, such as:

- Is mobile forensic evidence given a certain probative value?

- Are there rules on how to interpret mobile forensic evidence or requirements which must be
complied with forhe evidence to be considered reliable?

- Must such evidence be examined by an expert witness?

- If not obligatory, is this a common practice?

- What are the requirements for experts (experience, independence, training, etc.)?

- Is there a centralised managemehbhmbile forensic operations in your jurisdiction to
ensure the work is compliant with standards and can be presented in court in a consistent
manner?

Answer: Indication of length of answer: couple of paragraphs.

50. Question: Are you aware of existing cat@w in your jurisdiction dealing with the
interpretation and presentation of evidence produced using mobile forensics? If yes, please
elaborate.

Answer: Indication of length of answer:-2 paragraphs.

51. Question: Is there in your jurisdiction an establisheddarecognised standardisation(s) of the
processes of collection, analysis, interpretation and reporting of digital evidence that must be
followed fo the interpretation and presentation of evidence before a court? Or alternatively
which is not obligatory bt considered as critical for the validity of evidence, its quality or the
impact of the evidence and its acceptance by the courts? If yes, please elaborate.

Answer: Indication of length of answer:-2 paragraphs.

52.Question: Is there case law in your jurigtion on evidence collected through mobile forensics
having been questioned or rejected in Court because of interpretation issues or presentation

issues (e.g. considered admissible but not reliable)? If yes, please elaborate on at least 3 cases.
Answer: Indication of length of answer: 3+ paragraphs.
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Section 5: Implications of the use of mobiles forensics onthe role of the different
parties in the trial

53. Question: Are there rules or guidance, or is there case law in your jurisdiction on how to
respect he right to a fair trial in case aévidence extracted viaobile forensics? What

practices are established in view of the respect of the principle of equality of arms?
Answer: Indication of length of answer: couple of paragraphs.

54.Question: Is there anyraining required by law for the judges, prosecution, expert withesses,
lawyers involved in cases with evidence coming from mobile forensics?
Answer: Indication of length of answer: couple of paragraphs.

55. Question: Is there a predetermined time durationdiitation period required for the extraction
of evidence from mobile devices, time for decoding, reviewing and analysing of the data, time
for reporting that data in a form that prosecutors and others can use?

Answer: Indication of length of answer:-2 paagraphs.

56.Question What are the procedural rights inherent to the different participants in a criminal
procedure (i.e. the prosecution, the court, the defendant, the witness, the victim, etc.)?
Answer: Indication of length of answecouple of paragraphger different participant.

5.1 The Prosecution

57.Question: Are there any requirements or guidance provided to the prosecution as how to

control and dal with mobile forensics and evidences?
Answer: Indication of length of answercouple of paragraphs.

5.2 Tre Court

58. Question: Is there judicial control over the approaches and methods used for acquiring,
collecting and analyzing evidencBRase refer to case law if possible.

Answer. Indication of length of answer: couple of paragraphs.
59. Question: How does the Qaot assess the evidence obtained via mobile forenfiesse refer
to case law if possible to illustrate the approach.

Answer: Indication of length of answer: couple of paragraphs.
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5.3 The defendant and defender

60.Question: Are thererules and standardegul at i ng t he def endant anc
to access and to make copies of the acquired mobile evidence? Are they able to get any
information on the process used to acquire mobile forensic evidence (e.g. information on how
the tools work, the pcedures used, the parties involved and how the validity of the results is
guaranteed)? Please refer to case law if possible.

Answer. Indication of length of answer: couple of paragraphs.

5.4 Witnesses

61. Question: During the pretrial stage, how is the righto privacy of the withesses preserved?
Are there any practical steps taken to exclude certain types of information which are
cumulatively nosrelevant to the case and too private? Are there particular requirements for
witnesses regarding their capabilitg testify in terms of mobile forensics both in thetpia
and the trial phase of the criminal proceedingd@ase refer to case law if possible.

Answer: Indication of length of answer: couple of paragraphs.

5.5 The Victim

62.Question: How are thevictd s / vi ct i msd r i ght s -tr@anasdiheé&ial dur i r
phase of the proceedings? How is their privacy preserved? Can they use theewvioi&ined
via mobile forensics when exercising their rights? Please refer to case law if possible.

Answer. Indication of length of answer: couple of paragraphs.
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Section 6: Comments

If you feel some important elements of your national law relating to the use of mobile forensics in
criminal investigations have not sufficiently been covered, please exip&mhere. If you feel an

overview is missing, please also provide guidance on this below.

Answer: Indication of length of answer: few paragraphs up to a couple of pages.
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ANNEX IlIList of national respondents

Organization

formobile @netlaw.ba

Linkedin— Formobile-project

Twitter — @Formobile2019

www.formobile-project.eu

Country

Nora Katona Austria
Fundamental and Human Rights

Charlotte Conings Stibbe Belgium

Hans Van Bavel Stibbe Belgium

Hristo Kutiev Lawyer Bulgaria

Nina Gumzej University of Zagreb Faculty of Croatia
Law

Elena Kapardis Elias A. Stephanou LLC Cyprus

Elias A. Stephanou Elias A. Stephanou LLC Cyprus

Vdclav Stupka

Masaryk University

The Czech Republic

Jgrn Vestergaard University of Copenhagen Denmark
Mihkel Miidla Sorainen Estonia
Kirsi Koistinen Sorainen Estonia
Norman Aas Sorainen Estonia
Professor of criminal law University of Helsinki Finland
Estelle De Marco Inthemis France
Member of the German Judiciary | German Judiciary Germany

Mayeul Hiéramente

Fuhlrott Hiéramente &vonder
Meden Partnerschaftvon

Rechtsanwiélten mbB (FHM)

Germany (second report)

Pavlos Andreadis-Papadimitriou | ThessalonikiBarAssociation Greece
Istvan Ambrus PhD E6tvos Lordnd University Hungary
TJ McIntyre University College Dublin Ireland
Alessandro Bonavita Cugia Cuomo & Associati Italy
GRATA International LLC Kyrgyzstan
Andris Taur i nSs|Sorainen Latvia
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D2.2 Criminal Procedure Report

Krista Niklase Sorainen Latvia

Sidas Sokolovas Sorainen Lithuania

Ruata Vaicekaus|Sorainen Lithuania

Gavin Robinson University of Luxembourg Luxembourg

Arthur Azzopardi Azzopardi, Borgand Abela Malta
Advocates

P.C.(Paul) Verloop Libertas Corporate Defense The Netherlands
Lawyers

Inger Marie Sunde The Norwegian Police University | Norway
College (NPUC)

Dorota CzerwinAUniversity of Poland
Bar

NoemiaBessaVilela Instituto Juridico Portucalense Portugal
(JP)/ Portucalense Institutefor
Legal Research

Octavian Marian bpv GRI GORES CU|Romania

- Voj ¢i k & Part njSlovakia

Matic Kocjanc¢i|lli ¢ & Partner|Slovenia

Alejandro Tourifio Pena ECIJA Law Firm Spain

CésarZarate Gémez ECIJA Law Firm Spain

ElenaBradley ECIJA Law Firm Spain

Mattias Hjertstedt Umea University Sweden

Seniorlecturerin policing UK University UK
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